/^EFtfUD : A2 4 5 8 1 1 7 



ack: t o-”ledgsi-:e: t ts . 






/f Ynis ’brochure on the methods of solving the coles and 
ciphers used of the Germans would have been almost impossible 

were it not for the assistance rendered us by the cods and cipher 

4 - • .y ' ■ 

officers of cur allies. In the exchange of results attained, 
we were by far the gainers. They have never hesitated to place 
at our disposal all the methods and the results of their labors, 
without which our efforts mould have been very much less productive. 
It is a great pleasure to acknowledge our indebtedness to them. 

Some of the material forming the basis of this survey is 

j£ v 

taken from reports by various officers who were members of this 
section, and due acknowledgements have been made to their work at the 



proper points. 
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. This report is intended to give -..detailed account of the 

technical work of the Radio Intelligence Section insofar as it was 
concerned with the main function of the section, viz., furnishing 

* 

to the proper authorities such information regarding the enemy and 
his intentions as could be secured from (l) the solution of his code 
and cipher messages, and (2) a detailed study of his wireless traf- 
fic. 

It is but natural that the progress made in all phases of 
military activity during the European War should have included marked 
advances in methods of secret communication. The development and 
improvement in German military cryptography began not long after the 
outbreak of the war and continued steadily until the end, attaining 
by the fall of 1918, a remarkably high state of efficiency. 

In what follows it will be presumed that the reader already 
has a fair knowledge of the fundamental principles of ciphers and 
cryptography in general, and that he understands the nature of the 
mental requirements necssary for all cryptographic work. 






First, it is necessary that the reader understand ;fche organ- 
ization of the German Signal Service, especially the so-called DIFUA 

or DIVFURKA, (Divislons-Funker-Abteilung) or Divisional Wireless 

/ . 

Detachment, so that he has a proper understanding of the relative 
positions of the various stations in the DIFUA, and their relations. 

Exhibit 1, which is a copy and translation of a German chart, 
will repay close scrutiny. It shows the arrangement of the stations 
in a typical DIFUA within a divisional area, and the various means 
of liaison which existed between them. For a detailed exposition of 
the German Signal Service, the reader is referred to the report of 
Capt . P. B. Whitehead, F.A., of this Section. 

To facilitate reference, the entire length of the Western 
Front was divided up arbitrarily according to the number of German 
Armies occupying it, and to the "sectors" thus determined the con- 
secutive letters of the alphabet were applied, commencing on the 
coast and proceeding in the general direction south. Since on the 
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whole, the number and relative positions of the German Armies on this 
front -underwent no marked change throughout the war, the letters ap- 
plied to the sectors could he applied also to designate the Armies. 
Each of these sectors in turn was divided up according to the number 
of divisions holding it; to the sub-sectors thus formed beginning 
on the left, consecutive numbers were applied in multiples of 5 
(to allow for the appearance of new divisions). A DIFUA could 
then be referred to by us according to the sector and sub- sector 
occupied by it, or by the division to which the DIFUA was attached. 
Thus the DIFUA serving the German 29th Division when that organiza- 
tion was located in January 1918, on the right bank of the Meuse 
was referred to as G-30, "G" indicating the sector, or the German 
Fifth Army, and"30 n the sub-division of the sector (see Table I, 
below). Sectors were also referred to by a general name derived 
from the geographical location, and it may be useful to give them 
here. 

The following names and limits of sectors and "group sectors" 

i.e., the sub-divisions of sectors closely allied by reason of the 

* 

topography in the vicinity of the American troops were designated as 
official in May, 1918: 



TABLE I. 



SECTOR : 

ARGON HE or F-Sector 
VERDUN or G-Sector 
FOEVRE or H-Sector 
LORRAINE or ^-Sector 
GROUP SECTOR: 



LIMITS : 

The AISNE River to the eas- 
tern limit of ARGOIUTE FOREST 

Eastern Limit of ARGONNE FOR- 
EST to MOULAINVILLE 

M0ULAII7VTLLE to the 
MOSELLE River 

The MOSELLE piver to 
the PLAINE River 



ARGONNE or F-SECTOR, GERMAN III ARMY 
PY- Group Sector F-10, F-15, 

DOPJXOISE-Group Sector F-35, F-35 

ARGOKNE-Group Sector F-40, F-45, 



F-10, 


F-15, 


F-30 


F-35, 


F-35 




F-40, 


F-45, 


F-50 - 






REBfclD : AZ4%8*1 1 7 



VERDUN or G-SECTOR . GERMAN V ARMY 
W.MEUSE-Group Sector G-10, G-30, G-35 

E. MEUSE-Group Sector G-30, G-40 

ORNE "Group Sector G-50, G-55 

VAUX"Group Sector* _ H-5, H-7 

WOEVRE or H-SECTOR. GERMAN DETACHMENT *G*. 



EPARGES-Group Sector 


* / 

H-10, 


K-20 




ST. MIHIEL-Group Sector 


H-25, 


H-30, H-35 




THIACOURT -Group Sector 


H-40, 


E-45 




LORRAINE or I-SECTOR. 


GERMAN XIX. 


ARMY. 





BERSDORF- Group Sector 1-5, 1-10 

BLAMONT-Group Sector 1-30, 1-35, 1-30, t-35 

^ (NOTE: In the spring of 1918 the left boundary of the German 

Fifth Army was extended and made to include the region formerly 
occupied by the right wing of Detachment n C n , but the sub-sector 

designations we«.m|ha.nged AVJ) c/PHEK USED 

A brochure on the methods of secret communication used by 
the Germans may well begin with a description of ^ chart f v which 
was tissued by the Germans themselves in April 1918 to illustrate 
the regulations for the U6e of code and clear text. This chart 

is almost self-explanatory. Within the 
three-kilometer danger-zone no clear text whatsoever was permit- 
ted. The only authorized method of communication within the dan- 
ger zone, whether it was by means of dogs, pigeons, ground-tele- 
graph, lamps, radio,, telephone, or even in- the case of couriers, 
had to be in a code called the THREE-NUMBER CODE. No other code 

or cipher was permitted,/ Artillery observers, and forward in- 

.... - / 

telligence officers also had. to use this means. The only exceptian 
to this regulation was in the case of communication between aero- 
planes and ground stations, in which case a specially prepared set 
of phrases and signals known as the EXTRACT FROM THE THREE-NUU3ER 
CODE was permitted. There was a code, the AVIATION CODE, specially 
prepared for the , use of giant bombing aeroplanes, and for balloons, 
which code is not shown in this chart, inasmuch as the latter is 
intended solely for illustration to troops. There was also a 




mm 






m - 



sb®». 
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special METEOROLOGICAL CODE* 1 * $ 

For communication between regiment^and artillery sub-groups 
another code, called the THREE-LETTER CODE, as well 
as the Three-Number Code was provided. For communication to the 
right and left within the danger-zone only the Three-Number Code 



was usedj behind this zone the Three-Letter Code could be used, j 

Communication between division, -and corps. was by means of 

/ /? i .1 t t /A ... / 



the ADFGVX CIPHER. 



(xl^j 






Beyond that, the WAR DEPARTMENT CODE, in addition to the 
aforementioned cipher was used. Since messages in this code 
were never sent by wireless we know nothing about it. 

The Germans were consistent throughout in applying some 



external differentiation marks to their various codes and ciphers. 
For example, their various ciphers bore in their preambles the word 
•RICHI", "ALA CHI", or "ITOCHI", etc., designations made up of the 
abbreviation CHI (CHIFFER=cipher) and letters indicating the sys- 
tem. The four different codes which were in effect simultaneously 



7*0 d 4 cm *1 oVi a VO p -f* t»oTn •f'hp 1 t* p y+p vn © *nnp p *r»pn o a 

* w A v W i.O U UXv 1 Uui U X X w w w J. w CU X CUivw t> 



A w X w X V| 



"tils codo*** 0 * tou/ps in IdoIjIi IjIi© Tiixs0"i*0*b*b0x Txoxicli QocLs scnct 4jli© 



Tjivh In •ft'hp 'Po'p?Ti* a 7* i’.TiP 4n4*h4pl 1 pt. , hPT*fl In ppoh ct notm xa T» f» 

**>vX U AiJ. V ii w X v llUw X w ilv X 11 X v IdX X v w u v XO XU v & vll Pj X V u.^/ n WlV 'X X X X 9 As/ AA w 

f xom isliioso in the H. 1 0 r d in loot/li csibos til© n m sl^Q t of ini’fci&l 



1 P 4*. ir. A *r*fl «q c *rrp y+\r 1 1w1 tp/i q 4- f i wot /"in 1 v *h"h tva p f Infll 1 v ■PI t rex 

X9UUWXO HCvO VO Xjf X XUi A uOUj CL u X X X O 0 UUXj UAXXwwj X XllcLxX j j X X V 9 * 

T n A fl •Fn m r *1 4 rr»4 4* 4 n cr -hVj p n iitf/Hp n o^F 1 f.i si 1 pf.t.PTft fmTQ 

a AA O w XCt w U A v CLD vil O A U A X X XJ-t X u XAA g u AA v A A UluUv X v X a AA A u A C**X Av U U v A O w Av 

7*j lm ntm "K-T-h 4: "h p t»p p *t*p fwA wVi 4 p*h opprn a • y 

A A w u XL j. A v uXX • UU v uXX«? Aw CLX w u n v n AA X w AA o v CXU X v lACA UA v • S 

“1 ] TTn pep d 4 a*f 4 n cni 4 r"H 4 t\ o* *Pp p4vn t*p o n o 4*. on 1 v p a t*p C’p.ndB ■hV, c 

X/ lilvDO Ul O b XAlHjLAXOiiXiifA A CuuUlSO AA W u KJiX X V CLO iG^cMUO v AA v 



4Tt4*h4pT T p4t 4t p t^c* 4 n 4 i V a p p two oodp q "Hivh p *? a o a 

X X A X U X C X AC u U C Ao XAA U AX CJ O 53 Wn U w wAC? o * U UU CXX O W CL 



^LS T7-; LrR TllS fill 

PO Awa,0> AWkw «*• 



'h'hs p *5rfe p tti A-1 fi ft s 4 cm ft *fr 4 ati n 4 wpnt wi ■h'H fbAl y GO(i0S 

U AA w v A V 9 AU O »A >Aw D X O. U X vlA# IIU A vU <1 vil v *» X w AA v l^v A X VC51 AvUO wwv*s» » 

c p 4 tSVi p 7*0 eu /»V p a T7T r^TT T A T A T p4* a fhiiT 4* p 7*1 4*. o Tif'A •• 

CL- A A LA L/ x j^Al v? aO o UvmL fXS3 Ufi A j A JjA wH A j — L v • j m w U a LX w AsX u v ^ X >3 

vpnt c on f 1 1 s 4 ot\ fir.d p tdp d.^ f, p dp 1 4 vp t*v’ pnd dp nod 4 no* on dscilAs t** 

V wll W V o/Ia X U O X V* A ^ CS-aJ. V4 v A^»v VX» u v V*v XX V S3 X jf CAIU. uw 9 vUlU g 9 X 9.w V A V «• 

4ri rr nf Tf PSSP.c*PS W 4 “hVi 4 n •h'hpi t* own 14npc 0"P nowirmn 4 os 4". 4 on - 

XAA ys[ v X U* w O — CX pZy v D JT X v AA X> X A U 11 w X X v *• AA A X A A w b v X w vNAULlll X v 5A w X vlA ( ^ 

O \ T»4 rr.4 4* 4 n sr 4-'hp 771 y* 0"P 1 A'ff o i<q 4- a q TTP 77 *Pp "3f irri'n 1 d 

u / XJ AxA 1/ XlX Jk w XI C IX tua UU A w X AO u VC x o y U CL KX » nOXX XO fl *• w u X —X 



4*.p-nd 4*. o 



8 m 4 m 4 w*7 1 rn A Via o 7*TtA ** q a ^ A **•* v* a n*. 4 o o 4 4i ft 

> IuXlXxIIIUIu uI10 8x10X8 OX u x CLU© Lul oSx Oil ^ ww 



ttVi 4 /-»V> ol 1 r, ay a c a 'fo o *Kvr AdI n n*-?*o t-V c t%p cuVvipftf Pnd 

WXixOix &XX 2L@oS&gu B u AAlioxX y lux Dy uvlc^xd^u & a8 8 uD J u C u j cxi^sX 








RE ID : A2 458117 



enable suck errors as do creep in to be rectified more spsed= 
ily. It is obvious that if the receiving operator is listen- 
ing for a few of a limited number of letters he is apt to 
get them nearly correct. Also, in endeavoring to trace the 
. incorrect letter in a code-group, the decoder will have to 
deal with only a very limited number of possibilities as re- 
gards the initial letter in these codes or in other words, 

r - 

the number of possibilities are extremely limited as regards 
one-third of each group. In the case of the ADFGVX Cipher, 
.the fact that only six different letters were used enabled 

s . 

errors to be corrected very readily. In this cipher each 

UM5-6 

plain text letter 4-s represented by a combination of two of 
the letters A, D, F, G, 7 or X, and it was rare that two 
letters in succession would b8 mutilated. Given one-half 

r\ "f* o o nV n nflf 1 /ata c a /*» /a w* ■?■*£> ■i-'Ko £> y* /a "P rvA a o ^ ^ ^ no 
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was very much reduced as regards the letter for which it 
stood. 
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usage, code-books vary greatly in their coriTents. It Is ohvi oua 
that a code for a specialized branch of commerce, as for example, 
the rubber industry, would be very different from one adapted to 
warfare. The German Three-Letter Code is a good example of a highly 
specialized code adapted to trench warfare. 

The process of transforming the clear text of a message 
into the corresponding code equivalents is called ENCODING, The 
process of converting the code equivalents of such a message intb 
the corresponding clear text is called DECODING, It is obvious 
that this cannot be accomplished without possession of the code- 
book. 

In a broad sense the distinguishing feature between cipher 
and code is that in the former, one deals with the individual 
letters of the message, whereas in the latter one deals with let- 
ters, words, phrases and even entire sentences. 

The advantages of code, and of code over cipher as a sys- 
tem of secret communication, are as follows: 

(1) It permits of rapid encoding and decoding. In this re- 

* * i • ... 

spect oode is much to be preferred over cipher. 

(s) The encoded message is usually much shorter than the 

original clear text and thus represents a great economy. 
Cipher messages are usually ^ust as long^ - sometimes 
longer, than the corresponding clear text. 

(3) It permits of a high degree of secrecy. As distinguished 
from cipher in regard to the degree of secrecy, it may 
be pointed out that whereas the solution of a single 
message in a cipher discloses the whole system and en- 
ables one t (^/decipher every message in the 






same key, the solution of a single message in code or 
the comparison of a code message with the corresponding 
clear text affords only the solutions for the particular 
code groups of which the message is composed, though it 
should be added that these may furnish valuable clues 
to others. Therefore, the degree of security is much 



higher in the case of a good code than in that of cipher 
The degree of security is indeed very high, unless a copy 
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' of the code-hook falls into the hands of the enemy or so many mes- 
sages have been sent that the enemy is able to RECONSTRUCT the 
code-book by a detailed analysis of a sufficiently voluminous 
text; in such a case it becomes tantamount to the actual posses- 
sion of the code-book. ' What is meant therefore by the process 

r 

of "solving a code" is the reconstruction of the code -book . 

There are, in general, two types of code-books. In the 
first type, the clear-text contents are arranged alphabetically 
and are accompanied by their corresponding code-designations ar- 
ranged in systematic form (either numerically or alphabetically, 
whichever form the code-groups take). In such a code only one 
arrangement is necessary, the same book serving both for encoding 
and decoding. In the second type, the clear-text contents are 
arranged alphabetically, accompanied by their corresponding code- 
designations which have been chosen at random, and therefore fol- 
low no system whatever. Hence, in such a type/ in addition to 
an encoding book, a decoding book is necessary, in which the code 
designations are arranged systematically, accompanied by their 
corresponding clear-text ; equivalents, which" are then at random. 

It is easy to see that in the former type the solution of 
anode-group will offer clues to the solution of code^roups "alpha- 
betically or numerically related" to the solved group; for in- 
t stance,^Lf code-group 123 has been found to be the word DER, 123 
may he DEN and 134 may be DES. In the latter type of code -book 
no such clues can be derived. The group 123 may mean DER, and 
124 may mean WAIT? . 

Row when a message has been encoded, and the code-groups 
are then enciphered, the result is spoken of as EECIPHERED CODE, 
For example, if the code-groups for the phrase "ACCORDING TO RE- 
PORTS RECEIVED" are 472 807 and some system of encipherment is 

applied to them so that they appear finally as 509 851 or as 

RAN KVS, they would be spoken of as being "enciphered code". 

If great secrecy is desired, seme form of encipherment is 
therefore applied to code. Should the enemy possess a copy of 



the code-book, he would still be confronted with the necessity of 




solving a cipher. 



In codes of the first type defined above, it is -usual to 
apply some form of encipherment which can be changed at will, and 




often, without necessitatieir a complete change in the form, con- 
tents, or the code-designations of the code-book. For this pur- 
pose, ENCIPHERING TABLES are used, and changed as often as neces- 
sary. But in the case of the second type, secrecy may be at- 
tained by a frequent change in the code-designations in the en- 
coding part, necessitati-en, each time, of course, a complete re- 
vision or rearrangement of the decoding part. In short. In deal- 
ing with the latter type, when we will speak subsequently of a 
n change in code", it will be meant to indicate merely, that a new 
edition of the code-book went into effect j the code contents re- 
mained fixed, but the code-designations changed. 

Now the Three-Number Code was an example of the first 
type. The form and contents of the code -book were standard through- 
out the German Armies on the Western Front, Each division issued 
its own Enciphering Table end secrecy was maintained by frequently 
changing it . 

- 'The Three-Letter Code was an example of the second type. 

The form and contents were also standard throughout the German 
Armies, but each Army issued and changed its editions independently 

y* 

of the others. Therefore, there were about ten different editions 
in effect simultaneously on the Western Front, and it was obviously 
necessary, therefore, to restrict one’s study to the particular 
edition with which one was concerned. 

The process, therefore, of solving the Three-Number Code, 
after a copy of the code-book had beer, ceptured, involved in reality ■ 

I 

only the analysis which was necessary for the reconstruction of 
the enciphering table, whereas the process of solving the Three- 
Letter Cede involved the analysis necessary for the reconst ruction 
of the code-book. The two processes were very dissimilar. 



PREPARING THE MESSAGES FOR STUDY 



It will be essential first to describe the manner In which 



the material was prepared for study. 








RE ^ID : A2 4 58-13-7. Q 

All messages as they arrived from the intercept stations 
first went throughthe office of the Adjutant of the code office, or 
the "Outer Office" as it was called. Here a clerk sep&rted the 
code messages from the cipher, a process which was usually very 

easy and which was learned after a little experience, because the 

* 

messages bore on their face the distinguishing characteristics ap- 
plied by the Germans themselves, a3 mentioned’ before. On account 
of the impossibility of preventing the occasional filtering through 
of messages not in enemy code or cipher, but in our own or in that 
of our Allies, the clerk had to be familiar with the external ap- 
pearance of the latter messages, which was also very easily learned, 

> * 

First of all, the German naval, Diplomatic, and Colonial 
Code text which was intercepted by the station at G.H.Q. was sent 
directly to the office of the Chief Clerk, who supervised the sten- 
cilling of this material, which was then sent to the proper author- 
ities at Washington. No work on these messages was attempted in 
this office. f 

Next the cipher text and text of the codes used on the 
Western Front were sent directly to the respective departments con- 
cerned. 



The "Inner Office" of the section was subdivided into a 

/ 

number of departments, each concerned with a particular enemy code 

/ 

or cipher. Graphically, the "dist ribution was as follows: 



/d 



r 



1 

Code Dept. 

! 



INNER OFFICE 



T 



3-Letter Code 3-No. Code 
Division Division 

G-Se'cT""- "H-Sec . 1 ' G-Sec. * 



5 

Aviation 
Code Div. 



Group Group 



Group 



H-Sec. 

Group 



1 r 

Cipher Dept. Goniometris 
ADFGVX Cipher Dept. 
WILHELM Cipher 
Other ciphers 



Meteorological - 
Code Div. 



The code department had a clerk whose duty it was to receive 
from the "outer office", and to arrange the code messages for sten- 
ciling. It was first necessary to separate cut the various codes, 
and then, in the case of the Three-Letter and the Three -Number 
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Codes, to separate the messages into the G-Sector and H-Sector 
piles. ^ir^-«^1Hbrt^-7raa~don« by means of the n Baily Field Station 
List" furnished by the Goniometrio Department (see Part VII, Section!) 
and the sector concerned was indicated by colored pencil on each 
telegram. He then arranged the messages in each pile according 
to the following: 

(1) All messages from the same sub-sector were first 

brought together and the separate piles were arranged 

numerically . Thus there might be five messages from 
QjSJsJC 

H-lOj ^ irom H-15j / from H-20, etc, 

(2) All messages within the same sub-sector were then 
arranged as regards time of transmission from 0001 to 
2359, (The 34-hour system was standard). 

(3) All messages of approximately the same hour were then 
arranged with reference to keeping together, or as close 
together as possible, the messages between the same 
sending and receiving stations. 

It Is in this process of final sorting that the best 
judgment and experience of the clerk were brought into play, not 
only as regarded the ultimate sequence of the telegrams, but, what 

was of greater importance, the bringing together of duplicates 

\ 

(the same message might have been intercepted by three of four 
different stations) and by means of a careful comparison and a ' 
judicious discrimination, correcting one copy which was taken to 
represent the original telegram with a minimum number of errors of 
transmission. 

— In doing this the clerk was guided by the number of inter- 

cepts which agreed and by the reliability of the stations concerned; 

one station may have been known to be very reliable, either being 

« * 

closer to the transmitting station, having better apparatus, or 
better operators; the other station may have been known to be 
usually unreliable, on the same basis. All of these factors counted. 

Hany times, however, it was impossible to decide which of two or 
three different readings was the correct one. In this case the 
clerk inserted at the proper places on one copy, the other inter- 
cepted readings in parenthesis, -<^v 5 q~-e< > py. ^ -^-vo oth ^r 
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iuutaroepbe d---^&di tigrtirTESSE^Ees*^ and the final copy, when it 
was put into the hands of the code-3olvers, showed these alternate 
readings. 

The assorted messages were then turned over to the typists 
for Stenciling. Each message was accompanied by all indications 
in clear at the beginning or at the end of messages, and the latter 
were carefully typed out, leaving a fair amount of space between 
lines to admit of the insertion of values later. 

The stencilled text was then distributed to the respective 
sub-divisions concerned. 

Let us examine in detail the attached sample sheet of text 
of the Three-Letter Code. 

The heading on the page is as follows: 

"H" SECTOR-ALBERT CODE NO. 17 (Started August S3, 1918). 

It was stated above that there were about ten different 
editions of the Three-Letter Code in operation simultaneously on 
the Western Front all the time, since each Army issued its own 
edition independently of the others. TThen this office was opened, 
study of the Three-Letter Code was restricted to the material com- 
ing from that portion of thejfront occupied by the Fifth German Army, 
i.e.. The Verdun or G-Sector; later the material coming from that 
portion of the front occupied by the German unit called DETACHMENT 
"C", i.e., the Woevre or H-SeCtor, was added. The material from 
all other sectors was studied by the British and the French office^, 
in accordance with the portion of the front held by each. 

For convenience in reference, the code applying to each of 
these sectors was given a name, chosen purely arbitrarily by the 
office studying the cede concerned; and since these codes "changed" 
(i.e., a new edition went into effect) at more or less regular 
intervals, each particular code had in addition a serial number. 

As to how it was determined whsn the code changed, that will be 
taken up later (See Page' — ). Then the tvpe of a code changed 

in some very noticeable manner, a new name was applied and this 
formed the starting point of a new series of codes. Thus, for 
example, "The Fritz Code", which was in operation in the G-Sector, 
was replaced by "And re* Code", which in turn was succeeded by "Mar- 
cel Code". The name "Albert" was applied to the codes used by 
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© 



© 



”H n SECTOR-AIBERT c6de'# 1? (Started Aug, 22 J 1918) 

" 7 *• >: *•> .* <-!.•?- "■ . . v. 

- (DISTRIBUTION «A B ) - 7 V 

- ~ : • ■ .7 ; : •’ ■ 

,'f) (-VHIO-S^hs. — 

. .. AJTw UGlr ' KFI * u: 

B) DIM, v GMI (H7-5RvH25-7 D KTj4. 0.48' 1.35 CHI -10 

?m ' l, ^ V: 

ALT SXB A GW. KFI UTP 



AiJ* 

Vi 




GMI 



SXB, AGJ7 KFI UTP Hog ,RJW KOT7 SGO*r'R5Ifc;>- ZWEI 3 UP. 

UM . ... . . ; y. 7*:':, 77- 1 7 -P '- : ; 7 >%•<; 

'• ■ .v.'-,-- ' :-y ■■■< . ■ . . £ ^ *rr. - * a-fc */•-; *■■ • Vrs* - s^-i . \ . A > 



•>y4) : .S#-'.. '>*£' Afri'l ■ 7-s?£ 4 ' %v/7^ ” ‘ 

p) GSO v GMI (H25-l3BvH35-7D) T-4.1.14, T -3. 1.10 2,04 CHI-10 ‘ ; 

' - : ■ - 7. • 7 77 g (g> -■ ■ • ■ - : •/: ■ ; ; . .. 

UTE ATW R JV , (or ROU) UGR RFF RLW KXJ (tsr-KXC) KXE 5 * 

- MnC.;- -7 :•/ 7'. *7.7- ‘.7 .• ./.'£ ' .'. £7 

¥ SRV (or SAS) - EINS 3 V{P NF GMI UM 






r -* : 

' * 

4 ■* V : • 



,D) GNE v GMI ( H2 5 -9R vH3 5 - 7 D ) T-3,8.39, T-4.8.42 9.30 CHI-9 

• MV SVF - RKA KMF iAP£ 



ITr pDj see") 



-- r-.v-^ 



NF GMI v p i - • . , 

’ - , ■ ■ / ■ 7 ■<' - ^ Ji/i. 

' • i ' | . : ' 7 ' r 

E) GMI v GNE (R25-7DvH25-9R) T-4.9.18, T03.9.15 10,07 CHI -9 

I^a\ ;RKA STM. ^ED\ S'; (or si N); AJU (or AJO) 

*•”**- - * 7 # • - £V "S V ‘ 



\ 7 ■ 

: ’ ’ ' 7 i \ j» - i —* 

''-*h 

0w*U-*5 . 

' A7v 1.;' ; i 
' r 7 7 \ 



V7 



-4 ” 

« > 

^ ! 



£J- GSE ra ; 

.Jj, ,_i /■ J* - •••* * *v * ’ » ; >" _ ■" . ' m J * . • ... 

•' ' 7 7 ' j-. v - . . 7 ',4 - T 151 £ • 'ft” - ' *£7 £" • V- ■ ■ -r- «=<•’*. ^ ^ 

.'.-..a - . »• r cisS-> IT-^ i ^ 

F) GSO v GNE (H35-13 EvH 35-9R) T-3.9.24, T r 4.9.25 Ny ZI-3 ' ; ‘ • : 

, APW ; m\ UXF GNE UK ,, 

. * ■- ■ * .- . ...... v . 4 ^ ' "- <— ^.1... * 1 -. ' <i77 

G) GMI v DRW ‘ (H35 -7D vH2 5-4R ) T-3 ,11 . 0 7 1 1. 15 CHI-lS 

UPSi UGJ AQW- AEL RJV SWF KMi UEJ ■ KDB fR KZ RKA RGV AAW 

W ® ■ '• — rrsr 1 - •■.ryr 

RVE STQ UPR - NF DRW UM • : f&~ 



■ -iM# «--- - -W - , , 

- p -♦ • '■# '3^- ’ ' 



•*= i ‘ 7 i ' 






*• 




ip nn 



H) DRW T GMI (H25-4RvH25-7D) T r 3.11.10, T-4.11.13 

-■•' ■ £,. ® . . a 

7TTiO TTTT'T T}AT C/ltf jk T\H T/TVC* L Ttr*»V O T^ff T'T’rnr TTo 7 /’ 1 T/’/^V> rt»TT •- 

UPb JKJr X 4ivPw5? UPX V Uij v jtvR.iv | K.Ca.{ - wAR ^ *** 

~ « \ ■ fl A -£ *•**»■** •*«««<» * — . ^ , ^^4 * - 



UM 



I) DD 



iT 


v GSO 


(— V 


■upc^irzoN o 

iiUv/ AwiJ / k, * 




T. " 


* \ S- '• 


T7R 


— , f 
T i 


frAtf 
M^c * 

-v» 


AIF 


■p ‘nr £ 5 a tit 

JTlw v ivJL/D 1 



p.wT—1 n 

vlli — J-W 



PA 



ip miT 1 1 
Xu t uni — lx 



JJ V GSO ( — VH25-15B) S. — .... 

j®. JUE m ® .. ® 

KKT TaOI \ AKH i RPU < RDU S JW KLD F.kK TFuiiDt ITYE A VE 



GSO V, 
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\ \*QBv GMI fH7-2vH25-7D) T-3. 14. 26 15,30 CHI-7 - 

' ' 'i" • V- ■ •■ 

pi KFi . SZB ANY UAI RLV RKOj - NF, GMI UM 



xsfr- 



v_GSO { — VH25-15B) •- 17.25 CHI-10 

rjd uet; ule. sM' rlw . aug , rxr' %ed| 



RJD HEX . ULE. SKH RLW, ADG ^ABTI; P.XR |CED| KVK ! - NF GSO UM 

. •• v .*<- f > jjt ',V-vl '-.-M •*>-.* 

A v UKT (H25-4 RvH 30-7)' T-3. 10.50, T-£.'l0.49', S.5.40 s - 5.40 

- ;; *%:»$_!/». Jlr.-'f <3H. AU - ' dy 

(1145 L. CHI -12 SFN KCM AST SRN MB UNZ SET UOF SGF 

S3P IsSgI RNV - NF LKT ~UM ' . ' •' . ^ 



,,V- W&i - w* ’ r- i-* - 

.V ^ V , (H3Q-4BV — ) S,’ — 8,05 JTHI-13 *' * ' - 

' .. £?*./ tm \ e • ; * ® : 4 

|TE UHT RNT_ UMJ SIH ABC AFP . KST SXH UWX RST',..- KXJ 

1 - 4 " . VCi v . . _ -> . «: s- «• . _ ’ ’ ■. j • 

"A ~ y ~* *V- fc 4 >-‘ . - £ - * ' -r »B - 4 Jt ■ ! Li’ “ * I | | \\\ '**„ 

<W fpjciir *jfe * •- «*! ■--- "■ *flt - { r, ■ ■- «— *r - - - C -: 



. ^Ju, : *_ ._ s >».. 1 *• — ' * r -i~ x ^ - ^ ^T‘ ' ;* . 



V' : ‘ ' 7 » _ ' s:'r ..? ■>• a\. »' t.*v» -i| r»« *. -? -•?• - " ,-i.- 

:'?H v GOK (H30-5RvH30-4Bf T-3,6.29 7. 'id CHI-11^ T , ' * r . 

V SI> V •' ':£■ ^ m ^ At .. . 

RNP RHQ " KUX |ANL| tJKL AST] KGO' iS IkZH |sSg|\- : ’ NF 

3gs UM : ' ;•••" ’ v - N ^ 

| ^ ‘ l . *,£l € ii v^‘- «’ isiV 

=^VGZW (H30«3RvH30-SRj T-3, 7. 10 7.50 CHI-9 ' • 

4^$%^ ® © V rv. •-! ‘ ;2, 

S& fANg tlVE KRN |RAF| 1™] AW KDM AQV ' - GZW ’ UM . L 

■ ’ • : -VV?-: '* 

V DIP^jHSM^M^lSD)' T-3. 8,5ll^-4V8 r 55' rtv V.05 '"tJHI-S ‘ 



* .. ; •:• 

w , ^’ . ** V . 



£ ’ KSP 4 AST SNT" 



f DJP Ufl 



.'S-vc 1 s^A 






. * fr ® 1 ^ -?V ‘ i^S 






! r*. .< J--= 



. V GOK. (H30-5RVH30-4B ) T-3. 10. 12, S ‘ 11.05,' CHI-15." ■ /' . 

'■■* V A*%' • £v : 3*; • ■?'*'•'/ ;• 

| UEV RRG" ^^p^ ' T USQ > RNP^ (or 'RRP) fADX» AOB KST .. 



J KXD RIF gSS^EH KUV - GOK' ' ' "' 

*■ ?'* ' v f *' . ; • . '• z* jjl/- • '*.« . • .-■»• .- . -. 

5 v PPH (H30-1RPVH30-5R) T-3 .10.54 ’ 11,40 CHI-12 

{PR © ^ ® E1 S Qhr © 

XTTTD A IHf TT/v^rr T/‘/“vr\ TS^trrr Trnn * r\r% % n-nr ptri>n ntr r tnr • 



" 1 ‘ , t: * > " 



K{fB AMM UlW KCD ,HXU UGR ADC-'SEI, SER SVJ KXJ - 

-v-,- 4 * . 



I PPH UM 



$*nij 4 -H- 



v LKT (H21-lvH30-7) T-3. 12. 15, T-4.14.29 R3.05 CHI -7 



(a^ DRW) jjffiRl 'SK- (or SZE) Ik^X; ]eed\ ATO RICA - 



s LKT UM 






» •.. ’ - f »,. 



- t . f 



■— v LKT > (— VH30-7 ) T-3. 13. IB 14,10 CKI ~^ /A ^ 

3^ SWZ SKM KAY USQ 'SEI* KTQ RCC AVI URL RPP|KZH I'SSgI- 

, -g} ■ x tesazgd-’ 

% R3gj - NF LKT UM Page 48, / '- V. , 



.,-Tr 



mm 



msm 















■^sra, 

wsa 
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31st August, ISIS. 

R-jijf. *jR 

- Daily report of grouping of German Radio Stations. 

-A .' •• ■ J '■ Z *.'■'/ .' ...•: 





\ ^ 


J 


: - ' - - \ - v - i* « *JL ■ , ‘ 

? - - , ■ -•=-,- ==- 






*; " J* 7 ' - ’ 


' ; . 7 ^ > ^ - “• 


Group Div. 


Brigades 


Regiments 

-s-’ ■. / j ; 


G-lO 


231 


231 Inf. 


r ’ 442, 443/444, 




■ 




•.. 100 FA. 


G-25 


.22R. 


43R. Inf . 


71R, ,83R. ,S4R, , 
22R.FA. 


G-30 


133 


245 Inf. 


178, 351/ 106, 




• 


' -V* . T'V'*- 
*• • • - j> * 


245 FA. 


G-40 


232 


252 Inf, 


445, 446, 447, 


• v- - ' , . 


v ■ ■ 


t. V- . ' 


: 37 FA. 


G-50 


33 


66 ’ Inf, 


98, 130, 136, 




• ,r > “ 


V ■■ 


33 FA, 


G-55 


32' 






' ;* r ' ' 


** 




y? J* £%. I PaVi-.-l ?■. - - - S'- - -tsa'f. “/ 



Calls 

-a 






DKS (Rear) ,DPB, DF3, LNG,PNK, PEN . 



LXM . 

DOX ( 8B ) , GMX, GXM (4R ) , LOI ( 3 ) , 
PGX. 



H-7 8LW 



iR j; / Detachment !I _C n 

■* i Vi.f -^>7i- 






56 inf . * 109 LW. , 110 LW. , DIM(5 R) jDO’LCS j ,GQB{2) ,LDG(4R) 

. ■ - f i /://-; Ill LW, , 8 LW.FA* # LDZ, GBA ' , - Or 

H-10 13LW 60 Inf, 15 LW. , 60 LW. LDT(6R) . * 

• ' .82 LW., 13 LW.FA. , \ , . • , v 

H-25, 35th Austrian Division, DRW(4R) .DFU(l) , GMI (7D) ,GNE (9R) „ 

■ . * H 't£§0 (13B) , LTN, &LU. * ' ■? 

H-30 31 - 32 Inf. 70, 166/ 174,- ’ TdIP( 12D) , DLO (ll) , GOK (4B) , GZW(5F ; 4 

• /^>I-;'3rFA; •" V (LKT(7),LW(2B),PPH(3R),DGN, 

. V ' • {dld,ljh. • /V ^ 

H-35 5LW - - - - - ' - - - - - No activity.^' • * ~ - 

■; * :* ^ §0 iR *-R' V-‘ *i:\ *Jo- 

H-40 227 49LW, Inf . 417/ 44lE.‘, 447/ / DZD ( 6 ) . DAM ( 2R ) , DAV ( 7 D ) , DDM, DAY , - : 

' ' F.A.- * / V DGC(5R),GIH{1B),LQB. - 



K-45 77R ' 77R, Inf/ 332, 255/ 257/' DIJ(lR) , DPU, DAS, DGZ (101 

' ■ 59R . FA ' /. GWP (2R) , DA « IC, DiTP, DVC . . • 






DI J ( 1R) , DPU, DAS , DGZ ( 10D) , GWA, 
„ ^ ... * *- , . GWP ( 2R; , DA ’ IC , DWP , DVO . 

■*. ^St -*r ".*'-■‘'7 ‘■f x T. •*. ' . • V • -* - . ■•., - ’t 

-/T ; £”*■-" -r- 4- 1 - ^ ■■- ,* ’ -;‘j- ' • 

< r ' -*!" / /‘ l-i 4 , -i- ’ - 1 - ^ ' v 7 - . 

NOTE: Numerals in parenthesis indicate location of station; 

See Map* 

y ? “■ - T ■ t •" . , T 

, ■ ■ =.. ' . . , 7 “ /,■'/ 

- ’ */' ' r y -f : - - >_■ Vi j . 5 - 

( o v e r ) 



R - rju 



.+r-J*+r*r : 



• R t'iJP 

'/J 



3 

■? ■ 



• ? 

:-3 



' va-.'- 

j ^ r^^ , ?33 r^art 



,_Q 
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^ r s - -*<' / 



..ill' DAH' F ? 

DA‘K H 45 
* . DAM H 40 (2R) 
DAS ; . H .45 
DAY H 40 (7D) 
: . • DAY H 40 



• * - 



' A -: > 
> 



*a.v- 



’ DBE F ? 

DBI . 'I 15' H -V? '• 
‘ : ' v 7 - ! :BCN ; H 30 ' . 

■■ >• t ‘ \ * l ‘ J J, ■/;- . „* £ A.- - - s 

BDI " F ?' ;' i 

DDM H 40."’ ’V” 

DE0_*_ G 10 (Rear) 

• ‘ DF3 G *35 ' 

- DFU ' H 21 (i£ 

■ DGC H 40 (5R) 

• DGZ H 45 (10D) 

'4 r ,5 ?. * ■ *, r - ’ v .--v. j _t .• *‘i s 

.^V'dIa'' f'Y\. ; 

, f .;; DIJ H 45 (1R) 

. t-l 1 DIM H 7 •> (5R) 

• ‘ f v -Rio ' F ? . r ;■ . f 

DIP.. H 30 (12D) .1.. • 



; DRW K 25 (4R) 

’ DUZ F ? 

DVG H 45 

;V - DWP . H 45 ; ," 

V'Y DZD H 40 (6) 

A' _ l_ . A-SV^?..n> 4 
s c^-_ jC 

gah f 

GBA' H 7 

* tr-H i •" " it : , '< *• * , t 

GDR F 50. 

. £ . 1 1 ^ ^ 

* ■ ^ ■ X .i f . : : V I 

GIH H 40 (IB) 

GKV I 15 

4 ’ GLU H 25 ^ J ' ‘ ’ r - 

GMI H 25 (7D) 

DMX G 50 



* ’ ■ } s: _£?« ^ I r _ I : --i ^ 

' GNE H 25 (9R) 



DJD F ? 



it . L _ . ~ ■ v • »• •;-• *> t .GOK ; H.. oO (4B) 

• -f 1 v ' /»• ■ 

. DKS. G 25 (Rear) . ' GQB H 7 (2) 

F' G 30 ,(1R) . 

^ to : -H M : (ir ' w • i 

i i fc ' ; h: ^,<^ b) 

GUV F 7 - 

r l 4k dod f ? . * v . ; .. 

DO ‘L H 7 (8) GWA H 45 

* DOX G 50 (SB) . GWP H 45 (2R^ 



..'.n, GRUV. F 50 (3) , 



DOX G 50 (SB) 

DP3 G 25 
DPU H 45 



GWP H 45 (2R) 
GXM G 50 (4R) 



GZR G 30 
GZW H 30 (5R) 



LDG H 7 (4R) 

LDT H 10 (8R) 

, LDZ H 7 

LHD F ? 

•■v. i - - ^ . . - ‘ 

* LI A F ? 

LJN H 30 

^ LKG I 15 
, LKT . H 30 (7) 

LHC G 25 
LHK G 25 

LOI G 50 (3R) 

' LQB H 40" 

LTN H 25 . : 

LVf’ H 30 (2B) ’ 
LVW G 10 (3) 

LXM G 40 
LXQ F ? 



PEN G 25 
PEU G 10 

■ PFB G 10 ( 8 ) 

PGX G 50 

PHM F ? 

. PHH F ? 

PPH H 30 (3R) 



B - Station used by 3attalion Headquarters 
C - n 11 ” Corps ii 

D - " " w Division « 

R ~ " " " Regimental " 



(over) 



! 
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the enemy, in i^^H-Sector, and. there rsra in all about a dozen 
changes from the beginning of the study of this code until the 
signing of the armistice. 

The heading on this sheet, therefore, shows that the text 
applies to Albert Code No. 17, which commenced on August 33. 

Below this heading is indicated, for the attention of the 
mailing clerk, to what distribution this material belongs. The 
proper distribution of all material to other offices is a function 
of the Outer Office. 

The date on which the messages were sent ,is given on the 
same line. 

Then follow the telegrams, each numbered alphabetically 
beginning with A at the top of each page, -sad phe Ist4er are num- 
bered consecutively in each code. This provides a convenient, 
standard way of referring to every telegram; for example, 47A. 

The most important use of this will he discussed later. 

A standard form was adopted for setting forth each tele- 
gram, few words on the various parts, together with a general 
discussion of the use of abbreviations may be necessary. 

Let us take telegram 47B. First come the call-signs of 
the stations concerned. These are naturally given in the telegram 
itself. The abbreviation n v n stands for the word VON (from). 

This message was sent from station GMI to station DIM. Then 
parenthesis is given the location of each station as determined by 
the Goniomet ric Department and given in their Daily Field Station 
List, a copy of which, applying to the day's traffic under consider- 
ation, is attached. It shows that GMI, the sending station, is • 
located in H25, and is indicated as station 7 in the group, a divi- 
sional station; DIM, the receiving station, is located in E7, and 
is indicated as station 5 in that group, a regimental station. 

By referring to the GROUPING of the German Radio Stations as given 
on the Station List, it will he seen that DIM may be the call of 
the station attached to the 105th, 110th or 111th Landwehr Regi- i 
ment, or to the 8th Landwehr Field Artillery Regiment. As regards 
station GMI, no regimental numbers have been identified as yet. 

?Te will see later how all this information may be used. 
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After tills comes the name and number of the intercept 

-yu 

stations, and the time at which they picked the message up. " T 

t> T> 

stands for Toul, S for Souilly. Then follows the German time and 
all other indications contained in the preamble of the message. - 
Inasmuch as the German time on the Western Front was made to corres 
pend with the time at Berlin, there was usually a difference of 
about one hour between the German time and the time given by the 
intercept station. Also, the German time applied to the time 
when the message was prepared, and since messages could not always 
be transmitted immediately after their preparation, the discrep- 
aicy between the German time and our own varied. 

The abbreviation CHI stands for CKIFFER (cipher) and Zl, 
for ZIFFER (cipher). As a rule, a CHI despatch was a tactical 
message j a ZI telegram dealt with station operation. However, 
these distinctions were not always used consistently and invariably 
by the German operators. 

Then followed the number of groups in the message. Where 
our intercept stations failed to get this number it had to be omit- 
ted rather than indicate a number found by counting the groups re- 
ceived. ' 

Often certain abbreviations would be given by the German 

operator in the preamble, and these were always Included in the 

/ 

stencilled copy because they sometimes furnished clues of the utmost 
Importance, A complete list of the abbreviations used in German 
wireless traffic is attached to this report forming a part of Sec- 
tion — Part VI. 

As a good example of an important clue furnished by such 
abbreviations and indications in clear, a case will be given. 

The following message was found in the text of one day’s 

traffic: 

DZE v DGS (H-35 v H-40) T-3. 17.03 CV+w* wCHl 

GEM DEX HAT - MR DGS BP 
When the abbreviation MR (MOTOR TROUBLE) was recognized 
as being part of the message, instead of regarding the two groups 
DEX and HAT as containing errors in their initial letters it was 
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seen that if UKK was the code group for STATION, the message would 
make complete sense as it stood, ^ It was also noted that there was 
a station DEX which took part in the day's traffic some hours after 
this message was sent. The carelessness of this operator gave us 
the solution for the group UM, evidently STATION. 

Often a relayed message will contain in its preamble just 
before the German time-group the phrase (AN GUS) or (VON DPN) mean- 
ing that the message which follows is to be relayed to GSU, or came 
from DPN, 

As soon as the messages of each day's traffic had been 
stencilled, copies were furnished to the officers assigned to each 
code, who kept them in loose-leaf binders. The text was recorded 
as it came in^by a group of clerks, and inasmuch as the method of 
indexing and recording was an important preliminary to the study 
of a code it may be useful to explain it in detail. The writer 
is pleased to acknowledge his indebtedness to Second Lieutenant 
D. D, Milliken, Infantry, for a preliminary report on this phase 
of the work. 

RECORDING AND INDEXING THE THREE-LETTER CODE TEXT . 

I. NECESSITY FOR, AND PURPOSES OF, RECORDING. 

In working with the Three-Letter Trench Codes, two require- 
ments in the way of recording the individual groups were immediately 
apparent • 7 

1, A method by which the following features of each code- - 
group could be referred to readily and made use of: 

a. Frequency of occurrence. 

b. In what messages the group appeared 

c. Its relative position in each message 

d. Whether or not a solution for the group had 
been found, and if so, what the corresponding 
clear text was. 

2, A means of easy reference, by which any letter, word, 
phrase, number character, could be looked up, and if 
solutions had been found, the code-group or groups 
which represented it. could be determined. 

II. METHODS OF RECORDING. 

In meeting the first requirement, a system of charts was 
used at first, and though it was soon discarded, it will be of inter- 



est to describe it 



■ I 'K; %'i 
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1. CHARTS. This method, was in use for several months whil® 
the codes consisted of groups beginning with the initial 
letters K, R, or U, and there was a separate chart for 
each initial letter. The follovring diagram of the "X 
Chart" is an example: 



ABODEFGHIJKLKEOPQRSTPTIXYZ 



E: 

F:X 

Gj 

H: 

U 

J: 

K: : 

Lj 

H: 

N: 

Oi 

P: 



The chart, being ruled off on a sheet of cross-section, or 
quadrille-ruled, paper gave 676 small rectangles, one for 



In recording the group KFA, 1 for example, the initial 
letter K indicated the B Z-Chart B ; the second letter, F 
was taken in the vertical column at the left side of the 
sheet, and third letter of the group. A, taken in the hori- 
zonatl row at the top of the chart. In the diagram -ea— the 
^re=cs 4feg=ps»e, the position of the rectangle for recording 
the EFA groups is shown by the X in the rectangle. 

The system of labelling messages in the text made use 
of a series of alphabets tc indicate the consecutive mes- 
sages, because at this time the pages of text were not 
numbered. Thus: the first message on the first page of 
text was indicated AA, the second message AB, the third AC, 
etc. These letter indications were continued from page 






m 
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to page until ZZ was reached, when a new combination began 
using letters A*A, A’B, including Z’Z, after which A^A, 
A ,! 3, etc., and if necessary A l,1 A, A 1 * *B, eto., were em- 
ployed, until the code changed. 

For example, the rectangle recording KFA would look 
somewhat like this: 



"STATION" 



(45-14d-Sf-35) 

AC, DE, FEd, FLd,HJj, KH, LNd, MDf , 
PS, RTf , RVd, SA.TK, VB, WCf , WGd, 
WH, FD7¥L , WM, WP, A » B, 3 » D f , C * Ed, 

C'L, C'l^D’KjD’Vf, 

A 1 ’B, C* »Ed. 



In the record above, the messages in which KFA have 
occurred are shown in consecutive order. The lower case 
letter *d", (the abbreviation of the French word "debut",), 
after the designation of the message, shows that in the mes- 
sages FK, FL, etc., KFA is the initial group. Similar 
with "f", (abbreviation for "fin"), in the messages EJ, MD, 
etc., KFA was the final group. The underlining of the 
message, e.g., RTf, TK, and WH, indicated a recurrence, or 
the fact that the group occurred twice. 

It was customary to send all solutions, as they were 

/ 

discovered, to the French and British. If confirmed, the 
solution was entered in the rectangle, e.g. "STATION" as 
shown above, If not confirmed, it was entered neverthe- 
less, but a question mark, indicating that it was doubtful, 
was placed after it. 

The following is the explanation of the figures ■ 
shown in parenthesis. After a code had run its course the 
more frequent groups were examined and the total number of 
occurrences, number of times as initial and a3 final groups, 
and number of recurrences, were noted. " (45-14d-8f-3r) " 
indicates that KFA appeared 45 times, 14 times as the ini- 

q 

tial group and S as the final, and that it recurred in n4*ve 

2 . 

message 8. A sample of such a chart is attached &s Exhibit # 



If* 
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2. RECo!£ BOOKS. Shortly after the appearance of the 
initial letter S, in addition to K, R, and U, it was decided 
■ to use a system of record hooks, one for each initial let- 
ter. Each hook contained 13 sheets or 26 pages, one page 
for each letter of the alphabet, each page being divided 
into 26 parts, with a line for each letter from A to Z 
inclusive. 

At the same time, the manner of indicating the mes- 
sages was changed. Each page of stencilled text was num- 
bered, the succesive messages on each page being lettered, 
beginning at the top of each j page with the letter A. Thus: 
the first message of the text would be indexed in the rec- 
ord books as 1-A, the third would be 1-C, the second mes- 
sage on page two would be 3-B, the third on page 11 would 
be 11-C, etc. 

The method of showing the relative position of the 
group in the message was radically changed. A circle was 

drawn with a colored pencil around the number of the mes- 
sage as indexed in thejbook, the following scheme being 
employed: 

First group in the message Green circle 

Second " " " n Blue « 

Next to last n " n n Yellow n 

Last n n r n Red n 

/ v I 

- 

If the group appeared in the interior of the message there 
would be no circle around the index number. Inhere a mes- 
sage consisted of only one gtnup, two circles, green and red, 
one within the other, were used, a3 the group was both the 
first and last. In a message of two groups, the first 
would have two circles, green and yellow, the second having 

t 

two also, but red and blue. Similarly, in a three group 
telegram, the first group would be within a green circle, 
the third, or last, encir&led in red, while the second, or 
middle group had two circles, blue and yellow. Recurrences 
were indicated by underlining, as in the case of the charts. 

(Exhibit )0. 

3 
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In -what follows, when the "color of a group" as shewn 
by the Indexes is referred to, it is this coloring scheme 
that is meant. After the occurrences of a frequent group 
had been recorded, certain inferences could be made from the 
colors alone. 

In fact, the importance of the positional features of 
code-groups and their frequencies, led to the adoption of 
what was called the "formula of a group". This was simply 
a condensed statement of the frequency of each group and 
the positions it occupied in the text. The significance of 
each number in the formula was as follows: 



1st Ho. Total frequency 



Ho. of times appearing as initial group 



t! 

IT 

n 

it 

it 



n 

IT 



" Snd 

" next 
to last 
" last 

n 



n 

it 

IT 



da in- " 
terior 

^t is repeated in messages. 



\ 



2nd " 

3rd " 

4th " 

5th " 

6th " 

7th " 

After a short acquaintance with such formulae the 
code solver could tell at a glance the general characteris- 
tics of a group from the formula alone. ■ Thia was found to 
be very useful. 

When the umlaut ed'” letters A, 8 and ^ were added, an- 
other index book was added to the system, and this was re- 
served for the groupa containing an umlaut ed letter. In 
recording such a group, only the secofad and the third let- 
ter were considered in regard to the page, and the line on 
that page. A certain portion of each line was reserved 
for similar groups. Thus ZF 1 would go on line A, page F, 
in the portion reserved to K. rfX would go on the same 
line but in a portion reserved to R, etc. 

In the actual recording of the telegrams, they were . 
taken in the order in which they were stencilled for text 
and each group entered from day to day as it occurred. To 

i 

maintain a check on the entry of the groups and to be sure 
that none were missed or left out, as each group was entered 
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or Indexed, in the books, from the set oT text used for re- 
cording, a dot was narked in pencil above it. 

Where the number of offieers and clerks working with a 
code was large enough to make it necessary, extra sets of 
books were made up, so that no time be lost. As soon as 
one day 1 s text was recorded in one set of books, the 
clerks were set to work transferring the records in 
the other sets, 

III. ADVANTAGES ATJD DISADVANTAGES OF EACH SYSTEM. 

1. CHARTS, The advantage of the chart method lay in the 






fact' that all of the groups 



ime— in*it“i-al 



were before one at the same time and it was easy to 
see which was the most frequent. This advantage was more 
than offset by the numerous disadvantages which this system 
/-f had. 



a. There was not sufficient space in each of the rectangles, 
especially if the code happened to run for a longer period 
than usual; the result was that the indexing overlapped 
into other rectangles^ causing confusion. Furthermore, 

it was necessary to use very small letters and figures 
in recording, and this feature was not only hard on the men 
who did the recording, but made the index very difficult 
to read, and caused loss of speed both in recording and 
in the use of the chart , 

b. There was no means of showing when the groups appeared 
as either second or next to last in the messages. This 
feature was especially desirable in certain codes where 
the groups in either of these positions had clearly 
marked characteristics or represented, for example, mil- 
itary units or numbers, or certain frequent words which 
had characteristic positions. 

c. The charts required rather large sheets of paper, about 
, JS 

25 x -4*3- inches in size, and were inconvenient to handle, 

j 

liable to be tom, and the pencil records blurred after 
the sheets had been used for a few days. 




mm 
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2. BOOKS. All of the disadvantages of the chart method were 
eliminated in this system. The books were much more read- 
ily handled; also, they lent themselves readily to being 
used as "decoding parts", after solutions had been found, 

i 

The only disadvantage of the book system was that the decoder 
did not have all groups before him at one time, enabling the 
eye to compare groups at a glance. 

IV. "THE BIBLE" . 

To meet the second requirement in the way of recording, a 
book which was termed "The Bible? was used. This was nothing more 
or less than a stencilled copy of^ar-code-book which had been cap- 
tured. However, the groups representing the various letters, 

/) $ words, phrases, numbers and characters, were left out, and in their3 



/ 






stead dots were placed opposite each of them, corresponding in 
number to the number of groups used to represent that particular 
letter, word, phrase, number or character. Then, as solutions 
were found, they were entered, opposite the clear text which they 
stood for. If doubtful, or not confirmed, a question mark was 
placed after the solutions just as in the case of the charts and 
record books. (Sample, Exhibit 5). 

Y. "TRIPTICS". 

To take the place of a "decoding part", for the purpose 

/ 

of decoding messages after a break had been made in a code, a sys- 
tem of charts called "Triptics" was employed, 

Triptics consisted at first of three sheets of cardboard, 
(one for each of the three letters, K, R, and U), fastened together 
side by side, so that they could be folded up, scmevrhat along the 
following design: 










hV'"r 

I 
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^ A sample sliest Is attached, to this report, as Exhibit % 

Assuming that a solution for the group EFA had been found, \ 

it was then entered on the K sheet of the tript-ic, in the proper \ 

\ 

space. 

The placing of a question nark after the solution, indicated, 

t 

as in the case of the charts or record "books, that it was doubtful 
or unconfirmed. 

After the use of the initial letters S, and A "began, the 
sheets of the triptics were continued for each letter as before, 
but they were not fastened together, as it was difficult to handle 



five sheets' conveniently. 






•jo 




Another use of triptics was made when, a code book for one 

* l 

of the codes for which text was available was captured. All of 
the groups in the code book were entered on a set of triptics and 
thus could be referred to very readily » The same . 

method was also used with the record books. ^ , ' u t '- 

YI. "EXTRACTS". 

Aside from the systems referred to above, a means of study- 

ing the characteristics of the more frequent groups and the groups 

/ 

which preceded or followed them in the various messages in which 
they occurred, without having to run through all the text, was 
deemed advisable. The plan of making "extracts" of telegrams In 
which these groups appeared, was^ adopted. 

As soon as sufficient text had been stencilled and indexed 
the frequent groups, (that is those which had appeared five or 
more times), were taken, and extracts made. These were kept up 
to date by adding to them each day as new text became available. 



A typical extract is shown 






EXPLANATION: 

The number of the messages was placed at the left edge of 
the page, and the group "extracted" in the center of the page. 
C-rcups which preceded and followed were written in their proper 
positions. The asterisk (*) indicated the beginning and end of 
the message. If alternate groups were given in the text they 
were placed underneath the groups for which they were alternates. 
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albert code mo. 



■ t? CcKQVP U KMEJ 

I St'art^| August 33 , 1918. 



4H-14:00 *RRT AFM ' KME . UDF SZG UUF SRT UYS UAJ 

• : ’ r ' • '-r RAE KFM 4 V ULG ' SAJ 

6A-13:32 *RLN ; KWH' UPH “ KME ! — RPZ ROC ADC AWF* 

•’ • • ' • . : • • , . • A ■- 4 

6J-17:45 ROD Dill "ML SAZ /asQ‘ V KME! t^ABTl) SGAj KUD' SYG RBT^ AZS 

llH-18 : 25 [ AK J RCC RKO UKO AGF f KNE f UAP* ' ; * - 

| - <"'■/*• ■ EGO -r KME • ' 

, .130-10:43: REV STE UKR AVH / ASO I KME f? ERG AHZ RDT RBT RXB A JR*. 

.. z f ' UTE- UVH Hr • • - 

16B-08:55; *UBJ ’ RDH" RNI AVJ RHG U KME f UKM RB'O'ACO* 

■ ■ ' - ( ' V' R5Q g. I UDM • ; . ; . 



30D-15:30?; \ ^ tjKME ~ RYSfUXD ..SRZ KODj AYM. KOD KXS 

30E-15 : 30| USJ AXJ KOM RWC * A MD J KME f KOD UXD RLZ APZ RBA AEM 

20F-15: 30* *S0M SHY AYH SIW "I KME j RYsf - • 

j SDK S AOH ' RLZ HEZ SWA SHY KOD 

— - j - V • SLZ SKZ ' ■ SMY 

21A-15:30 ' ' ' '' * F KME T UXD AXV~UKZ'~~SFD REC UKD 



yzr:iO * — 



*SOM SHY AYH SIW ? KME 1 RYS' » • / 

SDK ~ AOH ^"-^T=RIS RLZ EEZ SWA SHY KOD 

: ^ g-'~ ' 3 V ■ SLZ SKZ • ■' SMY 

" ' - '' ^rK^^3T~TO^lJK^ SFD REC UKD- 

‘t ' - • <-••• ti ^ -«ts *‘" 1U N 



,4 / ' ■ •*:[ 4--, K |y • » KXD ' . \h 

UZA KLH AKB RSU RPU 4 KME | RYS| SGA • SRZ KOD.: USC ADR ' • '""f 



21E-18:55 

■ 1 

35H. ! ' 



* ■ >• wv. J 



KME {.JJXD AXV UK£ SFg. REC UYD J 
1 KME l UXD ADU ASK SFC SWV UBS 



47G . 11, 15 ;,UGJ_ AQW AEL RJV " SWF £ KME ? UEJ ' 'kDB RE Z ' RKA ' RGV A AW ( RVE ' ' * 

54F. 17.45 \ RGD UIM AJJL SAZ !aSQ ' KME ^AB^ / SGA KUD SYG RBT AYS AUD* 



56L* 03.05 
67K- 16.27 

, j ■ 

69C- 21. GO 



"SDV- 



UMZ2 : UAD SWF UTT UVY RPH- URW UYF 



^ STE 

’ ■ .? J - id [ ~z , 



s ■ ' ». 't- ^ ‘ JT ■ 

r - ' v , : •(?*•: ■ 

STB UWN RBB 



SDH ^ KME . UAH 
USN ! l KME lABT 



“AJD ' REI RGR KXJ KLN RXK 

vsm^ «;• S • -.4 wTv^ 



SAZ RDE RZZ SGA • AJD" 

^ ^ vvw • 

Trt 'V « rtfl W <T' wr If flVf/' 1 ' " v ■ ' *■ ‘ : 












r-I-z 



^SX'" - 

■* .<?■■•■ 



783-14.00 ERK AI'C RKU RDS UGR * KME I EYE 

8 OF -11 *15 }UGJ . A 6 Vi ' AeIr RJV SWF f KS' |UEJ, OE ? 



C0L-09 »4£ - " ’ •’ \ *R3I , KME t 

’ 85F-16.21 ' . " *AC'D i"pS ! 

-102K21* 00 • : , *AJD REI 'rELS \ 



^l44444-&l ; T“ ; ^S ' 



USJ 


_OE_ 


RH2 


REA 


,_RGY 


AAV, ) 


AFD 


RGH 


USII 


AZU 

\ 


AYH 


A?V . 


3H0 


' SRZ * 


?ED 

EUD 


RTO. 


RU8 


UJD 


ED3 


AQl 


RGR 


Trff -r. 


KDI|' 


REU 




AQME 




* ^ * 


r- *• A 




/ 










*"J ' ^ 



ri 

r ~ : 
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HB ADQB AE.TBRP ,P 1 0 lu. EZPEP ITT - P'ARY POP CSS . 



SPITZ NO. 14/ 



-} 

A. 


V PROIPOS ■ 
\ 


■ / 


16.00 


< 


600m 


- ■ ,i 


/_ v ■ 


17\45 GR- 


;iS 


UZM 


RIA' 


kzi vm ' 


RIN 




EZI EOV 


RIN 


jaiQ 


R4 


UM . 




B. 


MKPRECOUI 


?T 


16.00 




600m. 


\ 




16.45 CHILIS 


UER 


UEK. 


RBR ZK3' 


nio 




RIC , UMH 


X 

KOY 


NKDE 

V ' 

16\03 


NP 


IP 


■} 


C. 


PROIUOS 


■ 




. 600m 


1 -« " * ■ 



. ; JAN. 24, ,1918. , 

' f ' 

BIT ; v R4 / 



4.V J- t 

EKI TJJM ' : 

/ 



V/Q v ,KP 

... / .:. 




F'ROmOS 16,03 600m 8B V GA 

. ;\- ' J; " - / - ' - 

16.40 21 -7 RIfi 4JXS UAS . UUD ZPQ 4JFT UJP GA UM 

■ -p .o,.. // ' = ' : ' •" / . zjj 



-• ■, . f x ‘ rjkr' 

A~. -U,: 

B. FROIDOS 16.06 



600m 



SB v CZ 



31-6 E33 EDS UQC KOR UTS UCQ ( or UCS) MP CZ UM 

E. MURE COURT ' XfiflX "A 600 ^ — v VC 

•/ *■ - .*• . .• jf , 

11 -GR UOK UQL KFR KQL ,KDU RET UNT R&P UTW ?:JC 

■ ; . ■ V • - / 



A, K8V VC UM 



; . * 

: 

\ te ■ - • 

**.**,■5.- 



> *< 1^, 
t- '■ ■ .. 

■ V • * 

if:* 



E. MURE COURT 16.10 / 600m 3>4 v HP 

17-GR RJP ---/RQef KPC RNC \ KID .UJU RL1 KNT RRP KWI 

* A ' -- * ■ - i ' r V ' 4 ,, 

'/ FITS UMH ICSQ ' KVB' — N HP UM 



G. IANDRECOURT ' IB. 12 600m 8B r GA 

• . [ -a--:/ ■- a \ 

16.40 ZI-7 RZH UXS for UPS) UAS UUDfKFQ UPT KIP GA 



^re.12 



H. 1ANEREC0UR3? 16.16 600m . 8B 

• ' • 7 ' . . - x >: 

31-6 KMB RDS UQS? ZOR UTS UCO CZ UM 



8B v CZ 

\ 

• \ 



I. FROIDO! 

/ 



f f • 

16.15 ■ 600m 



OE t 5 1 



17.20. CHI-18 KQ,Z — ZAK KCZ UEO RPJ RTZ SQU 

UVU- MSN U3CS forms) UTT KQI? ' UEE ULY (or URY) RLL 'PEA 

/ „ 

--- UAT RSU 5A UM 

/ - 
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Groups which appears! mors than once in the extracts were underlined 
in colored pencil, a different color being used for each separate 
group which so occurred. In the extracts shown in the exhibit sev- 
eral groups are underlined in such a manner. This work was done 
by clerks. It was found important to keep the extracts always up- 
to-date. 



_ ' METHODS OF SOLVING THE THREE-LETTER CODE 

We will consider first the Three-Letter Code, beginning with 
its original or simplest foim and following it in the development 
to the most complex, noting the first methods of solution, and the 
improvements in those method^, which were necessitated by the dev- 
elopment in complexity of the code. 

At the outset it must be stated that this development pro- 
ceeded simultaneously with the advances made in the various methods 
of ''camouflaging liaison^ a subject which would require a long, de-/ 
tailed report in itself, but which is .treated. briefly subsequently 
(see Pages — ) and also in the report of the Goniometric Department. 

The date on which the very first messages in code were 
sent on the Western Front marked the beginning of a new era in 
cryptography as far as the use of secret means of communication in 
warfare are concerned. Up until this time cipher had been used 
almost exclusively, and much information had been secured therefrom. 
But with the sudden introduction of code as a means of daily communi- 
cation on the battle front, approximately January 1817, new problems, 
and apparently grave ones, presented themselves to the experts in 
the code offices of the Allies. Heretofore, while it is true that 
methods of solving the ordinary, small, diet ionary -type of code, 
wherein each cede group represents a whole word, no more and no 
lees, and where these words follow each other in alphabetical se- 
quence (the simplest form of type 1, page — ) were known, still 
the solution of a code message set up by means of a code-book wherein 
a single group may represent a letter, syllable, group of letters, 
word, phrase or even an entire sentence was regarded as extremely 
difficult, if not impossible. 
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It was not long, however, before these messages were being 
read, either in part of completely. There is no doubt but that two 
of the factors which were of the greatest assistance in giving the 
clues leading tothe discovery of these methods were first, the 



general lack of knowledge of the wea^^s&ee of code as a system of 
secret communication, and second, the methodicalness and the almost 
slavish adherence to set form, that is characteristic of the German 
mind. 




The German Three-Letter Code, which they called the SATZBUCH 
(literally, sentence-book) was a comparatively small code, special- 
ized to meet the requirements of the fieldj i.e., either positional 
or open warfare. . 

As stated above, this code, as shown in the chart discussed 
on page — , was not supposed to be taken within three kilometers of 
the front line trenches, the danger zone, and therefore it was not 
available for infantry battalions in line, trench mortar batteries, 
artilleiy observers, forward intelligence and liaison officers 
and the like. The coda designations too£ the form of combinations 
of three letters of which the initial letter was one of a limited 
number* '-of letters, the other two being any letters of the alphabet. 

v 

In the first codes, these initial letters were K, R, or U. Later 

t 

the letters S and A were added, &3 further groups were made a por- 
tion of the code. With three initial letters, the total number 

b. 

of code groups possible equals 3x3 B x 36, or 3038 groups} with 

five initial letters it is 5 x 36 x 36, or 3380 groups. The last 

development was the inclusion of the three umlauted letters I, 5>, 

and fr, for the second and third letters of groups, making the total 

4^2.0 S’ 

possible number 5 x 29 x 39 or -5- 569 groups. In setting up a new 

edition, not all of these possible groups were used, as many places 

* 

were left to be filled in at Army Headquarters for the names of 
towns, code names of units, artillery groups, observation posts, 
etc., at the discretion of the particular units concerned. 

The SATZBUCH was based, as stated above, upon the two-part 



type, and therefore consisted of a VER2IFFERUITGS3UCH, or the en- 
coding book, and an E NT Z I FFERUNGSEU CH, or the decoding book. 
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The encoding book was prefaced by some general remarks and 
precautions to be taken, and it will be interesting to read them, 
then to compare the early editions with the last in regard to these 
instructions. The following is a translation of these instructions 
given in a code-book captured in the fall of 1917^, 

TO BE READ EE FORE USING THE BOOK, 

PRELIMINARY REMARKS . 

1, All reports and orders must be encoded by means of the code- 
book, Slear text may be sent by wireless only in case of 
extreme necessity. Thejuixing of clear text and code text 
is prohibited, 

3. The code-book consists of an encoding book and a decoding 
book, and contains three-letter groups of which the first 
letter is K, R or U. 

a) the encoding book is composed of the following parts; 
IMPORTANT REPORTS 
GENERAL REPORTS 
STATION AND SERVICE REPORTS 
MILITARY NAMES 
PLACE NAMES 
NUMBERS 
PUNCTUATION 

x 

• LETTERS AND SYLLABLES 

AUXILIARY SIGNALS AND BLIND SIGNALS 
VOCABULARY 

After each part, as well as in the vocabulary, space has 
been left for the insertion by hand of supplements. *- 

Military names (Staffs, Formations) and Piece names 
must be inserted by the Wireless Detachment itself according 
to its needs, and must be provided with code groups. 

The groups which have been provided for these supple- 
ments are to be taken from the decoding book. 

The Auxiliary Signals are placed immediately after the 

a { 

groups whose meaning is to be changed. For example, if it .X 

is desired to encode ANGEFORDERT, the signal MITTELWORT DER 



nvr /“* 1 



; IT IS placed 



after the 



i x w X x, IN X 1 Li i i L * i U v* w 
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The Auxiliary Signals will be used only when necessary 
in order to avoid an error. 

The Blind Signals must be Inserted at random in very 
frequent, recurring, similar or stereotyped reports and 
orders. • 

In decoding they are simply disregarded. 

_ n n 

The vocabulary is arranged alphabetically} A, 0 and U 
are treated as A, 0, and U. In adjectives, the group for 
the uninflected form applies also for the inflected forms} 
for example, the group for GROSS applies equally for GROSSE, 
GROSSER, GROSSES, etc. Th^'group for DIESER applies like- 
wise for DIESE, DIESES, DIESElf, DIESEN. The group for the 
infinitive applies also for the other forms of the present 
tense j for example, ABFLAUEK, for FLAUT AS} KEHMEH for NIMMT. 
Compound verbs are arranged alphabetically under the prep- 
osition} for example, FLAUT AB, under ABFLAUEIT, GREIFT AN 
under ANGREIEEN. Reflexive verbs are to be sought under 
the verb} for example, SICH AUSDEHNEN, under AUSDESNEK, 

SICH} SICH EIN GRABEN, under EINGRA3EN, SICH. Phrases such 
as AUF DEM HECHTEH FLUGEL , UNTER FEUER NEHMEN, El GENE ARTIL- 
LERIE, HAT AUFGEHORT, ZU SpIt are inserted once alphabetic- 
ally under their first word (AUF, DNTER, EIGENE, HAT, ZU) * 
and then also under the succeeding noun, verb, eta. (FLUGEL, 
FEUER, ARTILLERIE, AUFhSrEN, SpIt) . In a similar manner 
the frequently recurring forms of the auxiliary verbs and 
verbs such as 1ST, WAR, WIPJD, FAUN, GENGMMEN are to be found 
once under these forms and then also under the infinitive > 
to which they belong (SEIN, WERDEN, k5nNE1T, NEHMEN) . 

For the spelling of words and names which are not 
contained in the code-book, individual letters, double-letters, 
ar.a syllables are set forth under the section LETTERS AND 
SYLLABLES. 

If there are several code-groups for a word or a 
group of words, these groups must be chosen at random. 
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b. The , decoding booh contains first the three-latter 
groups with the initial letter K, then those with the ini- 
tial letter R, and finally those with the initial letter U, 
3, In a CHANGE IN CODE-GROUPS it is necessary to pay particular 
attention that: 

l) The change is made in the encoding and in the decoding 
book. 

3) Those groups, whoae significance appears in several places 
(see above: AUF DEM RECHTEH FLUEGEL, UNTER FEUER NEHMEN, 

ZU SpIt, 1ST, FAR, KANN, etc.), are changed in all the 
places. 

For simplifying this work, these groups whenever they appear 
twice, are indicated with an asterisk. 



The firstelition of the Three-Letter Code was really very 

> i 

simple compared with the latest. But spnce it will be impossible 

to give a clear idea of the methods of solving the more complex 

types without first giving a detailed exposition of the methods 

by means of which it was possible to solve the simple types, we 

will proceed first to discuss in detail the solution of what we shall 
H-u L. 

call ERU Codes, a name derived from the fact that the early editions 
A / 

employed as initial letters only K, R, and U. Then we will take 
up^step by step^the evolution through which these codes and the 
methods for their reconstruction passed, until finally the KRUSA 
Codes came into use and represented the most developed type. 

Serious work on the code began only after a fair amount 
of text had accumulated and been recorded. For the first day or 
two, therefore, it wa3 necessary to examine the messages with a 
view to familiarizing oneself with the new code groups. Too much 
stress cannot b3 laid upon the importance of training the eye and 
the memory in this regard. A man with a poor memory will never 
ma k jode expert, for he must be able to recognize groups, or 







?r 



groups at a glance j and he must be able to keep in mind the 

£o 



relative positions occupied by these gouprs, that as soon as his 

A 
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eye meets thetn in ne^iessagss it calls up at 01^^ the various 
theories which he has formed with respect to the groups in question; 
and the juxtaposition of groups which he reoognizss in new positions 
must be consistent with the theories he has formed previously con- : 
cerning them. 



9 



E-R-U-CQPES 

In acode of the type to be discussed, the whole of the text 
was divided into six main parts, or sets of groups, which, although 
they were very closely inter-related, really had to be attached sep- 
arately . If even only a few solutions were found in each of these 
sets, these solutions enabled us ultimately to rebuild or reconstruct 
the code either completely, or at least sufficiently so to be of 
value. These sets of groups, all having their own peculiarities 
and characteristics by means of which they were susceptible of being 
discovered were as follows: 

•(1) NUMBERS 

(2) WORDS AND PHRASES 

(3) SPELLING GROUPS 

(4) AUXILIARY SIGNALS 

(5) PUNCTUATION 

(6) BLIND GROUPS 

The analysis which ultimately led to the individual solu- 
tions for the members of these groups, went through two stages, a 
proper and thorough understanding of which is absolutely essential. 
They were: 

(1) CLASSIFICATION 

(2) IDENTIFICATION 

When the code solver first began his study of the text, he 
was confronted with a body of completely unintelligible "sentences" 
to which he had to apply various tests more or less equivalent to 
the reagents of chemical analysis. By means of these tests he was 
enab led to break up the text Into these six main sets of groups of 
which the code text was composed, as stated above. This, then, is 
what is meant by 'the process of classification. After this, the 
identification, of the individual members of each set followed by a 



r 



/ 
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different series of ’tests. In a word, the prS^ees was somewhat an- 
‘alogous to that in qualitative analysis; first, the chemist applies 
tests by means of which he breaks up a complex substance into its 
several classes, then he proceeds, by another series of fa e ts to 
identify the members in each class. When classification had pro- 
ceeded upon a solid foundation far enough, each set of groups was 
indicated in some distinctive manner. For example, spelling groups 
were underlined in green pencil; numbers, in red; words, in purple; 
military units were set off by a red square; etc. In case of doubt , 
such underlining or blocking-out was mane by dotted, instead of con- 
tinuous, lines. This had the result of setting forth clearly to 
the eye the parts of which each message was composed and was of 
the greatest aid in solution. Immediately after an identification 
had been made, the solution was written above the group each time it 
occurred. This was absolutely essential. 

The two processes mentioned above will be referred to sub- 
sequently strictly in accordance with these definitions. 

The principles by means of which these two steps in solu- 
tion were accomplished were based directly upon the characteristics 

/ , 
of these main classes resulting from the uses to which they were put . 

Only after an opening had been made into all of these six categories 
had there been built up a sure foundation for the complete solution 
of the code. We will therefore proceed to give them somewhat in 
detail. 

Before proceeding, several definitions will be necessary. 

Certain groups will often be designated as either STATIONARY 
or MOBILE. That is, certain groups remained unchanged either in 
form or position, while their accompanying groups varied in these two 
respa cts. For example. Military Units formed a set of stationary 

groups with numbers as mobile groups. That is the group standing 
for the word Regiment, when used in connection with numbers, remained 
constant or stationary, while the groups standing for numbers 
changed, or were mobile cr varied. The words YOU, P IS and VJKrJ 
formed another set of stationary groups with numbers as the mobile 



groups. 
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Repetitions of two code groups, in the same order, are cailod 
BIGRAPES; of three groups, TRI GRAPHS; of more than three, POLYGRAPHS. 



THE USES AND CHARACTERISTICS OF TEE MAIN CLASSES 

OF CODE GROUPS 






' I. NUMBERS, 
Uses. 



4. 



1. In designating Military Units. In referring to the various 
units, numbers naturally play a great part. 

2. In giving dates and the hours of the day. 

* 

3. In giving ?CHI" and"Zl« numbers. It was a usual custom 

to refer to messages according to thenumber of groups as 
given in the preamble to the message referred to] for ex- 
ample: "CHI 37 NIGHT VERST ANBEN" . Another way of refer- 

ring to messages was to give the time stated in the pre- 
amble of the message referred to; for example: n CHI 1825 
ERLEDIGT". 

In giving the coordinates of a map square, or, as the 
Germans call it PLANQUADRAT; f*or example: "40 SCHUESSE 
AUF PLANQUADRAT 4425". In referring to points on a map} 
for example: "KARTEHPUNKT AS". 

5. In tabulated reports wherein the separate subheadings were 

referred to by consecutive numbers. 

/ 

.6. In setting forth number of shots, and casualties; request- 



supplies, accessories, etc. 



\ 0, l S', » 1 6 ~ e> ' i fc -cro Vu Uc (jjjSCa 

aong the most "frequent groupiin the texS^ 



B. CHARACTERISTICS . 

1. These groups were very f requent , numbers 1 and 2 being 
among 

2. These groups were found in connection with a set of groups 
which already had been classified as MILITARY UNITS. 

It should be borne in mind that the mental process 



cr 

4 



7 

d 



3 ) 



Note: 

which accompanied classification did not attempt to take 
\ 

up one of these sets of groups at a time and isolate that, 
for this is- impossible. In fact it may be said that the 
process of classification proceeded with respect to all 
the sets of groups more or less simultaneously. 



I 
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3. These groups appeared frequently in sets of two’s, three’s 
and four’s; rarely, in chains of more than four, the latter 
heing occasioned infrequently fey certain types of weather 
reports to be discussed later. 

4. These chains showed extreme diversity in the arrangement 
of pe mutations of the constituent groups, i.e., there was 
no regularity of sequence of groups in such chains. For 
example, if A, B, C, D, E, F, G, H, represent a set of 
these frequent groups which conform to the first three 
principles enumerated above, they might have shown the follow- 
ing sequences in the various chains where they occurred: , 



A.B} 3A} BC} FA} EB} HA} etc. 

ABC} CAF} GHA} BEF} 'OBD^ etc. 

A BCD} BAFE} EGFA} BFAC} etc. 

The reason for stating that a chain of more than four of 

/ 

such suspected groups was rarely to be found is, of course, 
that the occasions for giving a number beyond four places 
was rather uncommon in these' codes, except in weather reports 
as mentioned above; whereas in the case of spelling groups 
which also appeared in chains (see below), the proportion 
of long to short chains was the reverse of that in the case 

of numbers, since most words that had to be spelled out re- 

/ 

quirea several, groups as a rule. 



C. CLASSIFICATION AND IDENTIFICATION. 



Having found some Military Units, a study of their extracts 
was made, with a view to classifying numbers, which were found to 
behave as mobile groups in connection with these military units, the 
stationary groups. Note the following extracts of two groups clas- 
sified as Military Units: 







*RRC 


RBE 


1 KCB 


UFP 


RIO 


ENT 


UAX 


UUN 


RBK 

1 


! ECB 


KPF 


KNT* 




*RP,C 


UVX 


| RBI 


RIO 


KPF 


RCC 


RIP 







*RVL RNY ROP 



RBK | KKN RIO 

RES I UCQ KC3 UON UVK KKX 
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*RRC RBK UFP EOT KXX UUO UOE 

EOJ RBEi EPF ECB KCB KEA 

*RRC UVX REE UFP RIO UFP RZP 



v % RYY RCP KNM Eli j R BE KEN UCQ ENT* 

*RRC ECB EKNRIO I UXU UOE KUS ETA 









UKS UVV KCB KCB KPF UXU EAE KVD RDS RIB* 

*RRC RIO UCQ. UXU RBB UBQ 

RYI ROY KPF KCB UXU ENT* 

RSP UXT KCB RIO RIO UXU KNL RLZ 

*RRC UCQ KPF iUXU RYY UNA UAM 

Note the behavior of the groups which have been underlined. 

In the first set of extracts these groups follow the stationary group 

RBKj in the secont set, they precede the stationary group UXU. . If 

these mobile groups are numbers, and the evidence is good that 

this is the case, then their behavior with the stationary groups RBX 

and uxu is quite in accordance with the German method of designating 

the military units, REGIMENT and DIVISION, respectively} in the case 

of the former, the numbers follow; in the case of the latter, the num- 

BAT/UU-ON 

bers precede. In the case of the numbers follow; in the 

case of BRIGADE and EOMPAGNIE, the numbers precede. Of all of these 

Military Units, DIVISION and REGIMENT were by far the most frequent. 

✓ 

r — 

Having thus classified a few numbers, they were underlined 
in red throughout the text, and in a short time further study of the 
messages in which they occurred, and of the groups which preceded and 
followed them disclosed more numbers, and gradually, the classifica- 
tion process had isolated all of the important ones. For example, 
if an unclassified group was found between two red-underlined groups 
(already classified as numbers) the unknown group was t racedJ throughout 
the text. If it behaved as a number, for example, if 'It was found 



in connection with Military Units, etc., the chances were it was a 
number also. It was underlined, and the process continued. 
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The process of identification then followed, by a detailed 
study of all the messages in which thes3 groups occurred. If one 
were fortunate enough to find one or more long messages in the nature 
of reports, a careful study of such messages often disclosed the 
whole series of numbers from 1 to 10 (see sample stereotyped message 
on page — ). The numbers 1 and 2 were the most frequent, and they 

were identified often on the basis of frequency alone. By a study 
of the German "Order of Battle" Map, the "Daily Field Station List" 
and a reference to the two volumes "Index of the German Forces in the 
Field" further identification or confirmations were secured. For 
example, if the map showed in a given locality the following divisions: 

351, 52, 131 

and the aforementioned books, or the "Daily Field Station List" showed 
the following regiments, &3 parts of the divisions named: 

351st Division 53d Division 121st Division 

Regiment 73 Regiment 193 Regiment 243 

139 " 71 * 96 

/ w 

* 37 "43 "56 

almost positive identifications in the following cases may be made: 





RIO 


UPF 


UXU 


RBK 


UCQ 


UPF 




RBK 


UPF 


UCQ 


UPF 


RIO 


KCB 


UXU 


RBK 


KOB 

/ 

/ 

KCB 


RVR 


UPF 


RBK 


RVR 


UUA 


KCB 


UPF 


KCP 


UXU 


RBK 


UPF 


RVR 


RBK 


RIO 


UUA 




1. It is obvious that the chief use of these groups was to spell 
out words which did not exist in the code book. Hence, when 
used at all, the majority of cases necessitated the use of a 
whole chain of spelling groups. However, in practice messages, 
many words were spelled out which really did exist in the code 
book, although rales are strictly against it. 



i ii in m.i tart idwwidili 
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2. Certain letters were very frequently used in abbreviations. 
Among the most frequent of these were the following: 

K. T.E. (KOMMANDEUR DER KAMPF-TRDPPEN) 

R.I.R. (RESERVE INFANTRIE REGIMENT) 

R. I.D. (RESERVE IN FAN TRIE DIVISION) 

L. , LW., LD. (LANDWEHR) 

X 

A.V.O. (ARTILLERIE verbindungs officier) 

3. Certain letters were used as sub-indicators; examples, 
PLANQUADRAT 4453 A3; KARTENPUNKT M3. 

4. Single letters ana combinations of single letters were fre- 

quently used in giving the call-sign of stations. Sometimes 
a call consisted of two letters, sometimes of a letter and 
a number (See — ) . These were often of very great 

assistance in establishing tentative values and in. finding 
new ones. For example, given a message in which the word 

\ 

STATION had been already identified, followed by two let- 
ters of which one is already known, the other letter identi- 
fication could be made immediately by finding the call of 
the station concerned. 

There are certain of these spelling groups which were used 
as words. The most important of these were the following: 



AB 


BIS 


DES 


ER 


GEGEM 


MIT 


U1TTER 


AM 


DA 


DIE 


. ES 


IM 


EACH 


VOR 


AN 


DEM 


DURCH-- - 


FUER 


IN 


USER 


FIE 


AUF 
A US 
EEI 


DER 


EIN ' 




1ST 


UM 


SU 



The possibility of using these syllables as words resulted 
in the finding of messages in which a supposed spelling group occur- 
red "isolated" and not in a chain of such groups. The joint to be 
emphasized is the fact that the classification procedure as regards 
spelling groups consisted in the gradual building up of these chains, 
a process which was of the highest importance in breaking into a new 
code. 

The method of building up these chains was a3 follows: 

Having classified a few of the most frequent groups as spelling 
groups, from color in the indexes, position, use in abbreviations, 
etc., they were underlined throughout the text in green. Suppose 




D : A2 458117 



rr A 



that one or two unclassified groups were found between two green 
groups; these unknown groups were followed gh rough out the text, to 
see if they could be spelling groups, bearing in mind all of the char- 
acteristics of spelling groups as outlined below. If they were found 
to behave in accordance with expectation, they were underlined green 
likewise. The process was continued in the same manner until many - 
complete chains had been built up. It will also be recalled that 
spelling groups were occasionally used in connection with numbers 

S___ 

and some in connection with military units. Therefore, the discover 
of certain tentative spelling groups in the vicinity of such numbers 
or military units was of great assistance in the final identification 
of such letters. 

The 'reader will understand by this time, if he has care- 
fully examined the construction of these codes, and has considered 
the uses named above that the principles of the frequency of occur- 
rence of individual letters in clear text, as applied to the solu- 
tion of cipher, could not have been applied in the solution of these 
codes, without certain modifications, due to the causes which may be 
summarized as follows: 

1) The use of syllables containing the most frequent combin- 
ations of single letters., 

2) The frequent use of certain letters not in connection 

/' 

/ . 

with the spelling 'of words; as abbreviations, sub-indi- 
cators, station calls, etc. 

3) The use of certain syllables as words. Note those given gg 
above . 

4) (The assignment of more than one value to the most £re-| 

quently used single letters, and syllables. This applies 
only to the later codes). 

The result of these causes is that certain single letters t 

a 

which are only of medium or low frequency in German clear text rose 
to a high frequency in these codes. These letters were 2, P, F, G,H, 
L,M,P,W,Z. Single letters- such as E, h T , and I, which are al*ay§ the 
highest in frequency in ordinary German text, were among the 
frequent groups because they were incorporated in so mapy tyl 
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each represented "by a single group; and because each time there 
currea syllables such as AD, AC, etc., i.e., combinations for which 
there were no spelling groups, etc., the individual letters had to 
be used, and hence these consonants mentioned above rose to a fairly 
high frequency. 

B. The characteristics o f spelling 'groups were therefore as 
follows: 

l) Some of them vTere very frequent. 

3) They were found in chains as a rule. 

3) The sequences in these chains were very much more regular 
in nature than sequences of chains of numbers. The for- 
mation or const ruction of words of a language entails the 
building up of a chain of letters in a definite sequence ; 
Long words are usually composed of the parts of shorter 
ones. The most frequently used syllables of a language 
will therefore follow each other in more or less definite 
sequences. The result of this condition is that spelling 
groups in these codes were found in chains of 4, 5, 6, or 
more groups, often in the same order, sometimes in minor 
variations of a given order; but these variations were no- 
where so irregular and haphazard as was the case with 

numbers. This characteristic formed the basis of an im- 

/ 

/ 

port&nt tes:t by means of which spelling groups were classi- 
fied as distinct from numbers, though, of course, such a 
test was never absolute, merely, relative in nature. 

4. TThereas numbers were found in very short messages, spelling 
groups as a rale, except those which were used as abbrevia- 
tions, were not found in short messages. Again, messages 
rarely began with a word that had to be spelled out. /Iso 
there are certain letters in every language which are 
rarely used as initial letters, others, rarely as final 
letters. The result of these conditions was that most of 

the spelling groups were of necessity restricted to the 

' [ 
interior of messages; and the consequeijce^of this condi- 
tion was that the majority of spelling groups showed no 
^"7 color or little color in the indexes. It is true, however. 
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that certain of the very frequent spelling groups, such 
, .as R, D, etc., which were used as abbreviations in connec- 
tion with Military Units, showed some color but always 
less color than was the case in numbers. 

C, CLASSIFICATION AFP IDENTIFICATION . 

No definite procedure can be outlined as exemplifying the 

steps used in making the first break into the spelling groups, for 

patience, 

here is really where the ingenuity, /and good-fortune, of the code- 
solver comes most into play. As a rule, in the early codes the 
first steps were to find the PUNKTS (l?o be discussed later) and they 
would almost invariably lead to the classification and identifica- 
tion of some of the most frequent letters such as R, I, D, L, K, and 
T. The coloring of the groups as shown by the indexes was a great 
aid in first classification. Following through several such groups 
ana underlining them in colored pencil as indicated above resulted 
in the building up of spelling group chains. RtepeM-tdon,-. q £-C odg 

_j^cupa*rand~'unde£13.nTng T ljhe1r , l^^ 

suited --in„~the -building Bpelling , 'gr6up"Chains . Repetition of 
code groups within chains was of course a great aid in assigning ten- 
tative values. In subsequent pages several’ actual cases will be 
given. Once having solved a few groups' the values were immediately 
filled cut wherever the groups in question appeared. Juxtaposition 
and new' arrangements of them led to the solution of additional groups 
-l-i-ke ^ x an endless chain until finally all or nearly all 
the spelling groups are solved. 

It should be added that in this whole process the part played 
by chance, by the happy coincidences which were always lurking every-** 
where for the watchful eye of the worker to note, by the mistakes of 
a foolish or a careless encoder, and by a fortunate "long shot” or 
guess by the decoder cannot be overestimated. Often the minutest 
and most insignificant of clues formed the starting point for the 
unravelling of a whole chain of groups. Later one or two examples 
will be phown. 
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III. WORDS AND PHRASES .' 

There are certain words that could be classified so easily 

that they were among the very first to yield to solution. These 

words may be classified into these four main sets: 

1. Military Units 
3. Interrogations 

3. Certain prepositions 

4. Most commonly used words not included in the &ove 



The characteristics of each of these* classes were as 



follows: 



1) Military Units. 

a. These were naturally among the most frequent groups in 
the code. 

b. On accouht of the common customof beginning a message 
- by addressing the unit to which the dispatch is sent, 

and ending it by the signature of the unit from which 
it is sent, these groups were among the most highly 
colored groups in the indexes, if not actually the 
most colored. 

c. These groups were accompanied very frequently by num- f 
bers. It is important to note the standard form of 
giving Military^^it- designations in German. (See page — 

It was enough on first classification merely to designate 

the group as a military unit. and draw a red square around itj later, 

from other sources the actual identification of the military unit, 

i.e., whether it 4-s "division”, "brigade", "battalion", "regiment", 

etc., followed. Such sources were either external, furnished by 

goniometric data, or internal, derived from a study of the messages 

themselves, the numbers identified together with their positions 

(see page — ), and by reference to the map giving the (ferman Order of 

Battle. For example, it was possible from goniometric data alone 

to determine from a study of the sending and receiving stations the 

higher and the lower units, A divisional station was usually further 

bach, and was the receiver of reports from the “battalion or regimental 

- y? stations, which were more scattered and. nearer the front. 

o O' . 

2) Interrogative s : WO, WIE/ WAS, ZAEUU. 

a. These were of medium frequency. 

b. They showed the predominant color green, then blue, in 
the indexes;' rarely yellow, and never red. 

c. They occurred in short messages, in the nature of 
questions. A great aid in determining the latter 
was to study the messages from the standpoint of time 
of sending, and the stations concerned. Note these 
two messages: 



/Tv 





B 

% 

i* 



REfifcID ;_^£458117 

RZ v P3 Chi-5 0830 
KAB RUA UAB RIC KNB 

P2 v RX Chi-2 0835 
UAB RTF 

It is not hard to imagine that these two stations have 
exchanged "question and answer*. On account of the 
importance of locating these interrogativss, all the 
messages of each day were studied and "question and 
answer" messages indicated. A careful examination of 
all such messages woon disclosed many important groups. 
Classification of the interrogativss almost immediately 
led to the identification of the verb 1ST, which was 

i 

of very great importance. Consider thefollowing mes- 
sages, arranged in the form of an extract of the group , 
KNBj the final group in five of them: 



KNB* 



*AN 



W Ell 



'Y v 



- crtP** 

p. *. 

A 1 w 



D 

IriS-" 



WO 


1ST 


REGT. 


1 


3 


5 ! 


♦RTF 


RUA 


UAA 


KRI 


UFS 


UTS | 






WIE 


1ST 


LAGE 


dort: 




♦KAB 


RUA 


UAB 


RIC : 


1ST 


FUNKSP. 0 


7 


2 


5 


. RUA 


RYP 


UPX 


KVU 


KIL 


UTS 




1ST 


P 


0 


ST 


f 

DORT 




♦RUA 


TJXR 


, RRU 


RVI 


RIC; 






/ 


STA- 


\ 




W 


ER 


1ST 


TION P : 




*K0P 


R00 


RUA 


KZK 


RNO 



KNB 










A-' 



1 1 . * 




BE- 

Tfff KANNT 
KAO RSV* 



1ST ABEND NELDUNG UN/ER'WEG » SOFORT AHTTORT 
*RUA KKR RIL UUO < ULT t KNB RZK RW* 

I If 

WO BLEIBEN GEGFT . UORGEN MELD.®?® . 

♦&TF RFF UFX UXP /RIL , KNB* 



Note that the verb 1ST often came second in a short 
message preceded by an interrogative, and often first 
in a short message ending with an interrogation point. 
In short, the inte rrogat ives FO, TIE; WAS, WARUM^ were 
found to be bound up very closely with the ver£ 1ST and 
its various allied forms SIND, FAR, SEID, etc. 



i 
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Once having classified the interrogatives, the identifiea- 
tion of WO, and WIE were made rather easily by reference to the col- 

i 

ors in the index and a study of the position occupied by the groups 
representing these suspected interrogatives. In German the inter- 
rogative WIE can also be used in the sense that our' word "as" is 
used and hence this word was found in the interior of messages hav- 
ing nothing to do with questions; on the other hand, the interroga- 
tive WO is rarely used except in questions. The result, therefore, 
was that the group representing WIE was usually somewhat higher in 
frequency and showed less green and blue color in the index than did 
the group WO, which was almost invariably green. 

These n questions and answers" were veritable mines of informa- 
tion because they led to the classification and identification of some 
of the commonest nouns and verbs. Questions as a rale were found 

to assume a stereotyped form, such as those given on page , which 

are typical. 

3 ), Prepositions. 

The most important prepositions AN, "VON, BIS, ZWTSCHEN, and 
AUF, will be considered only, because of the important chains which 
they initiated, and because they were usually among the first identi- 
fications made. 

a. AN 

Of all the code groups, this was usually among the easiest 
to classify and to identify, because of the constancy of its 
position: very frequently the first word in a message. 3y 
looking through the index the predominant color, green was us- 
ually so apparent, and the phenomena exhibited by the groups 
which followed it, (Military Units with numbers either in front 




In addition to its importance as a preposition, the syllable 



i 




Once 
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M was found to be a very important spelling group. Once 
having located the AN^this group was found sometimes in a 
chain of say five spelling groups ; an important clue to the whole 
word was of course furnished by the syllable, AN. It was fre- 
quently found in words such as LAND, KRANK, MANNSCHAFT, ANRUFEN, 
DANK, etc. 

It was also of great importance in classifying Military 
Units and such words as STATION, GRUPPE, etc. Often a message 
intended for several stations began thus: AN ALLE STATION-EN. 

Notice that the important word ALLE, and the very frequent spel- 
ling group EN were very apparent there, 
b) .VON, BIS and zWISCHEK. 

These three prepositions were usually so closely bound 
up with the word UHR, and with numbers, that they may be said 
to have formed a more or less definite set of groups, which 
were solved simultaneously. Consider the following series 
of messages arranged in the form of an extract of what may be 
called the STATIONARY GROUP, SHA, because it is always surrounded 
by groups which change around, or are MOBILE! 

sn— dasbi f l^dr'I^s^um lanaTW* 

pbsl^-I-oiTbv— 



(rru 


KII 


SYB 


ALU 


SHA 


SJB 


UAY 


UID 






a( 








SHA 


SJB 














' 




/ 












(rsp 


UNS 


RPS 


UZF 


SHA 


UAS 


KWN 




• 




1 








SHA 


SSK 


RIO 








(rps 


SYN 


UAE 


AM3 


SHA 


UAY 


RPS 


A MB 






cc 








SHA 


UKN 










( 


UAY 


RPS 


A MB 


SHA 


SBW 


UNT 


KUU 


SITT 


UNS 


D( SVB 


UID 


UAY 


SYN 


SHA 


KKS 


RVI 


AST 


SSI 


KKI 


-( 


kii: 


EPS 


ALU 


SHA' 


AWJ 


UAE 


UID 






i 








SHA 


AWJ 










F( 


ROI 


RPS 


SUV 


SHA 




KKS 


SIT 


AHS 


SIN 


G( 


RIC 


SVB 


EUN 


SHA 


SJB 


UAY 


ALU 


AYJ 


KIP 


H( 


RXO 


RPS 


UID 


SHA 


SSK 


UNR 


8TP 


AXF 


UIT 






J 
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Uote the group pj>s which so often precedes the MOBILE 
groups j and also the group SMB, which is often found preced- 
ing the group SHA with one or two intervening mobile groups. 

It does not take much imagination to see that we have here the 
prepositions VON, BIS, gad ZWISCHEN, together with the word 
UHR ana numbers, in accordance with the usual formula of giv*? 
ing time in German: 

"VON 3 UHR 30 BIS 3 UHR 45" 

"VON 3 BIS 5 UHR" 

"VON 3 UHR 15 BIS 4 UHR UND VON 5 UHR 25 BIS 6 UHR" 
"ZWISCHEN 6 UHR 30 UND 7 UHR" 
c) AUF. 

This preposition was often located in the follcsring 
type of phrases, which were of rather frequent occurrence: 
"ANTWORT AUF FUNKSPRUCH 1725" 

"50 SCHUESSE AUF PLAEQUADEAT 4215" 

In other words the two stationary groups preceding sets 

t * "K 

of four mobile groups which had been. classified as numbers, 
were studied with a view to ascertain^ whether they were not 
the commonly used words given above, preceded by the preposi- 
tion AUF. 

4) Very frequently used words not included in the preceding. 

Among these were the following: '' 



MORGEN 


LINKS 


HIER 


SONST 


ABEND 


SENDEE 


EEUTE 


GESTERE 


NACHT 


EMPFANGEN 


EACH 


KOUMEN 


UELDUNG 


SO FORT 


NICHT 


HABEE 


LAGE 


MANN 


UND 


SCHICKEN 


RECHTS 


AKEUUULATOR 


EEU 


ERHALTEN 



The words MORGEN, and AEEND, formed a set of alternate 
groups with the word UELDUNG, because of the frequent occurrence of 

messages beginning MORGEN UELDUNG or ABEND UELDUNG. Often a tent— 

< 

ative interrogative WO and the interrogation point were confirmed 
by finding a message such as the following: 

WO BLEIEEN GEGEFWART ABEND UELDUNG? 
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RECHTS and. LINKS formed another set of alternate groups 
with such words as REGIMENT, Kff.K*, ABSCHNITT. This was best deter- 

* A 

mined by noting the bigraphs throughout the text, especially those 
obviously connected with groups which had been classified as mili- 
tary units. 

/ 

The word LAGE was a very frequent one in short messages 
such as FIE 1ST LAGE DORT? Often the answer eome-s bac! somewhat 
in this form: LAGE UNVERAE1TDERT, or HIER NICHT-S NSUES. It is now 
clear why the classification and identification of the interroga- 
tives and the interrogation point were so important because they 
led to the identification of so many common words. 



The important verbs SENDEN, EMPFANGEN , and SCHICKEN were 
often easily identified in such stereotyped messages as the follow- 
ing: 

”2 CHI EMPFANGEN 3 SI SCHICKEN" 

"SENDER 3 T-A-K-T ERHALTEN 4 CHI" 

Such messages were in the nature of station reports and 
were transmitted to the central station at least once every day. 

Not only because they were so easy to identify, brut also because 
they were veritable mines of information (note the spelling groups 
above), these messages were of the utmost importance and they will 
be treated more in detail subsequently. 

Two other very frequent short messages were the following: 
SOFORT 1 MANN NACH HIER SENDER 
BRAUCHEN SOFORT 2 AKKUMULATOR-EN 
Note the appearance of the very important words NACH, HIER 
and SOFORT in the preceding messages. The preposition NACH was in 

t 

fact very important. 

The conjunction UND was fairly easy to locate from the 
various clues given herewith: 

l) It was the very obvious connecting link between two sets 
of groups which were externally evident as being coor- 
dinate, For example, note the following messages. 

■vz-r^' 1 KPR UNS UVK RIF KVS KPR DNS RSQ UPW 

^ K VO RIS KVS KVO KPU 

ROB RXT; ROB EAS; ROB RXT KVS KAS 






V4/ 
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3) Sometimes this group was used between two "foreign" 
groups, ive;* groups which were evidently not errors 
but which did have the initial letter K, R or U, or 
which sometimes had one of the umlaut ed vowels. Such 
groups were frequently used to designate the names of 
places and the code names of military units, a subjeot 
which will be discussed later. Examples of such a 

T 

usage, which was soon prohibited, are the following: 

BAIT EVS BAP 

reI evs rb5 

IV. PUNCTUATION, (Sat z-zeichen) . 

Instead of being as might be thought at first hand, mere 
refinements and really unnecessary additions to the meaning of 
the sentences, in these codes the punctuation signs were of para- 
mount importance in solution, and their identification was an in- 
dispensable part of the solution. For example, it may be said 
that the identification of the PUNKT (,) was probably the most 
important factor in the preliminary steps toward solution. At 
the beginning when the would-be -dec Oder ’was worming with wholly 
unintelligible "sentences" the mere ability to block out a single 
. sentence into its parts, if 3fc was a fairly long one, was of great- 
est value j and the various uses to which the Germans put the im- 

y 

portant punctuation signs furnished the most surprising and valu- 
able clues. Their discovery may be attributed more or less to the 
unintelligent pedantry of the German operators, who in the begin- 
ning varied only unconsciously a procedure once established, i.e. 
their tendency was slavish adherence to a regular form. However, 
it must not be supposed that the uses given herewith were subjeot 
to nc variation whatsoever. They are only generalisations after 
all, and ^ust as we in writing clear text do not invariably use 
the same punctuation in exactly the same manner and in exactly the 
same places, so the Germans likewise varied their procedure now 
and then. 

The characteristics by means of which the most important of 
f / these signs were classified and identified followed from their uses 
T • oust exactly as was the case in all that has' gone before. 
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1. PUNKT (period) 

f J .. — «r- - - - - , - ” - TT 

i A. Uses. 

1) Normal use in separating sentences within a long message. 

2) Separating the various headings of tabulated messages in 
the nature of reports. Example: 1 PUNKT EIGHTS PUNKT 3 
PUNKT SICHT GUT PUEKT 3 PUNKT NIGHTS. . .etc. 

3) At the end of short, single-sentence messages. 

4) In abbreviations, probably the ‘most important use, and thus 
the most fruitful source of identifications, because 
single letters «sy be found. Examples: 

K PUNKT T PUNKT K PUNKT ( KAMPFTRUPPEN KOMJiAKDEUE) 

A PUNKT V PUNKT 0 PUNKT ( A RT ILLEPJX- VERYI NDUNGSO FFICIER) 

R PUNKT I PUNKT R PUNKT (RESERVE INFANTE RIE REGIMENT) 

R PUNKT I PUNKT D PUNKT (RESERVE IN FA NT ERIE DIVISION) 
LT-PUNKT M PUNKT ( LEOT MA 'VT M . ) 

In the earliest codes these groups were particularly easy 
to identify because there were no alternates for any of 
the letters nor for the PUNKT so that the repetitions of 
the latter in the form shown above were clear indicators 
. of the presence of such abbreviations. 

5) In setting off addresses and signatures either accompanied 
by numbers or not accompanied, 

Exampl^: 

(a.) REGIMENT PUNKT FA RUM 1ST etc., etc. R PUNKT SI PUNKT 

(?r) DIVISION PUNKT FEIND IN DIE MITTE EIlQjE^KUNGEK PUNKT 

(e.) BPIGAT^^AN 25 RESERVE DIVISION PUNKT SO FORT .... PUNKT 
AN 12 PUNKT RESERVE DIVISION 

( 5 ) 3 PUNKT KOMPAGNIE 

6) In dates: 11 PUNKT 4 PUNKT 17 PUNKT 

7) Often used to replace the wcrS UER: 2 PUNKT 30 (3:30) 

8) In decimals 

B. The result of all these uses led to the character! si icsHsy 
means of which the PUNKT could be identified very early. These 
characteristics were as follows: 
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1) It was one of the most frequent groups, tf not in fact 
the bo st frequent one. 

2) It was highly colored red and yellow, never green, oc- 
casionally blue. 

3) It wa3 repeated several times within long messages. 

2. KOHKA (comma ) 

This group wa3 not nearly so frequent as PUITKT and its main 
use was in separating the parts of a sentence. Occasionally it was 

. used in the place of a PUNKT, as for example in the following "YON 

/ 

2 UHR 30 BIS 3 KOMMA 45": 

* i 

At one time it used to be very frequent in the following: 
KOMMA N-D-0 

3. DOPPELPUNKT (colon ) 

The use of this group was the same as in English ana it 
often would overlap with the dash (trEMNUNGSSTEICE) . Example: 
VERLUSTE DOPPELPUNKT (=Yerluste:) 

A IT FOR D E RUNG DOPPELPUNKT (=An fords rang : ) 

4. FRA GE ZE I CHEN ( Interrogation point ) 

This group was of the greatest importance in that it was 
bound up with the identification of the main interrogatives and of 

OvO . . . 

the verb 1ST as explained tn— . On account of its almost 

invariable stationary position at the end of messages, chiefly short 
ones, its frequency and red color in the index was sufficient to 
enable the solver to find - it very early in his studies, especially 
if "question and answer" messages were indicated throughout the text, 
Note the following messages: 



( PY 


V 


RS 


1520 


CHI-5 


EAB 


RST 


ROB 


KNS 


UAF 




( RS 


V 


PV 


1525 


CHI-3 


KITS 


RIN 


RBQ 








f S3 

y* 


V 


KIT 


0910 


CHI -7 


KUN 


RIF 


UFT 


RCS 


KSU 


UAF 


( kii 


V 


S3 


0920 


CHI' -3 


RIF 


UBS 




• 






AX 

l 

L?R 


V 


PR 


1205 


CCHI-5 ' 


KUN 


RCA 


i:so 


UBK 


UAF 




V 


AX 


1208 


CHI -2 


KZR 


UXB 










X* , 

) A4 


V 


KB 


1335 


CHI-7 


KSU 


KYP 


KUK 


UFT 


FCA 


KSU 


JKE 


v A4 


1642 


CHI-4 


RCA 


KSU 


ROA 


P.IY 







5, AUSRUPUNOSZEI CHEN (Exclamation Point) 



This group was commonly used in practice messages and after 
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short commands, It was not very important, hut its identification ai- 
ded one of the finishing touches to solution. 

6. 31 BDES THICK. (Hyphen ) 

a) Its normal use was that of a hyphen. Example: 

EHD-TEL STATION. 

h) It was also equivalent to the word BIS. Example: 

TON 20-25 SCHUESSE. 

c) In separating coordinates in tabulated messages. Example: 

5 PUNKT-8 PUNKT HICHTS. 

* 

d) In giving the strength of units. Example: 

5 TE KOMPAGNIE: 1-440, which meant that the strer^h of 
the 5th Company was one officer, 4 N.C.O’b and 40 men. 

7. BRUQHSTRUCH ( Diagonal strobe) 

This had a particular use as a rule in the following cases 
only: 8 / ^1112, which equalled REGIMENT 113 COMPANY 8. 

8. TBECTUNGSSTFIOE ( dash ) 

a) This group was often used in the same way as the BINDESTRICH, 

separating address and signature from the main body of the 
text, for example: ' 

REC-IMENT - 7ARUM ... .. ? - BRIGADE. 

b) As a dash in English - separating an "afterthought" or 

further explanation. 

v / 

c) As the equivalent of-'BIS. 

9. KLAMMER ( parenthesis ) 

A very rare group and difficult to identify. It was some- 
times used to enclose an explanation or an identification, example: 
PLANQUADEAT 4452(1: 20000). 

V. AUXILIARY SIGNS ( Hilf-slgnsljf ) 

The uses of then^ auxiliary signs in these codes were very 
definite and the identification of the important ones was necessary 
to the completion of the reconstruction of the code. These signe 
were placed immediately after certain words to alter, modify, or to 
make more definite their meaning wherever doubt existed concerning 
their significance in the particular position they occupied, ^*0n 
this account, namely, that they always Immediately followed a certain 




Furthermore, they 
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few groups, their position was fairly constant, 
never shewed green color in the indexes, and, in fact, little color of 
any sort. When several sets of bigraphs were found, in each of which 
the second group was the same, the latter group was usually one of thes. 
auxiliary signs. Therefore, when beginning the study of the code 
text, it was important to find and to note all groups which had a 
tendency to occur in pairs, or bigraphs, on account of the aforesaid 
constancy of position of these signs. Immediately after identifying 
any of these groups they were filled out through the entire text, 
and the nature of the preceding group thus indicated. This was of 
great assistance in forming an assumption regarding the meaning of an 
entire sentence. Continuing the chain, above each occurrence of 
these preceding groups which had thus been classified was indicated 
its nature, i.s., NOUII, VERBj etc., even though it was not followed 
by the auxiliary sign which had led to its classification. 

The chief chars; ct e of the auxiliary signs were as 



follows: 



J 




1. HAUPTWQRT and ZEITFQRT . ('n 4 frtAfa 

The first of these two groups was used to change a verb into 

a noun in case the latter was not in the code book, and vice versa in 

the case of the second of these groups. Example: DIE VERTEILEIT 

^Equals - 

HAUPTWORT WIRD etc.y.^blE VERTEILUT7G T?IRD, etc.'h "ANDERUNG 

ZEITEORT ^equals - ■ggX 1 nDERN$S 



2. EI1TZAHL and L5EHRZAHL 










J 




0 






a 7 

These groups were used to convert -a noun which was found only 
in the singular or the plural form respectively in the code book into 
the desired form. Examples: 

DIE GHANA TEN EIUZAHL (equals - DIE GRANATE) 

60 SCHUSS MEHRZAHL (equals - 60 SCHUESSE) 



3. SRGTE STEIGERUNGSFORK and Z'fEITE STEIGERUITGSFORM 

These signs were used to indicate the degree of comparison 
which an adjective was meant to signify. Examples:. 

GUT ERSTE STEIFRUNGSPORJZ AUFPAS EN (equals - EESSER AUFPASSEE) 
HOCH ZrEITE x STEIGERUF.GSFORl£ ANTENRE (equals - HOECHSTE ANTENNE) 



4 
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• TEASES OF THE VERB 

GEGEUVART (present tense) 

VESGAHGEKHEIT (past tense) 

2D KUlfFT (future tense) 

MITTELWORT DER VERGANGENHEIT (past participle) 

These groups are all self-explanatory and were fairly fre- 
quent. They were first found in short messages usually and from 
there on the path was clear. The first one together with. MEHRZAHL 
were the most frequent, and thus had a tendency to form bigraphs 
more than most of the groups, A careful "hunt for Digraphs, there- 



fore, usually disclosed these groups. 
5. BUCKS TA BIER GRUPPE / ' 




/ 






0 



‘■'0 



This sign was used to indi cat e> that spelling groups gan 
or ended. It was only used in the earlier editions of this code, 
inasmuch as later it was found to be unnecessary. 

As stated above the manner in which these groups were found 
was by noting all bigrams and by studying the context of the messages 
wherein they appeared for further identification. Often the sense 
was clear but the intervening group which was present had to be given 
a meaning, and therefore the decoder had to determine whether or 
not he had there an auxiliary or possibly a punctuation sign. 

VI. BLIND GROUPS 

/ 

In the period covered by the above, the use of blind gcups 
was so relatively infrequent that they could have been omitted from 
consideration entirely, inasmuch as they did not interfere with the 
solution to any appreciable degree. The code booh contained only 
a few of such groups, all localized at the bottom of one p&ge^ of ifp 
the code book, and not enough stress was laid upon their use tc/reep 
them in the mind of the operators, who as a consequence disregarded 
them entirely. 

In the later stages, however, the procedure with respect to 
these groups had been modified so much that they became of increas- 
ingly greater importance as time went on. __They will be discussed 
in a further section, (see page — ). { b? 
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The uses and characteristics of the six main sets of groups 

have been discussed, and indications have been given how solutions in ; 

each were made. Too much stress cannot be laid upon the fact that &+ 

no time was it possible to confine all attempts to the solution of 

one set first, then proceed to another, and sc on. The work of solu= 

tion and reconstruction proceeded in all of the classes simultaneously 

solutions in one set leading to solutions in another in a never ending 

chain. It must be emphasized that the preliminary steps necessitated 

the classification of the most important groups of each set of these 

six main classes. After a few solutions had been made in each, 

and all work rested upon a sure foundationybhe road to completion 

was clear. It was possible in those early days, after considerable 

and as long as the code continued to be in effe 
progress had been made/^to decode the enemy messages as rapidly and al 

as completely as jtt^was done by the enemy himself. 

Messages dealing with plans for raids, local attacks or counte 

attacks, reliefs, etc., were frequently solved in time to be of great 

\ 

value , 

SOL^Ti^ Sf \ Al/ A L o &y 

As stated above, the Germans, in the Spring of 1917, were the 
first to employ code on the Western Front. The British and the 
French soon followed their example. There seems to be no reason 
for doubting that the German, Code Office was able to solve the codes 
of the Allies, and thus discove ri2a£ the -weakne-s-s^ of code as a general 
system of secret communication in warfare Thera is also no doubt 



but that the liaison between the German "Enemy-Code-Seotion" and 
their own code-producing section was good, for it was not long before 
improvements and developments set in with respect to their own code, 
together with a gradual improvement in code discipline and personnel, 
which continued steadily until the fall of ISIS, when their code 
reached a very high degree of complexity and safety. 

Before proceeding to a discussion <f these developments it is 
necessary to bring up a subject to which only an allusion here and 
there has been made in all the preceding discussion, namely, the im- 
portance of ATTALOGY in the solution of oodes. 



In fact. It may be 



IPS o 
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said that there are two ways of solving codes; (l) by the method of 

. "First Principles", and (2) by the Method of Analogy. In brief, the 

distinction between these two methods is this: the solution of a 

code b 5 r "First Principles" involves a long, laborious and detailed 

analysis of all groups, with the aid of indexes, record-books, charts, 

extracts and all the various helps by means of which the code-solver 

can bring the most important features of the code— groups before him 

in order to font a basis for the assignment of clear-text values to 

the code-groups; the solution by "Analogy" simply involves the study 

of a series of unsolved messages the usual form and general contents 

of which are' known to the cone-solver and all he has to do is to find 

h 

the groups and sets of groups in the unsolved messages which are 
analogous with the groups and sets of groups in the previously solved 
messages in order to form a basis for the assignment of clear-text 
value s . 

The Analogy Method, naturally can be applied only after a solu- 
tion by First Principles has disclosed the nature of the messages 
sent by ajgiven set of stations. As long as the personnel of these 
stations remains unchanged, and as long as they continue to adhere to 
a definite procedure, to a set or stereotyped phraseology, the Analogy 
Method is Invaluable, and may result in a break being made into a new 
code when the amount of text is still very small. Then this no longer 
continues to be the case paturally ' the Analogy Method cannot be ap- 
plied and solution musv be attained by a recourse to First Principles. 

In the early days, each station had to send daily reports, and 
these took the form of stereotyped messages, which were even sent at 
definite hours, A thorough study and acquaintance with the decoded 
text of messages passing between the stations whose new text was to 
be solved was, therefore, necessary arid was indeed a prerequisite to 
solution by analogy. The decoder had to be familiar with the form of 
these reports, their contents, their variations arid peculiarities. 

The location of but a few of the characteristic "landmarks" in the text 
of a new code was all, then, 
very rapidly. 



that was necessary: solution proceeded 
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Note the following examples of typical reports suoh as m igh t - h ave-been 
sent during the summer of 1917: 



PQ v RT 



04.30 4 TLE 1 TL CHI 



HI— 4^ 






AH- 5 • 2 « RE SE RvE -DIVISION- PITOT- MO RGEN- KELDU1IG • PUHKT • 1 • PUHKT • IHFAN- 
TERIF - KOMKA* EIGEN- M*G*TAETIGKEIT' SEHR* LEBHA FT - PUKET* 2 - PUHKT - VOH-1 * 
UHR* BIS* 2 . KOMMA* 30. MORGEN* S* SEHR * LEBHA FT - EH » FEUER-AUF* UNSER-E* VOR* 
DER -E- GRABEN • MEHRZAHL* PUHKT • 



PQ v RT 



04.30 4 TLE' 2 TL 



CHI-31 



3 - PUHKT * VOH * 1 * 6 • UHR « 1 5 * BI S • 20 * PUHKT * 30 . UHD • VOK- 23 - UHR • BI S • 2 * 3 • 

A 

KOMMA » 15 . HUHBERT* SCHUSS • MEHRZAHL* AUF*ERSTE* UHD* VTERTE * STELLUHG- EH-. 
PUHKT* 



pq v rt 



04.30 



4 TLE 3 TL CHI-31 



4 -PUIIKT • IT I CHT- S • ZU* MELDEH * PUHKT* 5- PUHKT BETTER -GUT- EOMMA-SICHT' 

* 

UH *KLAE- KOMMA • HI CHT* VIELFLIEGEE-TAETIGEEIT-PUHKT « 

A 



PQ v RT 



04,30 4 TLE 4 TL 



CHI -43 



TTE ITER' PUHKT* S-PU1TKT* WIGHT* S * 7* PUHKT * VSRPFLEGUH G* AHKOIAMEIT' MITTEL- 
EORT DER VERGAHGEHHE IT* PUHKT- 8 -PUHKT- VERLUSTE* DOPPELPUHKT * 10 *MAHH « • 

S Cr THE E * VE PTUHDET *-E0KMA*15 -MAUH *LE I CHT * VERFUHDET* PUHKT* 2* UHD' 10 -PUHKT *: 
WIGHT- S* PUHKT* 3*4*5* TF*&*PUHET» I »PUNET* R* PUHKT * 

Knowledge of the form and contents of reports like these and 
the careful study of a few messages in a new code was suf f i cjle rj^t jt o ^ 5 ' 



The importance of the Analogy Method may be illustrated best by 
giving somewhat at length the various steps in the solution of the 
Fritz Codes, which were studied by this office 5 ^ The ’writer takes 
pleasure in acknowledging his indebtedness to a preliminary report 
on the "Fritz Codes" cy Second Lieut. Lee^t Heifers, Inf. for most 
of the material discussed under this headirigT^^'-^ 

The "Fritz Cedes" were used by the Fifth German Army up to 
the spring of 1918. with the exception of the Emergency Signal 
System ( & »». ... P a rt ^ — ), and a special code for aeroplane 

registration, these codes, at the time of their employment, consti- 
tuted the only matter transmitted by wireless on the front of the 
aforementioned Army throughout the period stated. It must be re- 
membered also that at this time the callpletters of the various *> 

stations remained comparatively fixed, (eex. Page — ), so that^ 

x Vo of ev* rv . station cou ld be studied from day to day. 
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In the Verdun Sector at that tine it was the invariable 
procedure ^occasioned by a General Ofder, in fact, for lower units 
to transmit short ^routine reports to higher units by wireless at 
definite times during the day. The first step was therefore to 
search for these reports. Usually they began with either MORGEN 
MELDUNG, or ABEND MELDUNG, depending naturally upon the time of the 
day at which sent. Therefore, after separating out all the mes- 
sages sent during the entire dgty into two classes, viz., those sent 
from 00.01 to 12.00 and those from 12,01 to 24.00, a search was 
made for a set of three groups which would be found to behave in 
accordance with the requirements ' of the words MORGEN , ABEND, and 
MELDUNG. That is, if these words be represented by the letters 

A, B, and C respectively. then the messsges of the morning hours 

J CL 

should show among them several beginning AO, and those of the af- 
ternoon hours should show among them several beginning with 3C. 

Series of such messages were not hard to find. Now these 

reports ordinarily referred to the messages of different kinds 
sent by a station during the last twelve hours. 

Here are several examples : 

1) MORGEN MELDUNG 1 CErl 3 SCK rl SENDEN 4 CHrl EMPFANGER 

t * , 

2) AEEND MELDUNG ERHALTEN 3 CH-fl 4 Z*fl GEBEN 

i ' 

3) ABEND MELDUNG ALLEjS IN ORDNUNG 

4) ABEND MELDUNG IN ORDNUNG '' 

5) MORGEN MELDUNG WIE SONST 

\ If | 

6) ABEND MELDUNG RICHTrS NEUyES 

Note the repetition of the code group for the single letter 
I in messages one and two. From this group the other spelling 
groups CH, SCH and Z vers soon located, together with the verbs 
SENDER and EMPFAKGEN. 

At this time the operators were in the habit of expressing 
their approval or disapproval of messages received by sending a 
message consisting of the code groups for GUT or REIN repeated two 
or more times. Such messages, which consisted therefore of two 
or three repetitions of the same group, were watched. There would be 
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sure to be one or more messages beginning with a set of three groups 
of which the third was MORGEN, the second unknown, and the first, one 
of these groups which was repeated as stated above in other messages. 



Here then was a clear indication that we had the phrase GUT^-EN MORGEN, 
thus giving the important spelling group EN. 

As soon as a few solutions had been made, the custom was to 
send out a "First List* to the French Code Office. As more solu- 
tions were made, subsequent lists were issued. 

So invariable were the reports mentioned above that practic- 
ally all "First Lists" of solutions for the Fritz Codes were identi- 
cal and consisted of sane or all of the following: 




MELBUNG 

MORGEN 

ABEND 

SENDEK 

EMPFANGEN 



CH 

Z 

SCH 

I 

EN 



IN ORDERING 

GUT 

UND 

1 , 3 . 3 . 4 . 5 * 



/ /> 






x 



C 



Once an opening was made, further progress was very rapid. 
During those days, when ^camouflage of liaison* was yet in its in- 
fancy, the sending of practice messages by the German operators was 
a boon to this code office. For a detailed discussion of the nec- 

i 

essity for and importance of practice messages, reference is made to 
page^f — , of this report. At this point we will only dis- 
cuss the nature of the practice messages sent by the German operator© 
at this^time. 

Owing perhaps to lack of imagination they were in the habit 
of repeating short aphorisms as practice messages. They did this 
so constantly that in at least one instance it was possible to know 
in advance what "aphorismus" a particular station would sad. Its 
favorite yt&s: 

MORGEN ST UNDE HAT GOLD IN MUNDE 
Sometimes before a code was three days old a thirteen group 
message bsginning with the word MORGEN and having certain character- 
istic repetitions would prove to be this proverb, spelled out as 
follows: 



MORGFN ST-UHD-E HAT G-O-L-D IN M-UND-E 

Note the repetition of the UND-E in this message. 
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Frequently the group for UND would be located already and would thus 
aid inthe finaing of this proverb. 

Having identified a few spelling groups further progress 

was made by continuing the chains which they initiated. Whole 

\ 

words would now be solved. The auxiliary signals and punctuations 
would manifest themselves, and progress would be very rapid. 

Having given, from the proverb mentioned above perhaps. 



the following: 



KKA RUC RLN UW KUZ UYA 
0 ST -?- 



it was soon possible usually to complete the message without any 
difficulty as follows: 



3 6 



KKA RUC RLN UVK KUZ WA 
1ST P - 0 - ST DA 

The word 1ST was used very frequently as a syllable in the 



words L-IST-E, or HE-IST, and very often the whole message 
WO BLE vjm GECEU^ART VEP^PLEGTOIGS L-IST-E? 
would be solved as a result. 

Among the messages which furnished a great deal in the way 

/ ' ■ 

of solution by analogy, and this applied not only to the Fritz Codes, 

but also to the very latest codes, were those dealing with the 

issuing and recalling of the SATZBUCH, or code-book. It is a 

rather curious fact that the bode -bo ok itself did not contain in its 

/ ■ , 

first editions the word SATZBUCH nor was it among the many words added 
subsequently. As a consequence, whenever mention was made it, 
the word had to be spelled out. Now when a new code-book went 
into effect, among the messages of the first day’s traffic would be 
found almost invariably one or more messages calling in the old 
code-books. They usually began with the words ALTES SATZBUCH or 
ALTS SATZEUECHER. 

The appearance of such messages was so regular that a hunt 

for them would be made immediatelvafter a few spelling gooups 

i 

had been classified. Let us assume that we have found a message 
in which we have underlined a chain of spelling groups and which 
we suspect to contain the word SATZBUCH. The question then arises 

as to how to distribute or assign the values in the chain. 
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From the various previous solutions, the following distributions are 
possi bis: 

AL T-ES S-A-T Z-B-U-CH 

ALT-E^- S-A-TZ-B-U-E-CH-ER .... , 

ALTE f S-A-TZ-B-U-CH-ER .... 

The guiaing clues for the aist riout ion would be furnished 
by the indexes. It is obvious that the groups representing the 
parts of this word should show the following characteristics: 

J3-High frequency, some color, of which yellow and red predominate 
A-High frequency, little color, sometimes standing alone, or 
even in the company of numbers. This arises from the use of this 
letter in designating the subdivision of a PLANQUADRAT square, for 
example: PLA?< QUA DRAT 452 SA. 



TZ-Low frequency, little color, sometimes standing alone, or 
even in the company of numbers for the same reason as given under 
letter A. 

U-Medium frequency, no color, seldom found except with other 
spelling groups. 

fj-Me&ium frequency, no color. At one time the enemy had teen 
sending a peculiar type of report somewhat as follows: 

T-3-15-3-6-2-15-3. The nature of this report was undis- 

tt 

covered. For this reason the letter U might sometimes appear be- 
tween numbers. 

E-Very high frequency, if colored, red or yellow, seldom green. 
Often standing alone because of its frequent use in connection with 
the inflection of nouns and of such adjectives as ALT, 1?EU, SCKUEft, 
et c. 

CT-T-Low in frequency, very little color, sometimes green or blue 
occasioned by the sending of such messages as : 

CH-I 1307 ER-LE-D-IG-T 
3 CH-I GESCHICKT, 3CH-I EKPFAUGEN 

FR-Faiilv high in frequency, colors, red and yellow, seldom 
green, perhaps two or three times blue, occasioned by such a mes- 
sage as 



B 

E 

I 

E 



1 

B 

I 



r-ER EAT FtfNTKSPRUCH 2000 GE-GEBEH? 
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. , This group (er) may be found alone frequently, that is in j. 

juxtaposition with groups evidently not spelling groups. This is 

occasioned by the use of this group in connection with the inflec- 

/ 

tion of nouns and of such adjectives as STARE, SCH7ER, ALT, etc. 
f a.'Cf'N - — 

{ itOW - These brief descriptions will suffice to emphasize the 

point that net only could the decoder find no aid from the normal 
frequency tables for the language, but also that- he had to be famii 
iar with the various uses to which the individual, letters and sylla-r 
bles were put in such a code. In this, the knowledge and ex- 
perience gained in previous codes was indispensable. 

IrPthese codes numbers were solved without much difficulty. 






"1 * 




In the first place, the most important ones, from 1 to 8 or 7 were 
classified very early, by the station reports which were the basis 
of the analogies leading to the first solutions. Numbers were 
used in all the situations mentioned on page — , especially fre- 
quent was their use in connection with call-signs of stations, and 

* 

since in these days the call-signs remained fairly constant, many 
identifications were secured or corroborated by their means. 

The solution of complete words ana phrases was the most 
difficult part in solution and naturally followed only after a 
fairly large amount , of work on spelling groups ana numbe.rs had been 
done.' However, it must be , added that phrases and WICETIGE KELDU1JGEIT 
(important 5 »efeaages) presented difficulties normally insurmountable 
because the groups standing for such messages were of such infre- 
quent occurrence that certainty or corroboration of solution '.fas 
usually impossible. Perhaps if a close liaison between the intel- 
ligence officers in the front line and the code office a hundred or 
more kilometers back were possible, such solutions could have been 
achieved. ’ Rat as a matter of fact, while such solutions were im- 
portant they were of great interest only at the particular hour when 
they were sent. Messages dealing with the tactical situation, 
preparations, and intentions were of much greater importance and 
their solution was always within the realm of possibility. The 
identifying of such short and frequently used phrases as 




3 -SjISSji 



r. 
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IN 0RD1TUNG 
LEICHT VEHTONBET 
SCHWER VERWUNDET 
LAGE UNVERAENDERT 

was a comparatively easy matter, but at the same time that repre- 
sented the limit of success in solving of such phrases* 

The Fritz Codes continued to yield to solution along these 
lines until late in the spring of 1918 when this office discontin- 
ued their study and concentrated all attention upon the Albert 
Codes in use by the german unit "Detachment "C" ep po s i t-s^ the^reri-ean 







'I ^ at* 



r f 



As stated before, code was introduced on the Western Front 
sometime around the month of January, 1917,. After it was found 
that code could be used with advantage under such conditions, wire- 
]_ e s B activity suddenly increased very greatly in amount. This is 
illustrated in a striking way by noting the great increase ifi 
the number of enemy wireless stations: in January 1917 there were 
approximately 125 on the Western Front) in August of the same year 
the number had increased to almost 700, 

Wireless traffic thus began to assume a very great importance 
and it was but natural that developments and changes should take 
place. On account of the information that could be secured by 
merely studying the radio traffic in its external aspects above, it 
became necessary to adopt measures to prevent the enemy from secur- 
ing such information. This was the beginning of the "Camouflage of 
Liaison", a subject which is discussed in detail subsequently (see 
Pages — ). For the moment we will not break the continuity of 

thought, by going into that phase of the subject, but will continue 
vrith the ERUSA Codes. 



Z R U S A CODES 

It was but natural that with the development of methods of 
camouflaging liaison, and, also of met> ods of solving codes, that 
the trench codes should increase in complexity. As time went on, 
it became more and more difficult to reconstruct the enemy codes, 
and the various additions and complications which arose will be taken 
up herewith. 
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• The first change (towards the early part of Fall, 191 ?) 

was an increase in the number of representatives or code -groups 
for the the most frequently used groups, i.e., the adoption of 
’’variants? Whereas up until this time such highly important and 
frequently used goups as PUITKT, numbers, and spelling groups such 
as the important consonants B, G, D, G, K, etc., and even the 
vowels 0 and U, were without alternates whatsoever, the enemy soon 
found that these groups became so conspicuous by their high fre- 
quency that most of the important groups were increased to two 
representatives, and some to three. 

The effect of these additions was not to cause any change 
to be made in the methods of classification and identification, as 
explained in the preceding sections, but to render these processes 

more difficult at the start, because of the reduced frequency of 

\ 

the main groups, arid the disappearance of certain invaluable clues 
which were the result of the absence of alternates or variants for 
the important groups. Consider for example, the single case of 
locating the abbreviations KTK and RIR. In the early days, these 
abbreviations could be represented in one of tvro, and only two 
forms: 



'-ABA or 
“GDC or 



A X 3 X A X 
G X D X C X 



in which A stands for the group representing letter K; B,- the 

/ ■ 

group for the letter T; ^ tfes=on-e for R; on« for I, and the" 

x 

one* for PUITKT. 

Therefore, after PUITKT had been identified (and this was 
done very quickly), as soon as such sequences e-weh as those shown 
had been found, it was soon easy to determine them to he either 
KT*2; K PUITKT T PUITKT K PUITKT ; or RIR; R PUITKT I PUITKT P PUITKT. 

It was easy to determine which of these two was correct. 

But with the adoption of two and three variants for these 
frequent groups K, T, R, I and PUITKT, each of these abbreviations 
could appear in any of the large variety of for... 3 resulting from 
the great number of combinations possible as s consequence cf this 
increase in the nuii.be r of code-equivalents for each group. 

The method, then, of locating such a series was to study 
all the digraphs, trigraphs and polygraphs with a view to the estab- 








* * 
i 
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'li shment of equivalency of code-groups . When two code-groups were 
found to exchange places in chains of groups, or when two or three 
groups were found to occupy the same relative positions in messages 
indifferently, it could be assumed that these groups were equivalents 
OR variants for the same group. 

Having found, for example, a polygraph repeated three times 
as 

\E F G H I J E 
and twice as "E F P H M J K 

it was not hard to imagine that the groups represented by the let- 
ters G- and P, I and M were equivalents. By a study of such cases 

the alternates ana variants for the most frequent groups were class- 










9 




1 



* 



V * 



iflea and later identified. 

To illustrate the enormous increase in difficulty of lo- 
cating such a phrase as MORGEN ICSLDUNG, which formerly had been so 
easily identified, it mav be stated that whereas at first there was 
but one group to represent KELDUKG and one each to represent the 
various parts of the day, at the end of a year there were in the 
code-book the following groups for the same expression, each- having 
three variants . 

ABEND MITTAG 

MORGEN TORI! IT TAG 

MEL DUNG , NACHNITTAG 

A BEN DUE LDUN G ' VORMITTAGSIiELDUNG 

MORGENIAELDUNG MITT A GSMELDUN G 

HA CHMITTAGSMELEUNG 

Despite this increase in the number of variants,' code 
messages could still be solved, though not so readily, because of 
the carelessness and ignorance of rhe operators responsible for en- 
coding the messages, a fault of which the German operators were on 
the whole much less guilty than cur own as time went on. Though 
the use of the variants was recommended time and again, the opera- 
tors failed to do so and it was only after a long period of inspec- 
tion and strict regulation that the roles for the indiscriminate 
use of variants were followed. At first, the German operators 
had the idea that the variants were to be used only in case the 
group were repeated in a single message: i.e., if the group had 
to be used three times the first time he would choose the first of tt? 
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the series of three variants, the second time, the second one, etc. 

As a result, the first group in each set of variants was by far 

the most frequent and a great deal was detracted thus from the value 
of the alternates. Later, however, and possibly -af&e-a? the result of 
regular instruction in special schools, the German operators improved 

i 

. vastly and the repetition of a group within a message became indeed 
a rare phenomenon; also all three values were used indiscriminately. 
Another important factor was that the rule prohibiting the spelling 
out of a word, the equivalent for which existed in the code book, 
was not strictly followed. The most flagrant violation of these 
rules was encountered in one message sent during the month of Sept- 
ember 1818, which was as follows: 

DSZ v DHR (H40 v ) T-3.09.18. 10.10 CHI-10 

HOCHANTENNE 
UAR KUE 8HN ALT RZN ASH SAX RZN RZN SAX 

This message, after we had decoded it (by means of a cap- 
tured code book) caused us much chagrin, for had we not hesitated 
to follow through to 'its completion the clues offered by the re- 
peated groups, we might have broken into this code in the early 
part of its life. This case also emphasized to us that one must 
not hesitate to assume such an occurrence as the spelling out of a x® 
word or a phrase which is already present in the code book, even undo? 
the best controlled conditions j.-’f or the word AHTENNE was among those 

r * 

which suggested themselves to jus, but because of what we regarded as 

its high degree of improbability, it was not tested very thoroughly. 

The next important changes were as follows: 

. cL 

1) The compounds number 8 from 10 to 30 were added. This nat- 
urally resulted in increasing the difficulty in locating numbers, 
especially military unit nn. bars. Fhere&e formerly in order to 
indicate the 135th Regiment, for example, it was necessary to give 
the groups for 1, 2 and 5, the same could now be represented by two 
groups, 12 and 5. This also tended to reduce the frequency of the 
number 1 very greatly. 

2) Various frequently used words which formerly had to be 
spelled out were added. For example, a case which was rich in its 
harvest of spelling groups was the following: 

/ vV D-I ST-I -LL- IE-F-TE-^S-r A SSER 



prCLAi OlFltD 
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Sow, the whole phrase DISTILLIEETES EASSER was represented 'ey one • 
group. Other additions of much importance were the groups repre- 
sent ihg the words TELEFON, RUFKAMEN, SCHLUESSELKEFT, etc., which 
formerly had to he 3pelled out. 

3) A table of the hours of the day was added, giving for each 
hourly and half hourly period of the day three variants and also 
having two complete sets, one for the morning hours, the other for 
the afternoon hours. Thus at one stroke, the entire set of groups 
by means of which it was possible to locate very quickly the prepo- 
sitions VON, BIS, ZWISCHEN, the word tjhr and also the very import- 
ant numbers from one to twelve, was destroyed, and from then on 
such identifications became very difficult. The enemy also added 
a smaller table giving two alternate equivalents for periods of 
time from five minutes up to 55 minutes. 

4) The entire procedure with respect to nulls or blind groups 
was changed. The nulls increased in number from 12 to 50 and 
\?ere distributed in sets of 4 at the bottom of nearly every page in 
the code book. The instructions were to use them very liberally 

and especially in messages consisting of only two or three groups . 

✓ 

The first code in which their use in such a manner was discovered 
was in Albert Code No, 10. Long after the break was made into this 

code, in fact weeks after the code went cut of effect, continued 

/ 

study of this coaelbrought to' light the fact that the high frequency 
groups for which no values could be found, and the presence of which 
nevertheless did not seem to interfere with the sense of most mes- 
sages were nothing else bat blind groups. Three ef four of such 
groups having been identified in perfectly legitimate places, such 
as betv/een spelling groups, these groups were traced throughout the 
text, when it was noted that here and there an entire message con- 
sisted of nothing bat a series of these blind groups accompanied 
by the groups for UI EITGS FUHKSPRUCH . Following up this clue it 

soon became ap parent /that the enemy was sending as practice messages 
chains of blind gfeups with perhaps one or two “real" groups in the 
whole message. By following out this clue, the entire series of 
about 50 blind groups was identified. 
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Now a little thought will show that such a method of employ- 
ing blind, group put new difficulties in the way of the code solver, 
for the blind groups, if used with discretion, would behave exactly 
like numbers as regards first, their irregularity of interchange 
and second, their coloring in the indexes, since they could be 
placed anywhere in a message. 

It became necessary, therefore, to find some method of dis- 
tinguishing nytmbers from blind groups, for at the beginning when 
the code-solver has hardly any guiding points at hand, once having 
started out on a false track, he might- readily classify and build 
up as a whole series of nu-be rs what really was nothing but a 
series of blind groups. 

The clues for distinguishing them were found not in any 
particular characteristics of blind groups themselves, but in the 
characteristics of the blind groups as used by the Germans: they 
carried a good thing too far. The operators got into the habit of 
turning to a page and transmitting the series of blind groups in 
the order in which they stood on the page. The result was that 
as the text accumulated, and the blind groups stood out because of 
the frequency and ubiquity of their positions} the finding of indi- 
vidual messages with a chain of such groups scon confirmed their ide: 

t-ificaticn as blind groups. Very often, furthermore, a blind 

/ 

group would be found between two groups which in other places formed 
a bigraph, a very clear confirmation, therefore, when several 
cases like this were found, 

s 

It should be added, however, that when there was really 
important traffic going on, the operators seemed to forget all 
about blind groups. In other words, the lavish use of these was 
confined to practice messages and to messages coming from a quiet 
sector. 

The addition of all the groups mentioned above, together 
with an increase in the number of variants for the important groups 
necessitated the addition of the letter § to the series of initials 
letters raising the total number of possible combinations from 2,038 
to 3, £04 combinations. 




r ' j > ; f . r. ^ t- -p 







radical. 
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The final additions and changes to the code v/ere even more 



i ■ 



l) More spelling groups were added, this time (a) for infre- 
quent combinations in German, (b) for frequent combinations of 
letters found in the French names of towns, such as AIK, AGNE, ANCE, 
AUX, BOIS, etc., etc, 

3) The adoption of an enciphering table containing cipher 
equivalents for paira of letters ; this table was to be used in 
spelling out place names. The following is a translation of the 
directions for the employment of this system, as contained inlbhe 

70-77 % k ‘ ; 

code-book itself (see pages -^r of Exhibits 4# and *r4>) : 

SYSTEM FOR THE SPELLING OUT OF WORDS. 

The Encipherment. 

l). Write the word to be spelled out, writing the letter ‘l 1 

as’AE*, *0’, as ‘OE’, ’U* as »UE’* for example, Dusseldorf - Buessel 

dorf. Divide the word into pairs of letters. If after this an 

unpaired letter remains at the end, add to it a recognizably dummy 

letter, for example J, X, y or I. 

Example: The word DUESSELDORF would give: DU-ES-SE-LB-OR-FX 

lx 



i 



2) Encipher eht pairs of letters thus formed by means of the 

* 

i 

! Enciphering Table. This is done by finding the pair of letters 

and setting down the pair of letters standing beside them in the 

! / 

| table . 

j 

[f Example: Dl*LZi FS=«?TJ SE=CH; LD=SEJ 0R=3V; FX=WD. 

| 3) In front of ever.* enciphered pair thus found place as the 

third letter A, K, R, S or U. 

, £ Example: KL2 AJT UCH SSE RBV SWD. 

f — 

1 4) Count the three-letter groups formed in this manner, find 

z*' y.%h& SPELLING SIGNAL corresponding to this number, arid set it before 

I 

! these groups. 

I The Spelling Signal indicates to the decoder how many groups 

| following it are not to be found in the code-book but were built 
| up by means of the Enciphering Table. 

Example: KLZ AJT UCH SSE RBV SWD. 

There are 6 groups. The Spelling Signal for "six encipher 

pairs of letters follow" is UPF, It is set before the groups. 

UPF KLZ AJT UCH ’ SSE RBV SWD 



r 








» 
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SYSTEM FOR SPELLING 
Deciphering . 

If one finds in decoding a message the following meaning 
group: 

"There follow (number) enciphered pairs of letters", then 
as many of the code groups following this signal as are indicated 
by the number are not to be sought in the "Decoding" part but are 
to be treated as follows: 

l) Strike out the first letter of every group, so that 

t 

pairs of letters remain. 

Example: The message reads: 

h>UMS UEC AUQ KNU RCV SRY SHZ UQS SFI ’ •- 

I UUS STATION 

UEC — The re follow 6 enciphered pairs of letters. 

The initial letters, therefore, of the succeeding six 

groups are stricken out: 

■ A 

4 t jq £nu Acv £ry &tz to2 

2) Decipher the pairs of letters thus formed by means of 
the "Deciphering Table", This is done by seeking the pair of let- 
ters and writing the pair of letters standing opposite in the table. 
By writing together the pairs of letters thus found, the clear text 
results. 

Example: 

UQ - DU, ITU & ES, CV - SE, RY - LD, HZ * OR, QS - FX. 

DUESSELFORFX r DUSSELDOEF 

3) The ccue groups then following in the message are looked 
up in the "Decoding" part. 

Example; The group SFI follows. SFI - AHRUFEN (call up). 
The aecoded message reads: STATION D^JSSELDORF ANRUFEH. 






No further explanation of this system is necessary. The 
Enciphering Table changed with each code, and the equivalents were 
at random, there being no system whatsoever to the construction of 
the table. 

A study was made to determine whether such enciphered spel- 








m 



4-lfi 






■ h i 

ij 

'irs. ^ 

,» ? * 



*■ A’ } 
V * 1 
■* r -*l 



.* i 

• - 



* . 3 

- 5 - 

;' t 

v - * . ~3 



REq^ID : A2 4 5 8^7 Q 

'ling groups could be detected in the new code text, whether the 
Germans were actually making use of this table, and if so, to 
what extent. A large chart. So x 36 ^ was made. Each one of 
the 676 smaller squares was divided into five parts and the text 

was recorded in the following manner: 

C- 

Suppose the group RAEf were to be recordea in this chart. 

The group belonged in the large square determined by the letters 
Cd 

A and ^B, and on the line reserved for the letter R.a check mark 

Cr 

was placed. A. group UA# would go in the same square but on the 
line opposite the letter U a check -w&e placed. Thus: 



etc. 



B 

E-Ill 

R-ll 

u-lift 

S-lll 

A-llft 



E .etc. 



R-l :' : : 

U-l : : : 

S- : : 

A- : : : 

1FI : : : 

R-(llft 11*1 lift lift) 

U-lI 1 : : 

S- : : 

A- : 

,^^-v : 

:R — : : 

;U— (lift lift lift lift) 
: S- : : 






Row the theory was that since any one of the 'letters 
K, R, U, S or A could be prefixed to these -encipherments, a square 
which shewed a diversity of prefixes might well indicate one of these 
spelling groups, whereas a square showing a high degree of constsrcy 
as regards initial letters would be likely to be a code group. On 
this basis, the group AB as shown in the diagram might well be an 
enciphered spelling group, whereas RBC and UCD are probably coae 
groups. To check this up, supposing that the groups ending R3~ 
were found in the following chains: 

ATE RAX EUN f RAB < BAY RIY UCT 



RCY KAX KUH UAB 1 RAY EIV AUK 



AT Z ITAX RUN t KAB SAY UIY RIP 

ROY SAX UUI? \ SA P KAY AIY E!TB 

ATE A AX AUN <EAB RAY SIY EOL 

I 
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finding of such sequences would be a ^okplete confi zmati on of th 
theory that we have here an enciphered word of five digraphs which 
begins with the group AX and ends with the group IV. The constancy, 
of the groups ATR and ROV shows then to be the spelling-group signal 
for five groups whereas the inconstancy of the groups following the 
enciphered spelling groups shows that miscellaneous text follows. 

A fairly exhaustive study of the text of one code failed to 
disclose such phenomena, whereupon we were led to conclude that 
the enemy was making very little use of this table, Thi^oonclu- 
sion was completely substantiated when a copy of the very next 1 code 
'was captured and it was found that the use of this table was indeed 

rare . - /rib * ^ n .^ t .un n*-- 7 * j 

3) The extensive use of and change in procedure as regards 
DECHTTAMEU . 

This was probably one of the most important changes in 
the entire development of fehe code, because of the stumbling blocks 
it put in the way of the solution. 

jx Y , a6 on iy a fter listening-set stations were established 
on the Vestem Front, and their possibilities discovered that all 
the warring forces found it necessary to- adopt a whole system of 
conventional or code names to designate the various Military Units, 
artillery-groups, support-groups, observation-posts, geographical -J 
points, etc., all along tha' whole front. The Germans called them 
DECKHAIfEN (literally "cover-name^ or disguise-name^’) . Up until 
the winter of 1917, and early spring of ISIS, when a DECKNAKEN was 
used in a code message, it had to be spelled out. The result was 
then that such a practice aided very considerably in the soluti on of 
spelling groups. Ey the end of spring 1918, however, a most rad- 
ical change took place in this respect, as a result of the very 
simple expedient of applying code-groups to the DECKITAIfEH, and 
changing not only the latter every few weeks, but also changing the 
code— groups with each new chan ge of code. The very earliest code- 
books had pages assigned for code-groups of PECIG'AUEU and 0 PTSVAIIEIT 
or place-names, but ther were not made use of to any great extent. 
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But later, when their importance became understood, frith the issue 

of each new code, a list of DEC-KIT A MEN equivalents for each sector 

3 ww-«m 2 4 v>v-j «_ Jludr'Wjk. u.J» 

was provided^at either Corps or Array Headquarters. These were * 

written in by hand, or the typewritten sheet was pasted inside the 

book, at the proper place, by each unit receiving: a copy of the 

code-book. Note pages 21-24 in the photostat copy of Albert Code 

(o 

No. I7/fT xhibit and=4itsf 






<x_ 



It is obvious that, as a result of these changes. 



■* •_ 
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^2T) A marked reduction in the use of spelling groups and of 
numbers was thus effected; 

J&) Even if such code groups were solved no actual identifica- 
tion of Military Units or of positions could possibly follow except 
by circumstantial evidence. 

It should be added that the greatest effectiveness c-f 
DECKNAMEN was during positional warfare, since in warfare of move- 
ment, most of the units and groups shifted places. At the beginning 
of their employment, the custom was regularly to begin the message * 
with the DECKNAMEN of the unit addressed and to end with /that ' Vf** 

rwu»ir 

the unit sending. As a consequence it was very easy to locate 
these DECK!? A MEN and upon seme occasions certain deductions were 
possible with regard to reliefs and changes in battle order; namely, 
when a unit bearing a g i ven^DE CKN AMEN was feund^to disappear from 
one position and ^rt^suddenly reappear in another position, indica- 
that a unit had moved and failed to takt the DECKITAUEM of the unit 
whose place it was taking, a procedure which was absolutely against 
regulations. However, later even this method of using the DECK- 
NAUEN, which resulted in their bee among conspicuous, was amended, 
so that they could not be distinguished from the names of Military 
Units, such as regiment, brigade, etc., or at least only vith great 
difficulty in a quiet sector. 

In addition to these DEC ENA MEN arranged in alphabetical 
order there was a special table in the last codes by means of which 
the code-groups representing, let us say, the DECKI'AUEN of a given 
artillery group, changed with every ten-minute period. 
tb U- t a ble v i r ill -b>e-ufcunvd--<nr-p^e-s---g5 ^~~0 , r ~ E: dri ; biim.l. Q.) 1 ft 
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Suppoe^g the time given by the G^R^an operator t&s 1Z.ZB, 
and the message was addressed to group MARS, the code name was ROR, 
If this same group was addressed at 10.32 its DECKITA MEK would he 
represented by AZI. At 3.55 it would be addressed as RYI, etc. 

In other words, the DECEKAME1I would be chosen according to the 
column under whichrthe minute-period for thepart icular message fell. 

It is not known to what extent the Germans made use of this table 
in every sector, but in certain ones, it was used a great deal, 
and with good effect. ’ . 

In order to make clear the nature of the change which is 

* 

to be desc-ribed now it will be necessary to recall to the reader 
ttat the first process of solution of a code, namely the process 
which has been termed classification above, was dependent upon 
the external characteristics of the maiilsets of groups in these codas 
as determined by their usee. Spelling groups, for example, had the 
chief characteristics of appearing in chains, in more or less defin- 
ite positions. Supposing now that the code groups of which a messaf 

^ 

composed tre-re shifted about so that all constancy or/feguTarif : ^ 

_ 1_T i 

of position of any code group w&s absolutely broken up; it is easy 

U-’VV-dA C>-c_ 

to see that the greatest of all stumbling blocks had— been placed 
in the path of the would-be-code-solver. 

'VwO^f 3 Supposing even that classification of spelling groups 
could be made, it is clear that the difficulties in the way of 

r 

building up a word whose parts were scattered and mixed about within 
a message would be enormous. This is exactly what the Germans did 
as regards their practice messages, by means of an apparently random 
distortion which resulted in a complete transposition of the groups'^ 
comprising the messages. This phenomenon was first encountered in 
the Three -Humber Code and, of course, evidence was soon found in 
the Three-Letter Code rhat she same practice was being followed. 

It was not until the capture of the code-book applying to Albert 17 
(Exhibit enabled us to decode completely the text, that full 

confirmation of this procedure was found. A few attempts to de- 
termine the. nature of the transposition 'were unsuccessful and it 
would seem that it was intended to be more or less of a test or a 
puzzle for the receiving station to put together the distorted mes- 
sages, aside from confusing the enemy code experts. 
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•As signals for distorted messages, the enemy had & table 
N ~B4 — cl Ibi -i r , which changed with the code. These signals 

/ changed w44 h -t - h e dat -e daily. Examples of such messages are given 
"V ‘ subsequently on pages . 

As stated above, such tricks were used almost exclusively 
in practice messages; consequently, in an inactive sector, where 
very little real traffic was necessary, by fall of 1318, the text 
presented a rather hopeless case to the code-solver and it must be 
admitted that hardly any information of value was or could have be© 
secured therefrom. As soon, however, as the sector -began to be 
active the entire complexion of the code changed and took on the 
2( regularacppx appearance of real code text, and it became possible onct 

Z^Njiicre to dig in and to extract useful information. 

N CTH of T l ME C0P£ S H'gffE IM US £ 

' IiT'alT - t ha t~~h a s preceaed no mention has-been' made, of the 

factor which was of the highest importance in the solution of a 
code, i.e., the "life" of the code, or in other words the length 
of time it continued to be in effect. Below is given a table show- 
ing this information. 




G - Sector 



W I 

. - . * ? 

- i 

* r I 



Type 


Name 


No. 


Commended 


Ended 


No. de 


KRU 


Erit z 


3 


Aug. 39, *17 


Oct . 30 


63 ) 




n 


6 


Oct .30, 


Nov. 26 


28 ) 




n 


11 


Nov; 27, 


Dec . 36 


7.0 ) 




ti 


14 


Dec. 37, 


Jan. 28, *18 


33 ) 




n 


19 


Jan. 39, *18 


Feb. 38, 


31 ) 




it 


33 


Mar.l, 


Apr. 4, 


35 ) 




n 


38 


Apr. 5, 


May 5, 


31 5 


ERUS 


Jean 


1 


May 5, 


May 33, 


18 ) 




« 


3 


May 34, 


Jrqie 30, 


38 ) 


ERUSA 


Andr^ 


3 


June 21, 


July 14, 


24 ) 




n 


7 


July 15, 


July 31, 


17 ) 




n 


8 


Aug.l, 


Aug. 14, 


14 




« 


9 


Aug. 15, 


Aug. 31, 


7 ) 


ERUSA 


Marcel 


1 


Aug. 32, 


Se vt . £j 3 , 


33 ) 




n 


n 

Cj 


Sept. S3, 


Oct. 3, 


11 ) 




ti 


3 


Oct. 4, 


Oct. 13, 


9 




TI 


4 


Oct .13, 


Nov. 3, 


23 ) 




ti 


5 


Nov. 4, 


Nov. 11, 


8 ) 



i 





i-vi 
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il - Sector (Albert Code) 
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Type 


So. 


Commenced 


Ended 


No. days 






KRU 


6* 


Dec. 2-8, 1917. 


Jan. 2- 5, 1918. 


39 . 


> 




f M A 




7 * 


Jan. 38,18 IS. 


Feb. 21, 


37 ; 


) 




• 1 \ x. 
..a-r 




8* 


Feb. 23, 


Mar. 21, 


38 I 


) — 


35 




s** 


Mar. 23, 


Apr. 4, 


i4 : 


1 




^ v! 




10 


Apr. 5, 


Apr. 29, 


25 ; 


) 






ZRUS 


11 


Apr. 30, 1918. 


May 19,1918. 


20 ) 




it 




13 


May 30,1 


June 6 , 


is 5 — 


21 


7 ’ - 




13 


June 7, 


June 30 , 


34 ) 




r; • 1 

J •• v .• 




i £ 


dbchyxx. 


•xnxyuxi. 


i£ 






' ■ * 

% f 


KRUSA _ 


14 


July 1, 


July 14, 


15 ! 


i 




* 




15 


July 15, 


Aug. 6, 


33 


i — 


18 


<*- ■ t 

i> 




16 


Aug. 7, 


Aug. 31, 


15 ) 


! 






KRU si 


1? 


Aug. 33, 


Sept .16, 


26 ) 








18*** 


Sept. 17, 


Oct. 31, 


35)) 


— 


37 


■ i 




19 


Oct. 22, 


ITov. 11, 


31 ) 




•? 


* Albert 


Codes #6. 7, and 8 were 


called I'Tancy Code 


#1, 2, 2 


■nd 


3, 


t 


until the 


French 


Code Office informed us that they 


had applied 






the name 


"Albert" 


to this code. 











** 



Sometimes a code changed at the beginning of an offensive. 




KR05A 

*** This code ran longer than any other -one known. It was at the 
time of the St. Kihiel operation, when the German organization was 
t /A oo^Pie^ely disrupted evidently. 



It will be noted that the average life of the early codes 
was much longer as compared with that of the latest codes. The 

reader will understand by this time the importance of this factj 

for the ease of breaking into a code varied directly with the 

amount of material. In the early codes, when no great difficulties 

/ 

were encountered, the text' of one week was sufficient to enable 
a break to be made into a new code, and by the end of three weeks, 
messages were being read by us as quickly and almost as completely 
by the code-off ice^ as by the enemy. But when the codes became 
more and more difficult, and at the same time the life of each one 
was made shorter and shorter, the amount of information that was 
received was .very greatly reduced. 

The question may be raised "how vras it determined when the 
code had changed?" This was not a difficult matter at all, and 
sometimes was determined even to the exact hour from external evi- 
dence alone. 
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* ' The expert soon acquires a highly trained visual memory 

without which he is lost in code work. As stated before he must 
be able to recognize on sight the frequent groups and he should be 
able to remember their relative positions 'in messages, even their 
preceding and succeeding groups, what bs^raphs, trigraphs, and poly- 
graphs they form. Certain sequences are familiar to him, end 
his memory becomes so trained as to enable him even to remember in 
what message a certain polygraph occurs. Row when the text takes 
on an unfamiliar, wholly new appearance j when new groups suddenly 
spring into prominence, with a sirsii: disappearance of the old, fam- 
iliar, frequent groups, together with their combinations, the code man 
becomes aware of it at once. The change in these codes could be 
determined to the very day, and it was usual to recognize it not 
later than the first day after the new code went into effect. 

The code officers, thereupon notified the chief recording clerk 
who had a set of new index books prepared and the recording of the 
new text began at once. 

It should be added that at the end of the summer of 1918, 
the number of code groups in the trench code had increased so 
much that the Germans adopted the umlauted letters for use in the 
second and third letters in code-groups. However, the umlauted 
letters gave rise to so many errors that it is certain had the ar- 
mistice not gone into effect s'o^ soon, the Germans would have dis- 
carded this procedure and would have added another initial letter 
to the series. 

It will be interesting at this point to compare the "Pre- 
liminary Remarks" tc the early code-books with those applying to the 
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PRELIMINARY REMARKS 

1. All reports and orders must be encoded by means of the 
code-book. Clear text may be sent by wireless only in case of 
extreme necessity. 

The mixing of clear text and coded text, as well as the 
insertion of uncoded numbers, time groups, hyphens or punctuation 
in the code text is forbidden. Phrases and sentences which may 
be transmitted by one group in the code-book must not be expressed 
by their individual parts) for example, "IN UNSEHER HAND by IN-UNSER 
HAND. • 

Words and word-endings which are not absolutely necessary 
for the understanding are to be omitted in encoding) for example, 
encode BE I FEIND instead of BEI-M FEIND-E, etc. 

2. The code-book consists of the part "Encoding” and the part 
"Decoding", and contains three-letter groups of which the initial 
letter is A, E, R, S or U. 

a) The part "Encoding" contains the following sections: 

• IMPORTANT REPORTS 
GENERAL REPORTS 
STATION AND SERVICE REPORTS 
WEATHER REPORTS 
PLACE NAMES 
MILITARY CODE NAMES 
NUMBERS 

HOURS OF THE DAY 
LETTERS AND SYLLABLES 

auxiliary Signals ' 

PTr-THTTIATTOF 

VOCABULARY ’A HD BLIND SIGNALS 
SPELLING SYSTEM 




For the Military names (Staffs, Formations) only the code 
names "under the "Military Code Names" are to be used, not the real 
designations. The numbers of the lines in which the code-names 
for divisions, brigades, regiments and battalions are to be inserted 
will be determined by the Grukonach (Corps Signal Commander)) the 
remaining code-names will be inserted in places where desired. 

In the part "Decoding" the conventional name is to be in- 
serted by hand opposite the six code groups which belong to it. 

For simplifying this work these are indicated by a pair of crossed 
















/ 

c 



•rv{ 

RE^^TD: A245aji-7 ^ 

■daggers. The use of other code groups for the designation of 
conventional names and the use of the code groups indicated by the 
crossed daggers for the designation of other meanings is forbidden. 

The names of places must be inserted and provided with code 
groups by the wireless detachment itself according to its needs. 

The code-groups which have been provided for such supplements are to 
be taken from the part "Decoding". The employment of other code- 
groups by a recourse to groups with new initial letters is forbidden 

Such military names and place names as are not provided for 
in the complete filling in of the code-book are to be transmitted 
by means of the "System for Spelling odt Words", -which is found at 
the end of the part "Encoding" . 

The Auxiliary Signals are placed immediately after the 
groups whose meaning is to be changed. For example, if it is de- 
sired to encode A-TGEFORDERT, the signal for MITTELWORT DER YERGAK* 
GENRE IT is placed after the group ANFORDERIT J thus, SOA UID. 

The Auxiliary Signals will be used only when necessary in 

r 

order to avoid an error. 

Blind Signals are inserted at the foot of every page . 

Liberal use is to be made of them. Above all they must be inserted 
at random in frequently recurring, similar or stereotyped reports ant 
orders. 

/ 

Short messages which consist of only one or very few groups 
are to be disguised by the addition of several blind groups . 

In decoding^ these blind groups are merely omitted. 

The vocabulary is arranged alphabetically. The umlauted 
vowels % and U are also contained in the vocabulary] 6 is treated 
as 0. In adjectives, the group for the uninflected form applies a 
also for the inflected forms; for example, the group for GROSS 
applies equally for GROSSE, GROSSER, GROS SES , etc. The group for 
DIESER applies likewise for DIESE, DI EgES, DIESEM, PIE SEN. 11:6 
group for the infinitive applies also for example, ABFLAUEH, for 
FLAUT A3] HEHEEI* for HIMKT. Reflexive verbs are to be sought under 

j 

the verb] for example, SICH, AUSDEH5EN under AUSDEENEN 8ICH] SIGH 
EIUGRABEK under EIKGRAHES SICH. Phrases like AUF DEM RE CRT EH 
FLUGEL, UHTER FSUER HEHfiEII, El GERE ARTILLERIE, HAT AUFGEhBrT SU 
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SpIt, are inserted once in the alphabet according to their first 
word (AUF, UNTER, EIGEHE, HAT, ZU), and then again under the suc- 
oeeding noun, verb, etc. ( FLuGEL, EEOER, ARTILLERIE, AUFHOEEIT, 

SPAT). In similar manner the frequently recurring forms of the 
auxiliary verbs and verbs such as 1ST, TAR, FIRD, KAHN, GENOLSNEN 
are to be found once under these forms and then also under the 
infinitive tc which they belong (SEIN, UEPDEN, K0N1TEIT , NEHMEN) . 

For the spelling of words which are not contained in the 
code book individual letters, double letters, and syllables are set 
forth under the section LETTERS AND SYLLABLES. 

The SPELLING of words which are ‘ contained in the code-*book 

I 7 ~ 

} is forbidden. 

If there are several code groups for a word or a phrase, 

m 

these groups must be used at random, for example even if the word 

t 

occurs only once in the message, the group which stands in the firfet 
position in the code-book is not to be chosen invariably. 

b) The part "De coding” contains first the three-letter 
groups with the initial letter A, then those with the initial, letter 
K, R, S and finally with the initial letter U. 

At the end of the part "Decoding” there is the Enciphering 

Table of the "System for Spelling. 

/ 

3. In a change in Code-Groups it is necessary to pay particu- 
lar attention that: 

1) The change is made in the|part "Coding" ana the part 
"Decoding". 

2) Those groups whose significance appears in several places 
(see above; AUF DEM RECHTESS FLUGEL, tF T TER FEUER NEHUEIT, ZU SPAT, 

1ST, FAR, EA TT IT, ETC.) are changed in all the places. 

For simplifying this work, these groups whenever they ap- 
pear twice, are indicated with an asterisk. 




As an example of the method of breaking into one of these 
highly complex opdes the following brief description of the steps 
actually used in the first solutions of the spelling groups in 




c. 
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‘ Albert Code #18 are given. This description was given in a re- 
port by the writer under date of Oct. 39, ISIS. 

The procedure involved the application of no new princi- 
ples. The steps nay be outlined briefly as follows: 

1) Determination^ Military Units, PE COTA MEN, and PUITKT. 
The groups representing these were fairly easy to detect from the 
coloring of the occurrences, in accordance with the scheme rre- 
viouslj*- described. Two probable PDMIfTS were located, XBY and XAF. 
3) Determination of the interrogation points and allied 

groups. 

Among the groups studied above there appeared two groups, 

SZA and AQY, which showed mainly red and yellow, and which were 
often found in a brief message, often followed shortly thereafter 
by w r hat appeared to be the answer to the preceding dispatch. The 
messages containing these groups, moreover, came from various sta- 
tions, eliminating at once a supposition that the groups concerned 
were signatures or DECEMAMEN. Accordingly the two groups SZA and 
AQY were assumed to be ^interrogation point". This assumption 
was corroborated further by a study of the initial groups of the 
messages concerned} there were found several groups which might 
well be the inte rrogati vss FO, FIE and FAS, not only from the color 

as shown in the indexes (green) but also from the fact that they 

/ 

appeared most often in these short messages terminated by the 
groups SZA cr AQY interchange abl y . 'A study of these suspected in- 
te rrogati ves resulted in the identification of the groups for FIE 
and FO} ana these soon led to the identification of AFP as the verb 
1ST. The latter was corroborated by the frequency and color of 
the group as shown in the index, and also by the fact that several 
of the short messages mentioned above commenced with the group AFP 
and terminated with either SZA or AQY. 

3) Identification of spelling groups. 

The first group sought was AM. In the "Albert" Codes 
this grcup does not manifest itself as clearly as in other codes, 
but it was" possible to isolate two groups which loc3:sd fair, KIG and 
AIM, cf which the former was the mere frequent, with the formula 
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% ) (see Page — ) 35-11-4-4-0-19-1. Both of these groups were followed 
occasionally, hut not frequently, hy groups previously determined 



yj ^ Units. 
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An attempt was then made to classify by means of the in- 
dexes alone some spelling groups without, of course, endeavoring to 
make any definite identifications. Following the principles eluci- 
dated on pages , many were found and these were underlined in greai 

throughout the text. The following message was noted: 
xikxxxxKX^xxxK SKxxxJtx 

1) 1ST REGT. =?- 

• UHW USE AFP UCX REV jgJZj AQY 

The word W-ER suggested itself for trial for the first 
two groups. The group USE (formula 27-1-1-5-2-12-0 ) seemed ex- 
cellent for ER; and there was nothing to contradict the assumption^ 
that the group UHW (formula. 14-3-1-0-0-13-2 ) was V. • 

Among the messages containing longer chains of spelling 
groups there were the following: 



h 

V'-V m 


a) 


From 


etation GEP to 


station LNQ 


time 


. . 07 : 30 






Jig 




\A3L 


REB KJO ETU 


ER 

AJV RGG USE 1 


[ ERU 


1ST 
RQQ AW? 


SEN' 


WO 

AGE EAi 


'wl 


- 


SLA 


AXN 










: 


V 

- * 


3) 


From 


station LNQ to 


station GEP 


time 


... 08.00 






il ‘ 


! 


1ST 

AWP 


AN DIV 
EOM AIM UPQH 


,UZA JAEL REB 


EJO 


ETU AJV 


RGG 


ER 

USKjSZi 


A 4) 


From 


station GEP to 


station LNQ 


Time 


... 08.25 






i 

<4 


f 

) 


EOM 


AN 

EIG SXO SYU 

1 _ _ 


EJO ETU PJY 


RGG 


EMU \ UIJ 


ASF 





The following suggestions presented themselves: 

Message #2 is addressed to some person whose name is spelled 

out] message #3, directs a question to die sender of message #3, in- 

U>W o ri 

quiring whether the message is for that person or for 1 le a-r y 

message #4, answers the question saying that message #3 is for 
that person. It seemed therefore that the group EOI! might well be 
FUNKSPRUCH. This group was found in the following rn.es sage: 

5) 



AN 1ST 

EIG UFW UR3 AFP EOM 



-?- 

-SZA 



rv . n m 
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Sines UFF appeared only twice throughout the text, and 
since the two letters F and H nay bs confused easily (F#,.-. 
and H ) it was not too much to as suns that this group was 

really UHF (=. W), whereupon it seemed safe to assume URB to equal 

EE, making the message read * A1MMEE- 1 c T-FUNK SPRUCH ?" It 

may be well to note here that -such corrections are often necessary 
and the assumption of an error in the text on the ground of probab- 
ilities alone should not be regarded as gratuitous. 

Attention was then directed to^fche spelling groups forming 

the name of the person addressed in message First of all it 

seemed best to try to determine the length cf the name. From a 

consideration of messages #3 and #3 it will be seen that the name 

3 

certainly ends with the group USK (=ER) and begins either with A^L 
or REB. It will be recalled that a copy of the code book apply- 
ing to the text of the preceding "Albert ” Code had been captured. 

In the text decoded by means of it, there occurred the name ?*U-TT 
K-AU-ER, also P-U-T-K-AU-ER and BUTTE-K-AE-EE. This seemed to 
offer a good clew to the name concerned in the messages finder 
discussion and a trial was therefore made upon this basis. 'It 
also seemed best, on consideration of frequency, to split up the 
groups as follows: 



. 6) 






T> 

M 


U T(T 


) K 


AIL ER 










ABL 


REB KJO KTU 

f 


AJY 


EGG- USK 






I 


t re::. 


ained then 


to attempt 


a corroboration of these 


values 


in other 


portions of 


the 


text. Ee 


re are several < 


of the spe 


lling- 


gruup era 
7) 


ins; “ 


TT 




- 




U 


n 




UYU 


SJU 


UKB 


S T JI RSE 


KTP 


KJO ROR 


UFU 




6) 












U 






* 


* 


* 


UKB GUI 


RSE 


KTP KJO 


ART * 


* * 
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= .= U 




TJ 






UHv7 


A!.: A 


UIA 


KEY KJO 


UQG 


UYV KJO 


•/Tip * 


* * 
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ER 


P 




Ttr 


* 


* 
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UKB AAC 


USK 


IJIL1 PLB 


SUI AAC 


UPJB 




















11) 


1ST 


p 








■ 








ay ;? 


REB 


RKA 


UBT RSE 


SZA 








13) 


* 


* 


* 


US’! UBY 


REA 


j 

UQG UKD 


AUR 




to 

H 


1ST 

AFP 


TJHJ 


* RAT’ SUI 


V 

AJY 


yfrr J pr>0 

■* * ' V 


A?Y 
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Message #7 uas sent on the 3d &s,y of the life of the co&e; 

V 

and if it be supposed that the enemy was following the usual custom 
of calling in the old code books it seemed that such a message 
ought to appear in the early text. It may seem perhaps far fetched 
to have imagined the word S-A-TZ-E-U-CH, given only the assumed and 
as yet uncorroborated value of KJO &s U, but such was nevertheless 
the case; and the values for the parts of this word were therefore 
distributed in this message on the basis of frequency and probab- 
ility, (see page — f thus: 

'?) ' S A TZ B U CH 

UYU SJU UK? SUI ESE KTP KJO POR UFU 

Filling in these values in oth-r messages, samples of 
which are given above, corroboration of most of the assumed iden- 
tifications were found. Using the preceding examples, some of the 
steps may be illustrated as follows: 



( 



r'/s) 



t/° 



S w 

( UHT AMA 

f 


UIA 


-?* 

KDV 


U 

KJO UQG 


U B 

UW KJO KTP 
* 


* * * 


( AMA - I 


UIA 


- LL 


UQG = H 


UW = LA 




( 






ER 


P ' A 


EK 



/ ( 
( 
( 

// yn c 



* * 
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UEB 


AAC 


UKD - BE 


AAC - i 


1ST 

AUP 


/ 

■D 

a. 

REB 


REA 


UBY 


P r A 


- 0 


UBY 


- ST 


* * 


* 


UGM 


ST 

UBY 


UGB =r 


GE A 


UR s 


>.T 



-?- 

SZE SZA 

RSE - (FORT?) 
0 R EE 



/ / ^ 1 / ) 



1ST 



FUIIKS. 


A 


V 


T 


KOM RAD 


SUI 


AJ? 


KTU 


RAD = T 


TRQ 


r (ISC 


P?) 






Once the start was made and the foundation corroborated, 
additional spelling groups me re identified and more words mere 
built up. But it goes without saying that the process of break- 
ing into the code did not go as fast as that described in brief 
above . 
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CALiOUFLAGE OF LIAISOIT. 

It is safe to say that in the early days almost as valuable 
information was secured from merely an external study of the enemy’s 
wireless traffic as from the actual decipherment and decodement of 
his messages. It is also safe to say that had the Germans improved 

and complicated their code without adopting the various measures 
to he discussed below, information of the highestj value could still 



have been secured without solving a single one of his messages. 



vt 

X 

* ■ 




A clear 



ja of the nature of the dangers in connection with 
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f / S S y/ . 

an unlimited and unsuper vised' radio liaison may be gained by reading 

/ / / / 

the document's and extracts which are given at the end of this' report, 

/ / s 

L / * 

By a careful study of the weekly re ports, of the Goniometxic 

Z .. z ... z .. z z 



ISIS, one oi 



Department, beginning with the one ijfSo) the week ending" January"' 28, 

/ / f S ‘ S' 

rain a i good idea. /of the progressive -‘developments. The 

/ ' / z z z z 

whole series of weekly reports fcm mart of the records going with 

/ Z z * 

the report of -she Gcniom&tric Department. 




% 



The important steps by means of which the enemy succeeded 
in disguising his wireless traffic may, be summarized under the fol- 
lowing headings: 

1) Changes in procedure as regards call signs. 

2) Regulations as regards the number and contents and direction, 

of messages sent each day bv means of practice messages, and 

' / X 

spurious activity. 

3) Regulation and complete standardization of methods. 

These will be discussed in order. 




l) Changes in procedure as regards call signs. 

In the early days call signs consisted of combinations of 
two letters, ox a letter and a figure. These call signs were rela- 
tively stable; in some cases a station retained the same call sign 
for more than a mcnoh. 
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Moreover, the German Signal Service sas organized upon a 

somewhat different basis then, the DIFUAS being assigned to divisional 
areas instead of the divisions themselves, and moving with the latter 
as was later the case. 

It is clear therefore, that once having located a station by 
goniometry, as long as its call sign remained unchanged, no further 
bearings needed to be taken. In other words, the location of station 
was a relatively easy matter. Furthermore, by paying -gsa^dr attention, 

an observant intercept operator soon learned all the pecualiarities 

- * 

of the stations under surveillance, and could later draw many valuable 
deductions from any change in procedure, for example, the appearance 
of new operators. 

When all the stations along the front had been charted, as 

long as no changes in call sign oocurred it could be concluded that 

no change in the distribution of forces was taking place. On the 

other hand, the appearance of a new callsign, and the prompt loca- 

A 

tion of the station using it as being between two stations previously , 
located would mean that a new unit had been interposed, or a change 
in distribution of forces had occurred. ho comment upon the im- 
portance of this information is necessary. 

The necessity for frequently changing the call-signs becomes 
apparent, therefore, in order to make it more difficult to determine 

the location and order of stations. The Germans scon realised this 

* 

necessity and by the fall of 1S17 changed began to take place. 

How when a change in call- sign occurred, it was more or 
less a general and progressive phenomenon all along the front, the 
changes being made in succession, and not simliltaneously. Therefore, 
when a general change was made it was easy to fellow up the individual 
stations end note the new calls. Spmetirr.es a warning of a change wor 
be furnished by the enemy himself. For example, this note is fcur.d 
in the weekly report of February 4, ISIS, by our Gonio Department: i 

"A message intercepted on January 37, in Group G-40 man indi- 
cate that a change of call signs is being contemplated". 
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The system of monthly change of call-signs lasted until 
March, 1913, -then the calls began to be changed more frequently, 
some places the calls were changed as often as twice a -seek, and begin- 
ning on March 8, a daily change in signs was adopted by the German 
Fifth Army and Detachment n C". , 

The following extract from the report for the week ending 
March 21, 1818, is of interest: 

" GENERAL, In connection with the present German offensive we may 
reasonably assume the following facts to have a direct hearing on it. 

During the two weeks preceding the offensive an entirely new 
system of changing calls daily (see report for week ending March 14th) 
was adopted by the Germans on the entire Tfe stern Front. The adoption 
of the new scheme on the entire front was calculated to confuse our 
locations and at the same time to prevent our attention from being 
attracted to any one certain sector". 

On May 11th, 1918, all enemy radio stations adopted three- 
letter call-signs, with the initial letters D and G for field stations, 
and W and 1? for aeroplane-artillery stations. Later other initial 
il letters were added. 

On August 1, 1918, a new system of call signs was introduced 
^ on the whole front. In addition to the old system of three-letter 

jt * 



Q 



■J 
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calls beginning with D, G, M and F, introduced on May 1st, new calls 
beginning with L, P ana T we re* 'inaugurated. From a captured docu- 

ment it was found that each station, including power buzzers, was 
allotted ov.e of these initial letters and a number; the initial 
letter remained unchanged for a period of ten days; the two final 
letters of the call changed every day and were obtained from lists 
which gave a series of pairs cf letters for each number. Mew tables 
came in force on the 1st, 11th and 21st days of the month. It was 
so arranged that two station calls with the same pair of final letters 
could not occur in adjacent armieB, and that when such calls did ap- 
pear in armies not adjacent, the same stations wo-id have the same 
final two-letter combinations throughout the 10-day period. 

Sometime s a station would use several call— signs daily, and 
it would change wave-length, or tone when giving alternate call— signs; 
all this was designed to confuse the enemy. 
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W ith fhe^aiiy change in signs, it became necessary to im— 

prove all the work in connection with goniometryj and it also became 

necessary to get out a daily list cf field stations, and to adopt new 

rsfejbc 

schemes for designating locations.^ . 

3) Regulations as regards the number, direction and contents of 
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messages. 

This subject is closely bound up with three apparently unre- 
lated things, viz., (CL) The details of organization of the German 
Ir 

Signal/, (ji) The deductions which can be made merely from the amount 
of traffic, and (ft) The subject of practice messages. 

1 It was stated above that at first wireless groups were as- 

signed to divisional areas, and later assigned to the divisions them- 
selves. Now a wireless station is usually located inthe vicinity 

t ' ^ 

of the post of command which it serves. Since each DIFUA acted as 
a unit, with the divisional station in charge, by drawing lines be- 
tween the stations whose locations have been ascertained by goniom- 
etry and studying closelwthe number of messages passing between sta- 
tions the whole "radio net” of the DIFUA would be ascertained. Thus, 
the arrangement and location of the units within a division would be 
disclosed. 

A particularly fruitful source of information in the early day 
lay in a close watch for "General Calls". It used to be the custom 

when the commanding station had a message to be communicated to all 

/ / 

stations in its jurisdiction to send out a general call sign (equiv- 

* 

alent to Cy„ in international wireless traffic, meaning "Attention! 
all stations". Immediately after, every station in the net would 
flash out in turn its call sign, indicating that it was ready to re- 
ceive. Naturally, by listing each call in turn, the entire radio 
net 'would be disclosed. The calling-up by a general call sign was 
soon strictly prohibited. 

Further, since in the early days, communication between DIFUA S 
wa^ restricted only by the needs cf the situation, by observing 4errag- 
■ Ina r y lines across which messages were not sent or only occasionally 
sent, the boundaries of divisions could be ascertained , also the depth 
of formation, units in reserve or rest, etc. Likewise Army boundaries 
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could "be ascertained* In other words, the entire enemy Order of 
Battle could be secured from goniometric date alone. Ho comment 
upon the importance of this information is necessary. 

In order to destroy this source of information obviously the 

thing to do was to order messages to be sent across these boundaries . 

This gave rise to what is called "lateral communication", or"lateral 

liaison", a phenomenon which began to come into prominence in the 

\ 

Spring of 1918 and continued to be of increasing importance until the 
end cf the war. The nature of the messages which were sent will be 
taken up later. 

As to the second point, regarding the deductions which can 
’'"be made merely from the amount of traffic, it is easy to see that 
unless regulative measures be taken, the number of stations and the 
amount of traffic will be greater in the region where an attack is 
being prepared than in one where no change is being contemplated; 
vice versa, in a sector which has just been active ana settles down 
to "rest", the 'traffic will die down. This is almost elementary in 
nature and it was not long before the Germans recognised the danger. 

It became necessary therefore to regulate the amount of traffic whioh 
could take place on every portion of the front. This led naturally 
to the attempts to deceive the enemy by spurious activit 3 r ; to draw 
his attention away from the point where an attack was really to take 
place and center it upon a point of no importance. 

This statement which may appear at first thought easy to 
do, calls for the highest skill and foresight by the director of wire- 
less camouflage operations, and it must be sale that on the whole no 
very successful plan was made by either 3ide because of the very num- 
erous other sources of information outside the control of the director 



of operations. 

The best that could be expected was to maintain activity on a 
perfectly eveJf level so that an active sector could not be distin- 
guished from an inactive one, nor could one where preparations were in. 
progress for an attack be distinguished from one where no prepara- 
tions were teing‘nade. This could be done best, and was done, by re- 
quiring each station to send not more nor less than a given number of 

messages each day. 
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/a) As to the third point, regarding the nature and importance of 
practice messages many pages could be devoted to the subject. 

THE NATURE AND IMPORTANCE OF PRACTICE MESSAGES 
The problem of keeping the station apparatus in good working 
order and the operators in practice, sc that in case of emergency the 

^station can be relied upon to transact business with despatch and with 

\ 

certainty, is a most serious one. / In the first place, in order to 
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insure accuracy in the reception and transmission of code messages, 
operators must be kept in training constantly] and in the second place, 
in order to insure speed in encoding and decoding, the code personnel 
must also be kept in training. There is another point which cannot 
be over-emphasized with respect to the personnel of the coding office: 
it must realize and he aware of all the dangers to which their code 
is subject unless all the proper precautions in encoding are closely 
followed. The only way ih which the encoder can avoid making the 
unnecessary errors which allow an opening for the enemy code expert, 
is constant practice and a familiarity with his own code . For this 
reason it i s advisable that all of the business of a wirel e s s station 
be transacted in code by compet ent e xperts . 

To combine now the requirements necessitated by these three 
conditions discussed above, viz,, that: 

1) Messages must be sent across boundaries, 

2) " « w limited in number, 

3) " h « sent for practice, * 1 

a vfcole system of well regulated wireless activity was maintained by 
means of practice messages. It is obvious that unless these messages 
be in the current code in all cases , the purpose for which they were 
sent would be defeated, since the code experts would be able to tell 
spurious messages from real ones by their external appearance alone if : 
they were net in the code in effect at the time, 

/ 

Stations, therefore, were required to send messages to the 
right and left across boundaries, the number of messages which could be 
sent was limited, ’ and had to be made up by practice messages in case 
there were not sufficient real messages to make up the required number. 
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andthesa messages had to be in the current code, in the nature of prae- 

i 

* 

tice messages. 

Let us now take up the nature of the practice messages. 

*- jf They may be divided into six types: 

t ^*** !r ***~*l^) p rao tice tactical or station operation messages. 




As this heading indicates, these messages were put up 
exactly the same as though they were real tactical messages, there 
was added some group designating the message to be "practice n . Such 
designations were usually: 

DIES 1ST EIN UEBUNG FUNXSPRUCH OHNE SI UN (l code group) ' 



L 



(4-5 code groups) 



OHNSp-IN-N 
UEBUNG FUNK SPRUCE (2 code groups) 



5 FUNKSPRUCH 

uebun^ 



(3 code groups) 

(l code group) 

0-S (3 code groups) 

3) Proverbs, greetings, jokes and the like.' 

Without question, the sending bf proverbs as practice mes- 
sages was of the greatest aid in the early days to the solution of 
a code, because most of the material in such messages had to be 
spelled out. In fact such messages formed veritable mines of infer- 
mat ion. Added to this, the fact that the Germans had a predilection 

for repeating certain proverbs many times, as stated above, the es- 

s 

r 

tablishment of a single letter often resulted in locating these pro- 
verbs and thus in turn, the solution of a whole series of important 
spelling groups in a new code was effected. 

In these proverbs and greetings the operators were at times 
either careless about spelling, or purposely jocular, affording us 
some amusement on occasions such as these: 

FAS U*3 DIE.... EAUM-ER-AD 

R-U-F-rAE-IEN S-TJNG 

UHR-LA-U-B K-UH-HEIT 

DIE-CH etc. etc. 

.H-UHR-A 

Another great aid found not only inthese practice messages 
but also in real tactical messages was the spelling out of words 
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us-irrg commonly used short words in combination with spelling groups. 
Such practice was beneficial to us, therefore, from the standpoint of 
aiding in the solution of not only spelling groups but also many im-' 
4p ortant short words. A few examples o f this are the following; 




A UF-P-A — S S-EIT 


UE BER*RA UPT 


UH-GEHEH-D 


AB-C-E- SCH-LA C-E-N 


HE-IST 


HIT— WO— CH 


DEUT CH-L-AN-D 


NIE-KANN-D 


GE-S-UUD 


K-R-AF-K 


JE-DBN 


M-ULTTER 


ER-S-A-TZ 


K-AU-ER-A-D 


FEST-UNG 


AM-ER- 1 -KA I-TN-ER 


SCE-HIT 


ALLE-S 


GE-WO-R-DEN 


h-a-sch-iH-e 


3E-H-ALT-ET 




N-O-T-VER-FAHREH 


?:o-K-L 



3) Fictitious messages. 

By such a message is meant one which is composed of bona- 

fide code groups, belonging to the code, but which were simply chosen 

"Tw - © 

at random. The messages never made any sense. b- example^ -ps- the 



following: 



■UX1 n 

HA IE PRU- ( BLANK ( BLANK 13 V0R- 
L’EVE FUNG CODE CODE UHR DERE SE- 

QUE "GROUP )fH3b? HACHTS LII’EE U CK TREFFS 

KFO KIC RCI RKA UITD KOE URJ UC3 RZB 



BE FOR- / RE- V.*0 (BLANK 

„ HERK AB HER- REGR. LI- HI ERE S STSHT CODE 

USER E K L0SUITG SAGE Gl BELLE WALD UITG IHR? GROUP) 

RVC ADO AKZ PICK AAY RXD KM KHQ KVTP RKE 

A lazy operator (or perhaps a crafty one!) would sometimes 
open the code book at a given page and send a series of code groups 
chosen at random. Three examples of such messages found in Albert 
Cole #17, which were decoded by means of a captured code bock, are 
as follows: 

ifcx£SXxxSSkxx£ l ~ L ~ 

IT UK NT OIS ITEU EES HD ET HE ON OE I? IE * : 

l) RZIT SEP UZO RLE RVTZ RGP RSH REX KSF EXF A7 7; T AAK ARU SlJ 

* DIES 1ST EIIT UE3UTG FIRIKS^RUCH 0HNE SHUT 
3) ALC AJQ, SHZ STT UOQ SOX ASQ AOG ASH 



r 
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) 4 


y ,3- 


AE- 


PTT— 

LEUCH- 




BE- 


BI 


SCHFA 


FECHS- „ 


TU1JGS BEENN- CKAUS- 


BRIEF- 


V.'EG- 


FA' 




CHEN 


ELND UBUNG 


BEIDE MATERIAL PUHXT SEE 


TAUBEN 


UNG 


1 1 RE 




3) KAP 


UEY RJB 


STY KQQ RAV UDO 


■ KHK 


AYR 


SI 



4) Artificial Messages. 

These are simply drawn up without reference to the code hook 
at all and made to resemble bona fide code groups. h. good example 
of an artificial message found in Albert Code 17, is the following, i; 
which it will be noted that the letter 3, is the middle letter of nearl: 



every group: 

RIE_ KBI KBL KEX KNQ. REV ABF. SBX RII 
Various other peculiarities of a similar nature were encountered. 
Such messages always have a peculiar appearance and are not hard to 
isolate. 

5) Distorted messages. 



t 



' ‘ .V- V 

-j- ** 

4 . ivr- - 

v ■* • 
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Mention has been made above concerning the transposition of 
code-groups within a message ana the great difficulties which such 
procedure set in the way of solution. Example of such distorted mes- 
sages are as follows: 

ZIEM- 

* VSR DIE NACHT IE LUCH 1 F RUHIG MAUN 3 

RCC SLO UUD KQU SIH UPV AGF KPJ ATT UCM UGZ 

U1JD . LEIGHT VER®?miDET SCHFER/VePT' 1TDET 6 * 

ATM — ^ \RXE ' jSTX SGA SEY 

* Distortion signal? 

The reconstructed message reads as follows: 




* DIE NACHT VERLIEF ZIFMLICH RUHIG. 3 MAFN LEICHT VEEFUNBFT UND 
6 SORTER VFRFUNDET * . , 



HIM- 






(BLANK (BL^’ t K 


T~p 








INF. 


CODE CODE 


GEL- 


STELL- 






ERIG.T 


GROUP V "GROUP 


ANBE 


UNG 


BEN 


0 


A AX 


RBT EHC 


AGO 


UFF 


SFB 


KUE 




FEIHD— 

LICHEE 




( 


' BLANK 






FLIE- 






CODE 


AUF B 


NACHT 


GER HEUTE 


M 


UND 


GROUP 


EQU 


AEH SEP. 

j 


KLO 


AYM 


REV 


UCZ 1 RFC 


Infantry Brigade G. HEUTE 


NACHT, 


30MBEN UND 


FEI1IDLICHER FLIEGER AUF 


€€xJ^ 

HINTFRGELA. 


— 










DDE STELLUNG. 


• 








i-ri.nn ii.i 




. 









a 
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-z 

if 
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fiyi 
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/J 
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J 
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1 







BLIND 




BLIND 








DIV.G 


GE 


GROUP 


SIND 


GROUP 


TRUPPE 


TZ 


K 


AAV 


UYL 


ROD 


KCX 


UKR 


SPH 


AMA 


RZN 


BLIKD 












BLIND 




GROUP 


UNSER 


SE 


E 


JL 


IN 


GROUP 




AKP 


UUN 


a?;z 


SAX 


ASH 


SFF 


RGB 


uiM&e 


Y.G. UIJSER-E 


TRUPPE-IJ 


SIND 


IN MARSCH GE-SE- 


'TZ-T 






BLANK 






BEAU- 




» 

BRING- 




DER 


GROUP 


FASSER 


V 


CHEN 


ss 


END 




ADS 


FEZ 


RAI 


RGB 


" UAU 


SZY 


KEY 














BLIND 






PUMPE 


EIN 


ENT 


ZUM 


ER 


GROUP 






AJB ■ 


RYE 


EEO 


EOF 


UQT 


UYL 






— — 




STOL- 




( BLANK 
CODE 


it - \ 










LEN 


N 


GROUP) 


A 










sjy 


RZN 


RJV 


ROD l 







ERAUCBEH DRIHGEND EIN I7ASSER PUMPE ZUM EKTFAESSERN DER STOLLEN 
6) Blind Group Chains. 

(J~?\ S / These have been taken up before. (See Page — ) Toward the end 

of October such messages were never encountered, and it would seem 
that the practice was prohibited. 

The third point in regard to the camouflage of liaison deals 
with the regulation and complete standardization of methods on the 

whole front. The purpose of^this was to prevent deductions being 

/ 

made from varhtions in procedure which may have been characteristic 

of certain units; whole movements were often traced by means of them. 

It is easy to see that the constant sending of stereotyped messages, 

cr messages si^igpd by sjneme allowed the enemy to follow the unit to 

which the station was attached from place to place. Illuminating 

examples may be found in the documents attached. 

Especially regjlated was the procedure attendant u~on the 

relief of a^niuit . Care was taken not only before a relief, but long 

after, so that no indicat ior.3 of it be given. This was accomplished 

, 5? C 

by retaining all conventional names, by retaining the? station persen- 
nel for & certain length of time after the relief had been completed, 
and by continuing all procedure exactly as before. The Germans were 
rather successful in this particular on account of the complete stan- 
dardisation and strict supervision of methods. 



/ 
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Among the documents captured during an attach was- a book in 
which the messages sent and received by a radio station between August 

O-Aju u*. c~fd— 

25 and September 11, 191^. It happened that a ccde-^book was also 
captured and it will be interesting to see the sort of traffic that 
was carried on by this stat ion^during the period mentioned was loca- 
ted in a very quiet sector. We will give only the messages handled 
by this station during one day, and in the form in which they appeared 
on the sheet. Of course, the de codements were not on the sheet. 

Were it not for the fact that three of the messages make sense 
one would be justified in questioning whether the correct code had 
been applied, so great was the number of spurious messages. 

Note that touch of "reality" is added to the fictitious messages by 
prefixing and suffixing what are apparently code groups for conven- 
tional names. GNW, the receiving station was located in E-40, and 
the locations of the sending stations are added in parenthesis after 
the signature. 



11/9 



tffe. Funksp. Empfang 01S5 



GNW - 01.05 - CHI-18 



DECK- 5.3C AUS- DECK- GEG- 

NAMEN P.U. SERE FA MEN STADT 30 HER 

RJB SLL RUE EBB UFV AEG KMT 



DECK- 

FAMEN „ 

RDH C-AK 

(Station in H~iO) 



»» 

Ub. Funksp. 



GNW OS 30 CHI-10 



n / 



MIG- BLIND BECK- 

UNG C-ROtFP NAME IT AU DRAHT 

EIT KMV RCI AAB SHZ 



Empfang OS 59 



AUF- 

SAE 

SCKIE-DECK- BLIND 

BER NAItEN ?6 GROUP 

UIK REB SAT AGX 



X PSA 

(Station in K 



7z 



Ub. Funksp. Befordert 



OS 50 CHI-10 



1003 



WANT! 

ALM 



ist 5b. 

AEE MELD. K 

EE Q SOV RBI 



DECK-BLIND ABS- 1 : SSOOODEGK- 
ET 1TAMEIT GPOUP CFNITT : FAIT!' 

KQO RDH EDS AVW SXO RCI 



4 ^ 
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Ub. Funksp. Empfangen 1512 



aim 1510 chi-9 



B L 0E D 

ATE AG F AAK ASF 



AAG AAR 



BLIND 

GROUP DECK- 
NN 2KSXE N ALIEN 

A NO AEP PBB DOK 

(Station in H-40) 



fh), Funksp. Befordert 



19:20 



GAM 1900 CHI-10 



FEUFR 

DECE-UEBER- 4:30 ^ELDE RAD RAD SP. EI2J- DECK^ 

NAMES FALL 0 A.M. GANGER FAHRER FAHRER 16 ZEES NAMES 

RCI KC-Q EBT RUA SLY SKS UFU AYJ AST RDH 



Ub. Funksp. Befordert 1822 

DOE 1915 CHI-S 

TEEN- SIG- 

DECK- DECK- SUNOS- KA- 4:30 SALE TRI NE- 
KA MEN ITAHEN STRICH NONE VER A.M. FERFER YASSER 

RDJ RCI USD AYJ SLO KYI RIM AGI 



it 

Ub. Funksp. E&pfang 5-923 
am 1920 CHI -11 



DAG- BLIND 

EGES HABEN GROUP S GE 

AMY A OF ' RCI AAG UYL 



SCH A 
REY ALV 



DEOK- 
T NAMES 
ASS RBB 



Ub. Funksp. Frapfang 2102 



DECK- SIE- BAT- BLIND 

HAKES EARTE BENTE TFRIE GROUP Ell 

RCI EAL SAT UKR KQX ALP 



URGE- STEIL- GASAN- KRAF- ELI ’HD 
: 'TS FEUER FAST GRIFF TIG GROUP 
ARM HIT AFT AET RED KST 






Ub. Funksp. Befordert 



32,48 



DECK- - EOM- EECE- 

NAMSN SIND DIE '6 K AR E GUT AN MEN NAMES 

RJB ECX RZY SGA UDW SZA APL UUQ AXT UTS PB3 G:T 



S' 
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7 C i u S i o K. 

It is difficult ^oT~t^I§^rxter to males a good estimate of the 
Three-Letter Code as a system of secret communication. At first, whe 
the codes were simple, and no artificial difficulties were put in the 
way of decodement the amount of valuable material which Ties secured 
from a study of the text was only limited by the life of the code. 

The longer it lasted, the more information was secured. Later, when ■ 
the dangers of unrestricted and unsupervised wireless traffic were 

i 

recognized; when messages were made shorter, and greater care »as 
taken to prevent loopholes for the decoder, the amount of information 
which was secured depended a great deal upon whether the text was 
coming from an active or a quiet sector. In the former case it 
was difficult to "disguise real traffic; urgent moments arose when 
rules were forgotten; spurious activity was discarded and every mes- 
sage was a real one. It was always possible to break into such a 
code, notwithstanding the large number of variants, etc., because then 
characteristics of the most important groups would manifest themselves 
despite all regulation and carefulness. 

In the latter case, in a quiet sector, the text was of a tot- 
ally different complexion. Here spurious activity, tricks, fake 
messages, etc. ??ere rampant. Such text presented a rather hopelesB 
case . 

S' ov, it happened that /the activities of uhis section were re- 
st rioted, f from Kay to September ISIS, to the text coming from a quiet 



sector. »e were always waiting for the "big show" to take place, 

for then we knew that the case would present greater possibilities, (p 



tits. O 



Immediately after the St. Ilihiel offensive began thepext uook on a 

* 

new appearance. Hsssages at once became longer, groups began to stand 
out. and the attack on the code was begun with high hopes of success. 
These hopes were soon dispelbi, for the whole affair was over very 
shortly, and uhe Germans returned to t v ’eir old trick3 of camouflaging 
wireless traffic. Then came the armistice, and the end of all ac- 
tivity. 

In the light of this limited experience it is impossible to 
sap* abso lutely what the degree cf security offered by such a highly 
developed system really is. There is no doubt but that it is 
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very great. There is no doubt but that with the proper precautions, 
careful supervision and control the employment of such a code by 
trained, men offers the highest possible security for secret communica- 
tion on the field of battle. 

But no code, no matter how carefully cdr.st meted, will be 
intelligent 

safg without a trained, /personnel. A poorly constructed code may be 
in reality more safe when used by an expert than a very '.veil xsEsixerks 
constructed one when used by a careless operator, or one ignorant of 
the dangers of improperly encoded messages. This point cannot be 
over-emphasizea. It is hardly necessary tc point out, therefore, 
that the proper training of the personnel which is to be put in charge 
of the work of coding messages is an essential prequisite to the 
maintenance of secrecy of operations, and thus of success on the 
field of battle. 
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THE THREE -NUMBER CODE 






For most of the material forming the basis of the follow- 
ing exposition, the writer is indebted to Second Lt. J. F. Gunster, 
Infantry, who made a preliminary report on the subject. Many 
valuable suggestions were added by Capt. P. B. Whitehead, F. A, 

I take pleasure in acknowledging indebtedness to these two officers 
for their aid. 



As stated in Section , the Three-Number Code was in- 

tended for use in all forms of communication within or to and from 
the three kilometer Danger Zone} it was designed, in other words, 
to meet the requirements for communication in the region from which 
the Three-Letter Code and all other means of liaison were specific- 
ally excluded. 

Although this code was not put into use until March, the 
plans for its employment were fully completed by the German General 
Staff before January 23, 1918, and were published in Part 10 of 

their MANUAL OF POSITION WARFARE FOR ALL ARMS, under the heading 

’ i ' ~ 

SIGNAL SERVICE TRAFFIC REGULATIONS,, a translation of which is at- 
tached to this report, as Exhibit *7 . In this document, the 
last ten pages were devoted to a description of the SCHLUESSELHEFT, 
the name w&ch the Germans applied to the book which forms the basis 
of what we have called the Three-Number Code. A captured copy 
is attached to the report, as Exhibit J2l. 

It will be well to set forth this description inasmuch as 
it explains in detail very clearly how the code-book was to be used. 

TRANSLATION 

scbl.uesseuheft. 

8 Directions for the Use of the Th^e-Numb& 2 u.-Code.rrBook 
S>C.,H UuE UEuBtfT 

The Three -Kumbem^Code— Book contains a list of sentences, 
words, letters, numbers, etc., for the construction of the messages 
necessary on the battle-field. • The transmission of messages is 
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done by means of letter or figure designations. 



• -•* 



CJ H Fundamental changes of the code-book are forbidden. 

The employment of the code-book for encoding without the 

vL 

* ** use of the Secret Key consists in the following: 

a) Replacing the text arranged under the headings of 
"General Traffic Signals" and "Signals for Aeroplane Service" 

by the letters opposite them. 

Example: 

INFANTERIE IN MARSCHKOLONNE - IM 

b) Transmitting the combinations of three figures which 
in the code-book represent the words and sentences of the 
other signals that may be sent. 

Example: 

GEGNER GEHT ZURUECK - 153 

The transmitter sets down in front of the encoded message 
the syllable "GR" (Groups) and the number of three-figure groups 
of which the message consists. Thus "GR. 7" means that the mes- 
sage consists of seven three-figure groups. 

The employment of the code-book for decoding, without use 
of the Secret Key is as follows: 

a) In place of the letters received, the text corres- 
ponding to the combination, in the code-book is set down. 

Example : 

153 - GEGNER GEHT ZURUECK 

In order to render the transmission of important messages 
during the exigencies of the moment more safe than is the case with 
the system given above under b, the basic signals of the code-book 
can be re -enciphered. Decision in this regard concerns the send- 
ing station. This encipherment is accomplished with the aid of 
a Seoret Key (gEEEIMKLAPFE, literally, secret-flap", or "seoret 
fly-leaf") provided on the last page of the code-book. The message- 
enciphered in this manner still offer security as regards keeping 
the contents secret, from the enemy even after the loss of a code- 
book, as soon as a new Seoret Key is inserted in the place of the 

L l0Bt key. 
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The use of the code-book without the Secret Key represent* 
not a secret writing, but merely an abbreviated writing. 

The Secret Key consists of two tables of numbers. The 
upper table serves for the enciphering} the lower one for decipher- 
ing. 



Words which are not contained in the ccderbook may be 
built by putting together the letters and syllables found on pages 
23 and 23 of the code-book. 

Only the designations consisting of numbers can be enci- 
phered. This is done in the following manner: 

First the words or sentences are replaced by the three- 
figure groups standing opposite them, as explained above. 

Example: 



GEGNER GEHT ZURUECK - 153 



* ^ 






i 



1 

i 

i 



■ .1 



4 



Then one applies the following system: 

In the Secret Key, on the left hand margin of the upper 
numerical table, one looks for the first figure of the number to 
be enciphered, that is the figure 1. 

Next, one looks for the second figure of the number to be 
enciphered in the upper margin of the upper table, that is, the 
figure 5, 



.0.1. 3. 5. 4. 5 .eto. 



0 














• 

m 

• 

• 

• 

* 


1 














• 

• 

• 

• 

• 

• 


etc 














• 

• 

• 

• 

• 

• 
















• 

• 



If one proceeds toward the right, carrying the finger 
along the row beginning with 1, until one finds oneself under the 
number 5, one arrives at a number (04), which is written down: 
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0 


1 


2 


3 


4 


5 


etc 




0 


















1 












04 






etc 








• 





























To tills number (04) is added the last figure of the num- 
ber to be enciphered} that is, in the preceding example, 3. The 
number thus found (043) is then transmitted* 

In order to. indicate to the receiver that the message 
following is enciphered, the transmitter places before the enciph- 
ered contents the syllable "CHI" (that is, CHIFFRIERT) . Thus, 
for example, CHI GR 13 indicates that the message contains 13 
enciphered three-figure groups. 

If messages with the prefix CHI are to be read, for ex- 
ample the number 043, then one proceeds as follows: 

One seeks in the lower table of numbers: 

a) On the left hand margin the first figure of the 
number to be deciphered, i.e., 0, 

b) On the upper margin the second figure of the number 
to be deciphered, i.e,; 4. 





0 


1 


2 


3 


4 


etc: 


0 












• 

♦ 

• 

• 

• 

• 


etc 












• 

• 

• 

• 

• 

• 



If one proceeds with the finger along the line determined 
by 0 to the right, then one finds under 4, a number (15) which is 
written down: 





0 


1 


2 


3 


4 


etc : 


0 










15 




etc 












• • 
♦ • 
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To this number, one adds the last figure of the number to 

. . 3 

be deciphered (043), that is 3* The number thus found (15^) is 

then sought in the code-book, and the corresponding text is taken: 
153 - GEGNER GEHT ZURUECK 



2 * . -J 



v »; i 

i 

* . Z' 

*'*- 1 
1 T 



i ' . 



„f. ■ 



■f: ! 



a» Vv£-y'* / ” 

^ c x/ , 



c 



W.vX 






r&. 
f-'A ». V 






PRODUCTION OF TEE SECRET KEY 

The Secret Keys are produced by an authority of the Higher 
Command — as a rule, the Division — and are issued to the authori- 
ties of the subordinate commands and the troops. For the simpli- 
fication of the production, printed Secret Key blanks are kept in 
readiness at the Army Signal Service Parks} before issuing to 
troops it is only necessary to fill out the 100 inner squares of 
the tables of numbers, 

a) Upper table (Enciphering Table) 

First, the numbers 0 to 9 are written 

on the left margin of the table, from the 
top toward the bottomy|on the upper margin 
of the table from left to right. 

Next, the numbers from 00 to 99 are written at 
' 1 random within the 100 squares of the table. 

b) Lower table (Deciphering Table). 

First, the numbers 0 to 9 are written 

,• on the left margin of the table from the top 
toward the bottom* 

on the upper margin of the table from left to 
right. 

Next, the numbers from 00 to 99 corresponding in 
1 their position in the upper table (the encipher- 
ing table) are inserted in the 100 squares of the 
lower table. 

Example : 

If in the upper table the number 06 i3 located at the in- 
tersection of the horizontal row determined by 3 and the vertical 



* 
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• 


1 


2 


3 


4 


5 


6 


7 


etc: 


0 














• 

• 


• 

• 

• 

• 

• 


1 
















• 

• 

• 

• 

• 

• 


2 














06 


• 

• 

• 

• 

• 

• 


etc. 
















• 

• 

• 

• 

• 

• 



■then in the lower table, the number 3 7 is to be written at the in- 
tersection of the horizontal row determined by 0 and the vertical 
column determined by 6. 



• 


0 


1 


2 


3 


4 


5 


6 


etc 




0 














27 






1 




















etc 





















In order to allow for the quickest possible transmission 
of a message consisting of numbers, where the connection is working 
well, it is permissible to send in abbreviated Morse Signals, since 
transmission by means of the latter saves much time. For details, 
see Page 4 of the code-book.' 

In order to indicate openly that the abbreviated Morse Sig- 
nals have been used^the prefix Z is necessary at the beginning of 
the message; for example, in an enciphered message CHI GR 9 Z, or 
in an unenciphered one, GR 5 Z. 

The time at which the transmitted message was drawn up is 
Indicated at the beginning of the message by prefixing a "time- 
group B . 

This time-group is a four-place number. The first two 
figures indicate the hours from 0 to 33, counting from midnight to 
midnight j the last two figures, the minutes. If the hours or min- 
utes are single figures, the first and the third figures become a 




zero 
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Examples: p 

Time of despatch from the post of Command 
AT TOP OF TELEGRAPH BLANK TIME-GROUP 

13.35 Morning 00.35 

09.05 A.M. 09.05 

13.38 P.M. 13,38 

03.00 P.M. 15.00 

10.03 Evening 23.03 

• If the message is not of the same day, then the date is 
placed in parenthesis before the time-group. For example: 

(9) 33.30 CHI 15, etc. 



So much for the directions as given by the Germans them- 
selves, No further explanation of the method of using the first 
and second parts of the code book is necessary^, and they do not 
concern us further. They can hardly be said to pertain to code 
or cipher work. 

We will therefore turn our attention immediately to the 
code part proper of this system. 

To review what has been said previously, the outstanding: 
features which distinguish the Three-Number Code from the Three- 
Letter Code are these: 

1) In the former, the code-book contents ran alphabetic- 
ally and numerically, thus conforming to the type of code requiring 
but one book, which serves both for encoding and decoding} 

2) The form and contents of the code book remain constant- 
and secrecy is attained by an enciphering process which makes use 

of a variable, enciphering table. The Three-Number Code, there- 
fore, represents in its most complete forrn^a good example of enci- 
phered code. Although a copy of the code-book itself was soon J 



captured, the form and contents of the book remained) unchanged 
since its introduction, and have therefore been termed the EASE. 
Various Inserted typewritten or handwritten supplements were pre- 



/ 










* * 
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pared by the different divisions to cover the names of units and 
places, and these supplements naturally varied for each division and 
changed from time to time. 

Whereas the solution of the Three-Letter Code involved 
the reconstiuction of the code-book, the solution of the Three- 
Number Code involved only the reconstruction of the enciphering 
table, and was therefore a deciphering process in reality, since 
the code contents, immediately after the capture of a single copy, 
became in the nature of clear text. 

It will be noted that the instructions as published by the 
High Command, with regard to the use of this code-book permitted 
the sending of messages without the use of the Secret Key, where 
special secrecy was not necessary. As a result many messages were 
sent unenciphered, and, therefore, in what we shall designate as 
the "basa" that is, the unchanging part of the system. It hap- 
pened occasionally, too, that a careless or an ignorant operator 
would send a message in the base and later repeat the message in 
the enciphered form, or vice versa. Often,, too, an operator would, 
after sending an enciphered message in one key, repeat it in an- 
other Secret Key. All these blunders were of great aid to us. 

Messages, both when in the base, or when enciphered some- 

/ 

/ 

times underwent a further simple encipherment in which letters were 

substituted for figures, according to the following key: 

0 1 3 3 4 5 6 7 8 9 
TAUVRESBDN 



This simple key came into use about the same time as this 
code, but offered no difficulty because it never changed and be- 
cause often the same message would be sent both by letters and 
numbe rs . 

The first break made into this code was remarkable for its 
almost dramatic illustration how the carelessness and ignorance of 
a single individual responsible for the coding of communications 
may jeopardize the lives of hundreds of men by committing the inex- 
5^cusable blunder of cryptography: repeating a message _ip almost its 
exact form, but in another system. 
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Here are the facts and the telegrams: 

The messages of an obviously new system appeared along 
the entire Western Front on March 10 and 11, 1918. The inter- 
cepted despatches of the first day’s traffic along the Yer&un 
Front, March 11, were turned over to one of our officers and a 
short study proved the new text to be code. The main factor in 
this, of course, was the finding of groups which appeared as three- 
figure combinations many times, and in analogous positions. 

Among these first messages, which were being studied from 
the original, telegraph blanks, there appeared the following des- 
patch: 

M v X3 ( Souilly 0040) 0035 CHI-13 

845 433 373 793 340 245 0 68 652 781 245 659 659 504 

On the same telegram there also appeared the following: 

X3 v k (Souilly 0053) 0035 CHI-13 

OS RGrV KZD 

The second message was recognized as containing two groups 
which belonged to the Three-Letter Code, while the combinations OS 
was the German abbreviation for OHUE SETH. The officer immediately 
referred to the current Three-Letter Code text to see whether the 
two groups RGV dnd KZD had been solved. He found that the former 
represented the word ALT, but no meaning had yet been found for the 
second group. 

These were the mental steps which he took: Here is a mes- 

sage in a new code sent by station X2 to Station Xu. About 10 
minutes later (shown by the time of interception given by the station 
at Souilly) XN sends a message to X3, saying substantially the follow- 
ing: 

"Your 0025 CHI-13 is without sense*. Then he adds, in 
another code : *01d — - — " ?That could the unknown group } KZD ; mean? 

Clearly, it referred to some other system of communication. The 
,’^wora VERZIFFERUHG suggested itself almost immediately. The group 

U 

KZD occurred dn only one other place in the entire Three-Letter 
Code text, but in that place it fitted in well with the context. 
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It seemed then, that station In had told 23 that his mes- 
sage in the new code could not be decoded and asked that he send 
it in the old code. 

A search was made immediately among the messages of the 
Three-Letter Code text that day, and it seemed almost too good to 
be true that the following message should have been intercepted: 

In v 12 ( Souilly 0057) 0025 CHI-14 

CYC REM KUL RHI KWZ RLF RNQ KPJD RVJ UOB KUU UQX UFQ RQK 

Note particularly the correspondence between the hours as 
given in these three telegrams. How the Three-Letter Code to 
which this message belonged was already partially solved and this 
message was at once decoded insofar as it was then possible. For- 
tunately it contained mostly spelling groups. It was as follows: 

AN U.M. 2 H I R SCH = .= W I TT E 

UYC REM [KUL] RHI KWZ RLF RNQ KRD RVJ UOB KUU UQX UFQ RQK 

Again it seemed almost too good to be true that the mes- 
sage in the new code should be almost exactly the same in form as 
this decoded message. Still such was the case. Note below the 
internal evidences in the messages j the repetition of the group 
659, which stands for Tj the equivalent in the other code is the 
group UFQ, which stands for TT. Note the repetition of the group 
245, which stands for I. , The message in the new code was there- 
fore tentatively solved as shown below, in comparison with the 
other message: 



AN 

UYC 


REM 


U.M. 


2 

RHI 


KWZ 


H 

RLF 


I 

RNQ 


R 

KRB 


SCH r.r W I TT E 

RVJ UDB KUU UQX UFQ RQK 


AN 




U.M. 


2 


H 


I 


R 


SCH 


WITTE 


845 


422 


\S2St 


792 


240 


245 


068 


652 


781 245 659 659 504 



These solutions were telegraphed immediately to the French 
Code Office. We had not as yet adopted a method of secret oommun 
ication by telegraph with the British Code Office, and it may be 
interesting to note that to add to the dramatic situation, these 

r 

solutions were despatched to the British by a special aeroplane. 

~ This first break was sufficient. The new code was at- 

tacked at once, using the same principles as those concerned in 
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the solving of the Three-Letter Code. The principal classes 
of groups soon manifested themselves and it was speedily recognized 
that the arrangement in the code book was systematic and mostly 
alphabetical. For example, it was first noted that the third 



figure in code groups representing numbers was always the same 



as the number itself , though the first two figures in each combi- 
nation varied with different keys. Thus, for example, in one key 
the various code groups were as follows: 



790 - 0 

791 = 1 ^ 

792 = 2 

793 = 3 

794 - 4 

etc. 



The spelling groups ^alphabetically related" also showed 
a consecutive arrangement. For example: 



DEIT 


- 


360 


H 


- 


480 


DER 


■= 


361 


HE 


- 


481 


DES 


— 


363 


HEIT 


- 


482 


DIE 


= 


363 


I 




485 


E 


* 


364 


ICH 


= 


486 


El 


' * 


366 


1ST 


- 


488 



Words likewise exhibited similar relations: 



BAEN 
BATALLI03S 
BATTERIE 
BEFEHL 
/BE I 



708 

709 
620 
621 

623 etc., etc. 



It was readily apparent, after the same phenomena had 
been discovered in what were clearly other "keys", that as regards 



the enciphering process, each code group may be considered as being 
divided into two parts; the first part consisting of a variable 
two-figure number, and the second part, of an invariable digit. 

This naturally led to the conclusion that the system con- 
sisted of a basic code of three-figure groups applied consecutively 
to the contents of the book, the latter being arranged strictly 
alphabetically; that, furthermore, in the enciphering process, only • 
the first two numbers (the variable two-place numbers) were enci- 

j 

phered, whi-le the third remained unchanged. 
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From all these clues the nature of the system was quickly 
comprehended, and when on the 25th of March the French captured a 
copy of the code-book full confirmation of these various theories 
was at hand. To the French really belongs the credit of being 
the first to recognize these clues pointed out above. It now 
became desirable to develop the best system for the attack of 

messages in new keys. That was thenceforth our only real problem, 

* 

The first thing done was the stencilling of the Ease, with the 
exception of the words and phrases, on three large sheets of paper 
with all of the groups represented by the same two-place number, 
or "radical’ 1 in a horizontal line as, e.g.. 



■i' 



0 12 3 

25 A A AM AN 

26 0 CH CHE CHEN 



eto 



These sheets (samples attached) were fastened on a triptic 
and set in front of each worker, where they could be consulted 
without the need of any page-turning or other delay or inconvenience. 

This was simply a more convenient arrangement from a deci- 
phering and decoding point of view. The columns represented then 

the invariable portion of the code-book, while the two-place numbers, 

o 

or "radicals" represented the variable, or enciphered portion. Solu- 
tion would involve merely the finding of the correct equivalent for 

/ 

each of the one hundred radicals. 



g ^ . ’ ME THODS OF SOLUTION . 

Following along the lines indicated in the methods of solv- 
ing the Three-Letter Code we may divide the entire body of text in 
this code into three main sets of groups, which are: 

1) Numbers 

2) Spelling groups 

3) Words, phrases and sentences. 

Solution consists in the same two steps: 



l) 



Classification 

Identification. 



* r 



/ 
/ 






NUMBERS 

The classification of numbers was exceedingly simple. v 
The most frequently used numbers being 0 to 9, and having the same 
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BASE, 



40 



B UHR !l0 UHR 0.1 UHR 



N.M.T. 



41 



ABSCH-lABTEIL-i 



NITT 



ULMJL* 



UNG 



UUUJL.. 



-ABL 



ALARM jALLEIN 



ABBRE* 

CHEN 



ALL- 
GEMEINj 



ABEND 



AN 

AM 



JL 



ABFED4 A3SCH-- AB- 
__ERN i LAGEN L$SE N 
ANGREI- ' AN- iANSCH- 



JL 



FEN 



GRIFF 



LUSS 



ABLOS-j 
UNG 



ARTlL-f 

LERIE 



43 



1L.GR.. 



jA.KDR. 



A.M. ! A » U . GR 



iUF 



AUF- 

SATZS. 



AUF- . 
SCHLAG 



A.Z. 



AUS- 

LADUNG 



43 



44 

45 



BAT. 



BEFEHL 



BE I 
3BEIM 



BAGA- 

_GEJL_ 



BAM. 



BATAIL 
LON , 



BEOB- 

ACHTEN 



BEOB- BEOB. 
ACHTERi GUT 



BEOB. 

BNMOG 



BEOB. 

STELLE 



BEREITf 
SCHAFT B.T.KJ 



4 



46 

17 



BESCH 

DIGT 



ft besohI 

lessen: 



BEWEG- 



BRENN 
f ANGE 



B, Z. 



BE- 

SE£2.EN._ 

BRIER-' 

TAUBE j BRIG. 



-BIS. 



48 



BR&CKE 



BLAU 



BLAU- 

PUNKT 



BLINDEBOGEN-j 
GANGER ISCHUS .SL 



49 



CHIF. 



DAUER- 

FEUER 



50 



BURCH 



DECK- 

UNG 



DICHT 



DIVI- 

SION 



drahtJ DRIN- 
H*NIS 1 GEND 



1/3 



DUNST 



[ 

lEIGEN 



EIN- 

SCHIES 



jEINZEL 

FEUER 



51 i ENT- 
FERN * G 



ER 

ES 



ERBETEN j ER- 

HOHUNG 



J. 



53 



FALLEN 



FEIND 



FEIND- 

LICH 



FELD- 

KtfCHE 



FELD- '[FERN- 
WAC1IE SPR-ER 



F.SPR. 
LEIT » 



F 

spruce! 



53 



F.BAL 



FEUER 



FEUER- 

BEREICH 



FEUER- j S FEUER 

BEREIT FEUERNi PAUSE 



54 



FRAG- 

LICH 



FRONT 



F.T.ST JF&HRER 



55 



GANZ 



G.AN- 

GRIFF 



FUNK- 

SPRUCH 



G.FLA. 



tt jFLIE- 

F.U.F.! FBSCH'. GER 



G.G. 



G.MINE GEBEN 



QEFANG 

EN 






GEF. 

STD. 



56 



57 



GEGEN 

STOSS 



JaEIsEL 



GESCHOS-i' 

SAE2L_ 



GRABEN 



58 



59 



GRABEN 

KANONE 



HALTENi 



HAND- 

GR. 



60 HINTER 
’ HINTEN 



61 



63 



63 



64 



H„GE- 

LANDE 



GE-n 



GESCH. 



£GBmZ_FEII£R 



GEWOHN 



GRAD 



GRA- 

NATE 



HAUB. 

BAT. 



HAUB. 



HOCH 



HOHE 



GR. 
H7ERFER 



GESCH. GES- , 

|GE1EHB_ _U.CH. 

! GRUND-i 



GEW. 
.FEUER. i 



GROSS 



/ 



i HAPT- 
HA UPTM.RICH T I G 



INF. 



INF. I INF. i INF. 
FEUER FLIEGER j M UN. 



65 



66 



KL. 

QUAIL 



KQMMA. 



LAGEN 

WEISE 



KALI- 

BER K.T.K. 



KQM- 



_IST _4_ „ 



HOHER 



richtg' grun 



H EUTE 



GRUPPE 



GUT 



HABEN 



HALB 



HALFTE 



KANN KANONE 



ICOM- I KOM- 



_HIES_ 



HILF 

ZIEL 



HINDER* 

_Jfi.IS.-l 



IN 

IM 



IM 

IGANZEN 



IM 

ZIEL 



K.BAT » 



KRANK-i KURZ 



KARTE 



KEIN (KLEIN j 



-KDJLu - j_« ANDO .L.HEN |j-l?..GNIS|_ENm. LXURZER] 

T ! I : j 

. LADEN 



I 



. LANG 
LAGERj LANGE 



+ 



1: 



! LANG-! 
L.GR. j BAH — i 






I 



LEB- | 



LADUNG LAGE ’ 








6 - 
































E MIT 



IT 



NACH N-M- 
BAR TAGS 



5RDL . NORD- 
N KADEL 






Sstl. 



POSTEnI PDNKT 



CHTS 



ROHRE 



SCH.AR 



Iwt); 



81 SGH- 
WACH 



NACHT [REBEL NEHMEN 1 



ODER OFF, 



QUAR- 
Q.SCH. TIER , 



RE- RICH- RIGHT- RICHT-j 
ER SERVE TIG KREIS j UNG ; 



ROT 

PUNKT RUHIG 



SALVE SAPPE 



CHNELL 



IB 



SICH 



STAF- 

STAB FELN STARK 



STEL- STOL- STOP- , « 
LUNG LEN PEN ST OR., 



TlEFERi 


TOT 


TREF- j 
FER ; 


TROM.F 



UNTER 

UNTEN 



VER- „ 

N I CHEN V-UNG 



UNTER- 



TANK 


TEIL- 

RING 






UKR 


UM 



V.Z, 



VER- 

IND. 



VER- 

KEHR 



jTRlCH TIEF 



WEG WEISS WEIT W-ER iCHER 



WIE— 

LEW VIEL V7IR W.S. 



ZIEL- 

HOHE 



•ZIEL- 




RICHT 


ZU 



WALD WANN 



WENIG 



WASSERi 



WO 


— — — 
WOLLEN 


m. 


. ■ 




> 

; 

i 


ZEIT 


ZEE- 

STORT 


ZER- 

ST-UNG 
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radical, any chain of numbers such as may accompany a military un *■% 
or follow a word like PLANQUADRAT could be spotted almost immed- 
iately because of the presence of a chain of groups with the same 
radical. Therefore, the finding of a group which occurred very 
frequently at the beginning or end of messages, followed by a 
chain of groups possessing the same radical could be taken to be 
REGIMENT with various' numerical designations. Identification fol- 
lowed immediately, since the final digit in each group agreed 
with the clear— text number. Having found the most common numbers, 
the other numbers from 10 up could be found easily by their as- 
sociation with these already solved numbers. Aldr- ; btt-t-4h'e-~EOuad_ 
^umbers^ad^o - be^ut~4ipgathe^-f rots— t . 




» 




SPELLING GROUPS 

The code being very short, it was very frequently necess- 
ary to spell out words. There were only one hundred spelling 
groups available for this, with no alternates whatever, so that, in 
the case of any considerable number of words spelled out there en- 
sued the repeated use of the same spelling groups. Moreover, 

t 

since as regards spelling groups there could be but ten different 
radicals, repetitions of chains of groups containing these ten rad- 
icals, with variable final digits, was unavoidable in spelling out 

/ 

any considerable amount of text. 

These last facts gave an easy clue to the classification 

\ 

of the spelling groups. They were, in general those groups which 
appeared in chains composed of a few, very frequently repeated 
radicals. The first clue to these chains would be given by find- 
ing a sequence sucb as the following: 




430 572 433 572 425 435 174 435 

Note the repeated radicals 43 and 57; the double letter 
represented by 425 j the intimate relations between these repeated 
radicals. This chain manifests all the characteristics of a se- 
quence of spelling groups. 

In order to facilitate the solution of these chains, the 
spelling group columns just as they appear on the triptios were cut 
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apart and counted upon cardboard strips. These formed the equiv&le 
to the sliding strips so often used in deciphering processes, and 
indeed they were used for exactly the same purposes, viz.; ana- 
gramming, to build up words. In order to show the details of the 
procedure an artificial example will be taken. 

Suppose the word EI-G-EN had been spelled out. By re- 
ferring to the tript-ic sheet it will be seen that the syllables El 
and EN are on the same horizontal line; in encipherment, therefore, 
the groups representing them would have the same radical. The 
letter G, being in a different line, the code group representing it 
would have a different radical. 

In the base, the word EI-G-EN would be represented by the 
combination 27S, 283, 279. Let us suppose that in the Secret 
Key the number 27 wqs enciphered 53; the number 38 by 08. This 
word would therefore be represented as follows: 



526 086 539 



Now let us work this process backwards, using our sliding 
strips. Since the first and third groups have. the same radical 
it means that the groups which they represent are on the same hori- 
zontal line in th9 triptic. Therefore, if we take the two strips, 
numbers 6 and 9, (determined by the final digits in the first and, 
third groups) and lay them down so that the lines on both strips 
coincide^ (i.e., with the numbers at the top on the same horizontal 
line), then it is clear that the clear text groups represented by 
the first and third groups will be on the same line. 

The two stfcips are in position as follows: 



9 




AUS 

DA 

El 

G 

ICH 

EACH 

Q 

SICH 

UHG 

X 




The clear - text; 



BEN 

DEM 

EN 

GEN 

J 

HEN 

RE 

T 

VER 

ZER 






C-fctAx_- V >iv 

frVo'VCU- pcKsrrJt. 



■nse of the ten horizontal lines; the 



problem is then to find the line. By employing another strip 



s 
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number 6 (determined by the final digit of the second group of our 
chain) and sliding it between the two fixed strips we select tenta- 
tively the most probable syllable, combination of syllables, or 
word which presents itself. In other words, we apply the well- 
known process of anagramming columns of an ordinary transposition 
cipher to this problem. 

For example, we might place the middle 



o-Sil '\ 

JLxO'JCl. 



'l 



strip 

6 


as follows: 
6 


AUS 


6 


BEN 


DA 


AUS 


DEM 


El 


DA 


EN 


G 


El 


GEN 


ICH 


G 


J 


HACH 


ICH 


NEW 


Q. 


NACH 


RE 


SICH 


Q 


T 


UHG 


SICH 


VER 


X 


UNG 


ZER 



Ho probable combination presents itself, so 



the middle 


strip 


one s; 


6 




9. 


AUS 




BEN 


DA 


6 


DEM 


El 


AUS 


EN 


G 


DA 


GEN 


ICH 


El 


J 


NACH 


G 


NEN 


Q 


ICH 


RE 


SICH 


NACH . 


T 


UNG 


Q 


VER 


• X 


SICH 

UNG 


ZER 



:• it 

}. - ' 7 



Still no good combination is found. True, the word NACHT 

appears, but in the first place, this word appears in the code-book, 

* / 

and secondly, we are looking for one complete word made up of 

/ 

parts on each strip. We continue thus untilwe try the following 




. 1 - 



AUS 

DA 

El, 

G, 

ICH 

NACH 

Q 

SICH 

UHG 

X 



AUS 

DA 

El 

G 

ICH 

NACH 

Q 

SICH 

UHG 

X 



9 



BEN 

DEM 

EN 

GEH 

J 

HEN 

RE 

T 

VSR 

ZER 



/ : 
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Hot^how clearly the good combination EI-G-EN presents 

itself. 

Having determined the correct positions, we now have the 
equivalents for two numbers in the Secret Key. In the base the 
word EI-G-EU would be encoded: 

376 286 379 

In the enc iphe nrent we' find it to be 
526 086 529 

It means therefore that 27 is enciphered by 52, and 28, 
by 08. We may proceed then to decipher all other groups with 
the radicals 52 and 08. 

W-d-4 , 

Once a start 4® made in the spelling groups, further pro- 
gress was very rapid. Values in the new keys were recorded and 
added to as they were worked out from the incoming 

WORDS 

Generally in a new key, the attempt was made to solve 
the spelling groups and confirm them by several messages before 
trying to solve word groups. The word groups could be more or 
less completely solved according to the amount of text in the given 
key. They were attacked on ordinary code principles, with, how- 
ever, this addition, that the results could be checked; first, by 

/ 

the similarity of their final figures with the final figures of 
the groups in the Base representing the same words; and second, by 
the similarity <5f their radicals, when they are taken to represent 

words having in the Base the same radicals, i.e., words from the 

/ 

same horizontal line on a page of the triptic. Ho very serious 

f 

attempt was madej by us to solve the groups which represented battle 
reports, i.e., whole phrases, there being no satisfactory way to 
check the results which might be obtained. 

The spelling groups not only served to give us our first 
break into each new key, but also enabled us to recognize and iden- 
tify messages in the same key. Incoming messages in an unknown 
key were scanned for repeated radicals. The repeated radicals and 
the radicals apparently tied up with them were then compared with 
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the radicals of the spelling groups of the solved leys. If they 
were the same as those of any particular key it was assumed that the 
message was in that key and the values in that key were applied to 
the new message. Usually they led to an intelligible decoded text, 
and so proved their applicability. If they gave a meaningless 
de codement it was assumed either that the message was not in the 
key applied, or that, if so, it had been garbled in transmission or 
intentionally distorted by the encoder, a trick to be discussed 
later. 

Occasionally it happened that a message came in with spell- 
ing radicals ranging from 25 to 35. The presumption in such a 
case was that the text had not been enciphered. The messages were 
tried out in the Base and usually made sense. 








/f 2^ 



SPECIAL METHOD OF SOLUTION . 

One method of solving a new key, which may have already 

urcs-o 

suggested itself to the student, ts founded on the fact that the 

WL 

last numbers of the enciphered groups -do not change. Therefore, 
when a word i-s spelled out, the sequence of final numbers wi-Hr be 
the same in any key as it i-s in the Base Code, A list of words 
frequently spelled out and of phrases with the sequences of final 
numbers used in spelling them was prepared and proved useful. This 
was called the "Simple Sequence List" and was revised several times. 
The numbers were arranged in order, as shown in tho~attaohea— sampl-e^ 
A similar 'list was prepared for the more common place names 
in the St. Mihiel Salient, shortly before our attack there. It 
proved useful, but owing to the quickness with which the sector was 
taken it soon lost its usefulness. 

Suppose a sequence of five spelling groups had been found, 
as follows: 

746 084 746 084 179 

By referring to the Sequence List under the series begin- 
ning with the number 6, we look for a sequence as follows: 

6-4 — 6 — 4-9 









> ^ ^ r ♦ . 
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We fi$d the word GEGEEEN will fit the sequence and if this 
word fits in the message, and can he checked elsewhere, three ci- 
pher equivalents have been determined. 

From this Simple Sequence List it was not long before a 
more elaborate list was formed, called the "Sequence List Showing 
Repeated Radicals". \0 

In the example given above, note the repetitions of the 
radicals 74 and 08. By referring to this new list under the 
heading of repeated radicals ending in the invariable digit 6, we 
find the sequence 




»! 



6_ 4 S_ 4 9, the underlining in which indicates 
that the radicals of the first and third groups are the same, and 
the word is GEGEEEN. A still further elaboration of such a list 
would be to indicate in each series more than one repeated radical 
if such occur. For example, the preceding sequence could be marked 
thus: 

6 4 6 4 9 

indicating that the radicals of the first and third, and of the 
second and fourth are similar. 

Thus, by a careful hunt for such sequences and a reference 

to both the simple sequence list and the list of sequences showing 

/ 

/ 

repeated radicals, many groups could be solved in one operation. 

This actually occurred many times in the course of the work. 

SECRET KEYS AND SUPPLEMENTS 





l 




(l) Keys. 

Each division supplied its own keys. In the first few 
months, a eitaple key sometimes continued to be in effect for as long 
as a month; one, in fact, lasted for six weeks, but this was in a 
quiet sector. In time of active operations, as a rule, keys were 
changed more frequently than was the case in the time of comparative 
quiet. However, the length of time during which a key remained in 
effect gradually shortened, until by the' end of the war some divi- 
sions changed keys daily. As soon as a key had been captured it 
waB necessary to notify divisional headquarters, where there were 
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supposed to be two keys always on hand, the one in use and the one 
next to be used. On two occasions, however, a key continued to 
be in effect for several days after its capture by our troops j as 
a result much valuable information was secured. 

Code books and keys were probably issued to all organiza- 
tions in a division down to companies and batteries and to liaison 
stations and intelligence personnel. Neighboring division head- 
quarters exchanged keys. Independently of this, flank regiments, 
battalions and companies of the neighboring divisions. 

Messages sent to a unit of a neighboring division were en- 
ciphered, if at all, with the key of that division. 

On August 18, 1918, the 18th German Corps issued an order 
that thenceforth keys should be issued by it for its entire Corps 
area, instead of by eaoh division in the corps. It is thought 
that this was only a local departure from the general rule. 

(3) Supplements. 

A supplement to the code-book consisted of the oode equiv- 
alents for military and place names (the ^ecknamen* 1 ') , the battle 
reports and the expressions to be inserted in the code-book op- 
posite the blank spaces. Blank groups, even after the insertion 

of the supplements, were sometimes used as null or blind groups, 

/ 

i.e., they were inserted only to confuse the enemy code offices. 

When the blank groups in the code-book were insufficient 
in number to represent all the words it was desired to insert, the 
excess words were represented by code groups of four letters, for 
examples: 







Anfang 443 

Anfordern 444 

Angabe 445 

Anhobre- - 4450 

Ankunft 4451 

Armee 446 

In the oase of a four-figure group, the regulations were 
to encipher only the second and third numbers, leaving the first 
and fourth -unchanged. 

The supplements were changed from time to time, at much 



longer intervals than the keys 



Each division furnished its own 
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supplements. It is thought they were exchanged ever the divisions 

boundary in the same manner as the keys. attached) . 

€ 

GENERAL REMARKS. 

ACTUAL OPERATION OF, AND VARIATIONS FROM THE SYSTEM . 

The Three-Number Code System was, on the whole, operated • 

c 

by the Germans exactly as designed. It is true, also, that such 
measures as were recommended for camouflaging liaison as regards 
the use of the Three-Letter Code were applied in the use of this 
code too. The sending of fictitious and practice messages was 
as normal in this code as in the other. Lateral communication 
was especially practiced after the spring of 1918. There were, 
however, certain features and sporadic variations from the normal 
procedure which deserve mention. These had to deal naturally, 
mainly with the method of using the Secret Key. 

A special key or variation from the system used by a 
division in the Thiacourt Group Sector, July 1918, is interesting. 
The messages were first encoded in the Base, and then from each 
three figure group was subtracted a number determined as follows: 
from the 1st to the 9th of the month, the number of the day of the 
r l month; fjorn the 11th to the 19th and from the Slst to the 29th, 

/ t 

iL*. / 

jf andyon the 31st the last digit of the number of the day of the 



month; on the 10th, 20th and 30th, the first digit of the number 
of the day of the month, i.e., 1, 2, and 3 respectively. 

Another more common "sport" w$s the use of the deciphering 
table of the Secret Key for enciphering, the enciphering table be- 
ing then used to decipher. A division taken out of a sector after 
having used both its keys on hand and suddenly put into line in a 
new sector before it had time to obtain new keys, might, it has 
been suggested, resort to this practice, as an expedient, to avoid 
the continued use of a key already long in use. The great aid 
such practice furnished to us was, in that the solutions in each 
key gave, so soon as the practice was noted, an e$ual number of 
solutions in the converse key, for if 58 was used to encipher 3^ 
on the enciphering table, then, when the deciphering table was 

,Q 

used as suggested above, 33 was used to encipher 58. 
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A rather freakish development of the above was the use 
of the enciphering table to encipher the first half of a message, 
and of the deciphering table to encipher the second half. 

It should be added that transpositions of code groups and 
distorted messages were first noted in the use of this code, and 
led to the discovery of the same procedure in the Three-Letter Code. 
But this was observed only in the case of practice messages and com- 
munications of only trivial importance. No case of a tactical mes- 
sage of any importance, in which t ransposfcion occurred, came to 
our notice. 

ESTIMATE OF THE SYSTEM 

In the 247 days from March 22 to November 11, 1918, there 
were intercepted 953 stenciled pages of ^ext^ an average slightly 
under four pages per day. The majority of the messages were short, 
from two to fifteen groups. 

During the first weeks of the Code about one half of the 
messages were sent in the Base, This proportion fell off steadily 
so that during the last months the number of messages in the Base 
y#^nstituted less than 5 fo of the total. 

The messages in the Base were decoded as they came into 





our Radio Intelligence Offices at the First and Second Armies. 
Enciphered messages could b3 decoded only as keys in which they 
were enciphered were worked out. It is no exaggeration to say, 
however, that over fifty percent of the enciphered messages were 
deciphered and decoded, either in whole or in part. 

The great majority of the messages were either practice mes- 
sages sent to simulate activity or messages of a very trivial nat- 
ure. The tactical messages of importance were, aa a rule, sent 
during the first days of an advance made by either side. They 
were generally above the average in length. 

Identifications, that is, for example, divisional and regi- 
mental numbers serving to locate units as being in certain sectors, 
were never very common in the Three-Number Code. By the 
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1918, they had almost entirely disappeared. Messages were either 
unsigned and unaddressed or else use was made of shortened designa- 
tions, such as division, regiment on the right, commands r-of-the 
front -line -troops, etc., or of code names. 

The outstanding fact in a study of the Three -Humber Code 
wireless messages is that nothing of importance was sent by wire- 
less when there was time to send it by messenger. It is, however, 
equally clear, that when there was not an opportunity to communi- 
cate by messenger, the most, important messages could be sent in 
the Three-Number Code, 

The Three-Number Code had many excellent features. 

The Secret Key was a small slip of paper pasted into the 
back cover of the code-book by a narrow strip of edging on either 
the top or left hand side. When in use it projected from the 
code-book, so that both enciphering and deciphering tables showed 
clearly. When not in use it folded back, so that it was entirely 
within the book. There was no danger of it being lost. When 
capture was imminent, the key could be torn out and thrown away 
or destroyed. It could be burned in one hundredth the time it 
would have taken to burn the code book itself. If captured, it 
could easily be replaced. It could be changed just as often as 



, deemed desirable. 



/ 
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The capture of the code book was foreseen when the system 
was adopted. The method of enciphering^ adopted was not suf- 
ficient to protect the contents of all the messages from decipher- 
ment. But the idea of a code-book with a key which can be fre- 
quently changed, easily destroyed when in danger of capture, and 
quickly replaced by a new key if captured, was excellent. 

The uniformity of the system along the entire front was 
desirable. It minimized confusion. Further^ the fact that the 
Base of every code-book was exactly the same as the Base of every 
other code-book together with the fact that every unit of any size 
was known to have a copy, enabled any unit to communicate with 
any other unit in a code, which, though simple, would nevertheless 
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prevent the contents of the message from being exploited by the enem 
troops opposite for at least several hours. 

These advantages of uniformity were counterbalanced by too 
long an adherence to the same edition of the code. The captured 
books are uniformly marked "1 Ausgabe" ( 1st Edition) showing that 
it was not the original intention never to change the Base. If 
the Base had been slightly changed along the entire front once 
every month it would have added considerably to the cryptographic 
value of the system. Even after the current editions of the code- 
book had been captured the work would have had to be done without 
the aid of long and very helpful sequence lists. 

The large number of code groups assigned to represent mil- 
itary and place names were an excellent feature of the little book. ' 
Filled in differently for each division, or in sane cases apparently 
•for each divisional sector and occasionally changed, they were, even 
when not used in connection with DECKUAMEE or Code-Names, never 
thoroughly broken into by us. Similarly, though, to a far less 
extent with the blank groups in the vocabulary which were filled 
in by supplement. They were, however, repeatedly solved. 

The "Battle Reports", consisting of short sentences and 
phrases proved to be good. They were very difficult for us to 
decode. Their disadvantage is this, that too much is made to 
depend on a single code group. A mistake in a single figure of 
/ / / ^e/group, in encoding, in transmission, or in decoding, may en- 
^^V^tirely change the meaning of a very important message. This is 
/ / jl true, however, of all code messages. 

The selection of matter for the contents was excellent. 

The arrangement was good, with this possible exception, that the 

, r 

spelling groups should not have been given consecutive numbers. 

It was because they had been numbered consecutively that we were 
able to break into the code so easily. If they had been placed in 
the vocabulary in alphabetical order, they would have been much 
harder to solve, although, being solved they would then have in- 
volved the solution of all the words in the Base having the same 
radicals. That, of course, would have been^ob j eot i onable [alm ost 
equally. 
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The fundamental fault with the system -i-s not in the code- 
book itself, but in the system of enciphering the code. The en- 
cipherment did not sufficiently change the appearance of the group 
enciphered. The one aerfrte-r of each group left unchanged by the 
process was fatal. , All three figures of each group should have 
been changed. This could have been done by the addition of a 
short list of ten equations, like the TAUVEESBDN table, but using 

t 

numbers^not letters^and changing the table for each new key. That 
would have destroyed not only the value of our sequence lists, but 
also to a considerable extent, the possibility of checking solu- 
tions with the Base. 

A table giving values for the numbers from 000 to 999 would 
have been even better if it could have been made sufficiently small 
not to be awkward. There would then have been no check whatever 
on solutions, except that the words and spelling groups found in the 

code-book would have been the most likely ones to appear in the mes- 

\ 

sages. Such a code would have been almost the equivalent of the 
Three-Letter Code, 

The code was a little too short. If four figure groups 
had been used instead of three figure groups it could have been made 

longer and also it would not have been necessary to have ten cense- 

/ ^ : 

cutive code groups with the/same radical. The groups could ve j j Y 
been split in two and each half enciphered on a table similar to 




one of the tables of a Secret Key, It is believed that if such a 

code had been used for the same purposes as this code, very few 

of its messages would have been solved. 

liany messages were received in the Three -Number and in the 

Three-Letter Codes with groups in transposed order. , We know noth- 

\ 

ing of the system of transposition used. When used it was almost 
invariably a stumbling block. It Is suggested that in the case of 
any code with changing keys, it is desirable that there be printed 
on each key one or two simple systems or orders of transpositions 
to be used with that key. 
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The Three-Humber Code was a War-of-Position code, <Exu^ J 

;WKf= : o? ::: &c*eme^ . much need ' fbr‘‘a.' ebde ~Tcf be Used ii? ^ 

_ ■>f ’ 9 f T t * 

coffiiBunTciJTon'^ between units. so small as-oompanies and * battalions*. 

Use can then be made of a code-book without the same apprehension 
as to the certainty of its early capture and exploitation by the 
enemy. And yet even in the Vfar-of-Ifovement, a code similar to the 
Three-Lumber Code would be valuable, for use by patrols, advance 
units, observers, and the like; liaison being established by means 
of carrier pigeons, courier dogs, and greatly improved wireless 
and earth telegraph instruments. 
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EXTRACT FROM THE THREE - HIT D3E R CODE 



This extract consisted of the nest im- 
portant words and phrases necessary for (l) 
Artillery Observation Planes (s) Infantry Con- 
tact Planes. They were printed upon a card. 



a sample of which is attached. 

All of these words and expressions were 



taken directly from the SCFLUSSELHEFT 



Humber Code, and they were designated by two 
letters chosen from the word or expression, as 
will be seen on the sample. ITo encipherment 



was used. 



n 




k 
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HI £? CE LLA Z7T - DUS SYSTEMS, 



There were several special and perhaps purely local systv * 
which deserve mention. 

One of them called the FERUSPRECKSCHLUESSEL (Telephone-key) 
or SCFLUESSELSC- IEBER. ("secret slidins-rule") was for telephone erm- 
munication in the danger zone. It consisted of a divided into a 
right and a left hand section, between which a strip bearing numbers 
could be slid up and down. A sample portion of this sheet, which 
was mounted upon a thin board, is attached herewith; it is self- 
explanatory. After setting the sliding strip at the key number for 
the hour or day, the numbers Opposite the words to be communicated 
were called off. 

A xuors elaborate telephone code-bock was captured by our 
troops on the Lame Front; a copy is attached. 

A message in this code would be sent in groups of four fig- 
ures. For example, wo send the word ART I LLERIEFFUER (which is in 
column A) the sliding strip on the left would be moved till the lette r 
A appeared in the aperture. This brings the number $ opposite the 
top line of the page, and the number 31 opposite the word ARTILLFRIE- 
FEUER. The word would then be sent as 0331. A change in key con- 
sisted in the insertion <$f a strip with the aperture in a different 
position. -( -R xhi - hit ) - / 

Another elaborate telephone code-boom used by the 14th Infan- 

A 

try Division ached h ^ g ew y - sw th . Strips containing four-place 

numbers were pisted in opposite the columns of clear-text, Evidently 



new strips were printed each time a change in code was made. 

A rather simple system especially adapted for hand grenade 
communication was based upon i he seme lines as the Emergency Signal 
Chart (Sample attached). 



It is not known to what extent nhese special systems were 



ueea. 
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% • fiebranchsannef *ung: t 

1. Sprich am Telephon nie von Sehlliseeln (Deckvorlen). 

2. Yermeide jeden Klartext, nenne nie Namen, nie Dienslgnuk*. nie Ort»- 

bezeichnungen. - - , 

3. Yerrate nichl Be-ginn lind Beendigung des Sehiesscns. 

4. Uebe Dich im Gebrauch umstehenden Schliissels,, dann wir&t Du da- 

mil sp leicjh f arbeiten wie mil Klarlext. > ? ^ 

5- Nenne nie Entfernungen. ; - T • •■ - - *- 



Wenn Du nur noeh mil diesem Schitissel arbeilest, lust Du dem 
feindliehen Nachriehlendienst Abbrueb uiid sehonsl das Leben Deiner 
Kameraden. ■» ... 
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This system was one of the various rsinor methods of communxca- 
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tion employed by the various German Armies (First, Second, Fifth, 

Sixth) in the front line previous to the adoption of the Three -Humber 
Cone. If consisted in the application of two hey-, tori alphabets, 
which were changed frequently, to a chart the various subdivisions of 

V 

.which were devoted to the letters of the alphabet, numbers, important 
words and phrases. (See sample). 

The alphabets, the letters of which determined the coordinates 
of the smaller rectangles, were usually made up from either a single 
word, a name, or a phrase, in accordance with the well, known custom. 
Since the original chart consisted of a square 18 x 18, these alphabets 
had only to be carried out to 18 places. 

The message was sent in groups of three letters, of which the 
last two letters gave the coordinates, and the first letter was chosen 
at random, and which, of course, did not count. There were several 
modifications of this scheme of adding on the third letter tc make a 
trigraph. One was to duplicate the second letter of each pair of 
coordinates, and thus, each trigraph appeared as a set of letters in 
which the first and third were always identical. Sometimes the mes- 
sage was not sent in groups of three, but simply run together in a sin- 

to and greater confusion 

gie chain of letters. Sometimes, /after the Three-Letter Trench Code 
was adopted, one of the three letters E, R, U, was used for the initial 
letter in each group, thus making a message look exactly like a three- 
letter trench code message. 

These messages, however, were very easy to decipher, since 
most of the words used had to be built up letter by letter from the 
chart. A frequency table soon showed the equivalents of the high fre- 
quency letters E, IT, etc., and the fact that Eey-word Alphabets were 
used enabled the decipherer to complete the partially solved cipher 
alphabets in much less time than would have been the case had random- 
mixed alphabets beer. used. 

After April, ISIS, since the Three -Humber Code replaced it, 
the use of this chart stopped. 

Some -good examples of the type of Eey-word Alphabets that 
were used are: 

H H'BSEURGAC FELHOPQ, ( Hi nde ntu r g ) 

LUDEBORFA E C GH IE1IPQ (Ludendorff) 

S CHTE ?A T IL FU ED GE111T ( Schwa r Artillerie Feuer) 

T 'J SCH I ITEGFRKOEBDFL (haschine G ewe hr Eompagnie) 
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These codes we re used mainly by giant aeroplanes in 
bombing expeditions. However, the sane principles - 
by means of which the KEUSA we re attacked could be 
applied to these codes inasmuch as they were con- 
structed in exactly the same way, and in fact, with 

/ 

the exception of some phrases and words specially 
inserted for aviation activities, the contents of 
these codes was the same as the HRUSA Codes. 
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Ties importance of a knowledge of meteorological conditions 
in connection with both the Gas and the Artillery Service was soon 
recognized by the Germans. 



ical 



At first they simply had observation posts where meteorolog- 
data were taken and these were transmitted by the Three-Letter 



or Three-Number Codes. A typical report ran as follows: 

H ftjN'K.T' 

WETTER KELDUNG PUNK? 20 PUNKT 13 PUNKT BODEN FIND 

HUNDERT KOMMA NULL TIER KONMA 2 WE I HUNDERT TRENNUNGSSTRICH 
NULL SECHS KOHMA^ DREI HUNDERT KOMMA NULL ZEHN PUNKT EINS 
FUENF NULL NULL BAROMETER NULL DREI KOMMA SECHSvr TEMPERATURE 

r‘ >• 

MINUS VIER PUNKT FEUCHTIGKEIT HE UN ZFEI PRO SENT PUNKT LUFT ' 
GET7ICHT EINS S IE BEN EINS DREI NULL PUNKT. 



Later these reports were much shorter, ana a typical example 
such as occurred in Fritz Code 33, was as follows: 



REGIMENT PUNKT S IE BEN UHR ABEND P NULL VIER SFEI EINS SECHS 
TAUSEND KOMMA A CRT UHR P NULL VIER ZFEI EINS S IE BEN TAUSEND 
HE UN UHR P NULL YIER SUE I EINS ACHT TAUSEND FRONT FETTER ~ 
BATAILLON. 

Later, special codes were adopted, and no more reports of 
this nature were sent in the, -Three-Letter of the Three-Number Codes. 

By July 1918, they had established about twenty-five meteor- 
ological stations along the Western Front, the locations of which 
are shown on the sheet axtached. These stations were devoted ex- 

s 

clusively to weather reports, and the enemy had great confidence in 
the value of such reports. 

Several systems for transmitting the information ware used. 

A memorandum of May 6, IS 18, explains the method then in use, and no 

comments are necessary. Attached to this memorandum is a sample 

of the form in which the decoded messages were sent by us to the 

*- 

central office of G-2, 

About July ISIS, the enemy introduced a new procedure in 
transmitting these reports. Each group of four numbers was split 
into two parts, and each part encoded by three-letter XPUSA Code 
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groups. Each code book contained a whole section devoted exclus- 
ively to "feather reports, and the code groups in this section were 
to be used for no other purposes. Since the enemy did not change the 
form of the reports/ solutions were "fairly easy, on Analogy Method 
principles . 

About September ISIS, the type of messages became very uni- 



form on the whole front, on the introduction of what the enemy 
called the System of EALTASEKUNDE3T. A copy of a German document 
shown herewith explains it. 

In addition to these reports a special report was used for 
weather forecasts, and a memorandum explaining the system is attached. 



Probably the most important information we secured from these 
stations was that entirely unrelated to the nature of their activity. 
It was noted that the movements of enemy meteorological stations 
furnished highly important information as to his intentions. A 
general withdrawal, for example, was often preceded by a movement 
of his meteorological stations further back. Indeed, in the later 
days, when information was very hard to get, a most fruitful source 
was in that furnished by the apparently innocent movements of the en- 
emy’s meteorological stations. 

y CcrrxS-o 'jo-tc-t. A. <--<4 
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GENERAL HEADQUARTERS , AMERICAN EXPEDITIONARY FORCES, 
GENERAL STAFF, SECOND SECTION (G.2, A-6) 

( DISTRIBUTION "I” ) May 6, 1918. 



The following (furnished by the French) explains the contents 
of messages transmitted by enemy meteorological stations. 



KEY 


HHUU 


BBTT 


wwss 


WWSS(l) 


WWSS (2) 


EXAMPLE 


0513 


6511 


0403 


0605 


0708 



1 / - H H indicates the altitude of the meteorological observa- 

tory in decameters, example 05 = 50 meters. 

2 / - U U indicates the hour from 0 to 23} for example, 

13-1 p.m. 



3 / - B B indicates barometric pressure in millimeters at the 

given altitude. (The figure designating hundreds is 
omitted) Example, 65 = 765 millimeters. 
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/ - T T indicates air temperature in degrees^ centigrade: b 

example, 06 = centigrade, 51 = -1° centigrade (l 
below zero) . V 

/ - W W indicates direction of the wind at ground level in 
accordance with following table: 



N by E 


* f 


1 


S by W 


* ft 


17 


NNE 


ft 9 


2 


ssw 


• % 


18 


HE by N 


* * 


3 


SW by S 


» • 


19 


NE 


♦ * 


4 


SI 


• « 


30 


NE by E 


• « 


5 


SW by W 


» t 


31 


ENE 


• ft 


6 


wsw 


« * 


33 


E by N 


ft • 


7 


W by S 


* » 


23 


E 


♦ ♦ 


8 


W 


* « 


24 


E by S 


« * 


9 


W by N 


» • 


35 


ESE 


• • 


10 


/ ' WNW 


« ft 


36 


SE by E 


• « 


11 


HI by I 


• ft 


27 


SE 


* * 


12 


NW 


ft ft 


28 


SE by S 


• * 


13 


NW by N 


• • 


29 


SSE 


« • 


14 * 


NNW 


» ft 


30 


S by E 


• • 


15 


; N by W 


ft • 


31 


S 


• t 


16 


• N 


• « 


33 



3 / - S S 



indicates velocity of wind in meters per second: 
example, 03 = 3 meters per second. 



i 



7 




/ - HSS(l) indicates direction and velocity of wind at an 

altitude of 100 meters: example, 0605 = East Northeast, 

5 meters per second. 

/ - WISS(3) -do- altitude 200 meters etc., etc. 

/ - The last groups give additional data, for example 

the indication of the average temperature for the 
previous 24 hours for the determination of air density ) ( 
at the average altitudes of the trajectory of pro- 
jectiles (over 500 meters) : example. 



average temperature 3 centigrade 
barometric pressure 763 millimeters 

following the daily table of correct- 4 
density would therefore be 1.2P 
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GENERAL HEADQUARTERS , AMERICAN EXPEDITIONARY FORCES , 
GENERAL STAFF, SECOND SECTION (G.3, A, 6) 




Intercepted by_ 



1918. 



Sent from: 



GERMAN METEOROLOGICAL REPORT 
at 



4 



1918. 



Height of observation station in meters 
Time of observation: 

Barometer, in millimeters : 

Temperature, in degrees Centigrade: 
Humidity: * 

Density of air: 



Direction and velocity of wind at various elevations: . 

(Elevation in meters, velocity in meters per second.) ‘O i 

500 600 700 



Elevation: 000 

Direction: 
Velocity;- “ 



100 



Elevation: 800 

Direction: 
Velocity: 



200 



900 lOCO^ 1100 1300 1300 1400 150/ 



300 



400 



f 



Remarks : 



Decoded by:. 



-r 



--V- 






REF ^iED : A2458117 



GENERAL HEADQUARTERS 
AMERICAN EXPEDITIONARY FORCES 
(G-3, A-6) 



July 33, 1918. 



MEMO FOR MAJOR KOORHAN 

According to the latest information, the follovring are 
the locations of the German METEOROLOGICAL stations: 



Call 


Location 


Reference to larger city. 


Zl 


E. of TOURCOIUG, 


N.E. of LILLE. 


Z3 


At haubourdoii. 


S.W* of LILLE. 


25 


N. of ARLET, 


S. of DOUAI. 


26 


At VAL INCOURT, 


S. of CA1JBRAI. 


27 


At HESLE, c 


N.B. of ROYE. 


28 


w. of sr* siuoii, 


S.W. of ST, QUENTIN. 


Z9 


W, of LAON, i 




ZIO 


At BRAINS, f 


E. of SO IS SONS. 


211 


At TAGNO, 


E. of NEUFCHATEL 


Z13 


N»E, Of VOUZIER, - 


* 


214 


At STEKAY, 


S.W, of K01JTMEDY. 


216 


S. of CONFLAHS, 


In the WOEVRE. 


Z17 


At POUILLY, 


S. of METZ. 


Z18 


At DIEUZE, 


In LORRAINE. 


Z19 


N.E. of SCHLHSTADT/ 


In ALSACE. 


Z30 


S.E. of SARRRBOURG. 




Z31 


In COLKAR. 


- 


WRG 


At PERONNE . 




BP 


At MARCHELLEPOT, 


30 kw N. of ST. QUEIJTIN * 


KTR 


At SERA INCOURT s 


40 km N.N.W. of RKEIM3. 


ABS 


At HO NT NOTRE DA1E, 


E.S.E. of SOISSONS. 


MWD 


At AtfSSONCS, 


33 km N.E. of RHEXMS. 




E. Ho FALK 

1st Lt . F.A.U.S.R. 



Officers decoding weather reports will please note location. 
If sent by stations not li3ted above, report call letters to 
Gonio Offioer. 



FRANK MOORMAN, 

Major, G.S., American E.F. 



* NARS, Date 
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Enemy Meteorological Reports, (Forecasts) 

Enemy station Z1 sending messages containing 5 figure groans, 
appears to be using the following procedure: 

The preoise import of the first 15 or so groups has not yet 
been determined. 

The groups containing the weather forecast, when they 'occur, 
always do so after the break sign (B’) in the latter part of the 
message. They are built up on the following formula: 



FORMULA - 

When K K 
“000 



n 

n 

n 

t! 

n 

it 

it 

it 

n 

n 

n 

tt 

n 



D 

0 

w w 
s 

k 

v h 

L 

T 

M 

I 

G 

Q Q 



K K. 70 
71 
73 

73 

74 

75 

76 

77 

78 

79 

80 

000 



K K 0 0 0 Down S h V L T M I G Q Q 

= Index Group. 

= Place or territory for which the weather-forecast is 
valid. . ‘ " 

r Durability of weather condition. ' ” ? 

= Character of wind on the ground. 

= Direction of wind on the ground. 

= Velocity of wind on the ground, 

= Velooity of wind up above. 

= Direction of wind up above. 

= Condition of clouds. • . .. 

s: Tendency toward a storm. ' 

= Temperature. - 

=■ Precipitations. 

= Visibility. 

= Motion of the sea. 

= (Check figure, arrived at by adding all the other 
digits). . . , 

- Forecast for about 13 hours, the ooourrence of which is 

very likely. ' . 

- Forecast for about 12 hours, the occurrence of which is 

to be expected to some extent . ' ! - 

- Forecast for about 13 hours, only with conditional 
reliability. 

- Forecast for about 34 hours, the occurrence of which 
is probable to some extent. 

- Forecast for about 34 hours, the occurrence of which 
is to be expected to some extent . 

- Forecast for about 34 hours, only with conditional 

reliability. / * 

- Forecast for about 36 hours, the occurrence of which 

is very likely. ‘ " ; 

- Forecast for about 36 hours, the occurrence of which 

is to be expected to some extent. ” V;.' 

- Forecast for about 36 hours, only with conditional 
reliability. 

- Weather-forecast. , , 

- Weather-forecast impossible-. * 

(Hot known) . 




Continuation of 2 *revailing weather probable for 
several days (3-3 days) 

For today, continuation of prevailing weather . 
Tomorrow, change to bad weather. 

Increasingly bad weather.- 
Tommorrow, dangerously bad weather. 

Today, dangerously bad weather (stormy condition). 
After passing calmness, renewal of bad weather. 
Weather disturbance, probably of short duration 
(less than 1 day) 

Today, continuation; tomorrow, increasing calmness. 
Increasing calmness. 

Unable to state development of weather condition. 
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GENERAL HEADQUARTERS, AMERICAN EXPEDITIONARY FORCES 

GENERAL ST APT, SECOND SECTION (G.S A. 6) (alp) 



(Translation of a German Document) 



Oct, 29, 1918, 



18th Army " G.H.Q., March 17, 1918. 

* * 

18 Art. Kofluft W.Br. No. 1777,18. 



Introduction of the System of 
BALTASEKUNDEN 



Meteorological reports hitherto sent by an Army meteorologi- 
cal station will in future be transmitted as Baltasekunden mess- 
ages. ("Meldung ueber die ballistischen Tageseinflusse, gestaffelt 
nach Flugzeit Sekunden; i.e., "Report on Ballistic Influences of 
the Weather, Based on Duration in Seconds of the Flight of a: Pro- 
jectile"). 

Reports on Baltasekunden will be issued 7 times each day. 
Below are orders regarding the introduction of the new system, 
hours and the methods of their transmission by wireless. ^ 



Measurements and calculations required for registration of 
Baltasekunden will be made by the Army meteorological station. 

No mathematical computations whatever are to be undertaken by 
Balta sections. A reorganisation of this section is under con- 
sideration, and until its completion. Artillery Commanders will 
instruct detachments under their control and give them opportuni- 
ties for practice about twice a week. Reports on the results of 
such instructions will be returned once each week in writing to 
the Army meteorological station. 



Baltasekunden messages consist of a characteristic word 
followed by 11 groups of 5 ciphers. The words indicate hours, 
as ; 



temer y'lst morning-message.' 

texor I 2nd morning-message 

temit . ....... 1st afternoon -message . . . : 

texit 2nd afternoon-message. . . . 

temab 1st evening -message 

texab. 2nd evening -message 

tenacht. . . . . . night-message 



( 6 A.M. ) 
( 9 A.M. ) 
(12 M. ) 
(15 P.M. ) 
(18 P.M.) 
(21 P.M.) 
( 1 A.M.) 



These groups are used respectively for flights of 10, 15, 

20, 25 , 30, 40, 50, 60, 70,- and 80 seconds. The first two 
figures of each group indicate the ballistic weight of the air, 
the first two decimals thereof standing to the right of the 
comma. The next two figures indicate the direction of the wind 
according to the wind-card; thus, 08-East, 16-South, 24-West, 
32-North, etc v The last figure shows the velocity of the wind 
in double metres per second (Doppelmeter, Boms). Particular 
attention is invited thereto, wind- velocity having previously 
been expressed in. single meters per second, and most tables of 
atmospheric influences so giving it. If the velocity of the 
wind exceeds 9 Dorns, the figures 50 are added to those represent- 
ing the direction of the wind and only the second figure of the 
group which stands for its velocity will be put down. The group 
0731 would- thus be; weight of the air-1,20; direction of the wind, 
WSW (73-50 - 23); velocity of the wind, 11 Dorns. 












The eleventh and final group serves as a verification of the 
ten preceding ones, being their united total, with the figures 
for "exceeding" left out. 



Example for a Baltasekunden message: 



temit - 1st afternoon-message. - 



20302 


— 


for 


10 


seconds flight. 


weight 


1,20 


dir. 


NNW. 


velocity 3 


Doms 


20332 


— 


R 


15 


R 


M 


1,20 


n 


N 




2 


n 


20033 


— 


n 


30 


n 


tt 


1,30 


tt 


NNE 


If 


2 


tt 


20043 


— 


it 


25 


ii 


II 


1,20 


it 


NE 


n 


3 


tt 


20034 


— 


it 


30 


tt 


tt 


1,20 


tt 


NEN 


it 


4 


tt 


20064 


— 


it 


40 


tt 


It 


1,20 


ti 


ENE 


tt 


4 


tt 


20067 


— 


n 


50 


R 


n 


1,20 


tt 


ENE 


tt 


7 


it 


31069 


— 


tt 


60 


R 


tt 


1,31 


tt 


ENE 


tt 


9 


it 


23570 


— 


R 


70 


n 


tt 


1,32 


tt 


EH 


ft 


10 


n 


22581 

07074 




"80 n 
verification-group 


tt 


1,22 


tt 


E 


tt 


11 


n 



-An ; addition of ' the cipher-groups gives 207074, which, omitt- 
ing the first figure, gives 07074. 



Battery-ohiVfs are asked to keep a file, arranged as follows, 
for 'she registration of Baltasekunden messages: 

!l i tesit 

Message for consideration. 



Bal. air- 


Wind’ 


■Velocity 


Duration 


„Bal. air- 


. Wind ‘ 


Actual 


weight in 




in Doms. 


in • . 


. weight. 




velocity 


decimals 


Di-r'.’ 




seconds 


t 


• Dir. 


in Doms. 


20 


30 


2 


10 


1.20 


•30 NNW 


2 


20 


32 


2 


15 


1.30 


32 N 


3 


20 


02 . 


2 


20 


: 1.30. •* 


02 NNW 


3 


30 


04 


3 


25 


< 1.30 


04 NW 


3 


20 


03 


4 


30 


1.30 


03 NWN 


4 


30 


06 


4 


40 


1.20 


06 NW 


4 


20 


06 


7 


50 


1.30 


06 WNW 


7 


21 


06 


9 


/ 60 


1.21 


06 WNW 


9 


21 ‘ 


07 


0 


: ' 70 


1.32 


07 WN 


10 


22 , • 


08 


1 


80 


1.23 


08 W 


11 



' This 'example is the same as that, above. 

' The battery-Commander "will determine the flight-duration of a 
given shot from his rang instable . He will look in column 4 of 
the model above for a f lignt -duration approaching nearest to that 
in the ranging-table, and will find the. figures for weight, direc- 
tion and velocity, of' the wind, in a horizontal line therefrom. ' 

For example; for a flight of 12 seconds as given in the ranging- 
table, the figures of the model in a horizontal line from 10 
seconds are taken'.' .. These figures serve for adjustments of dis- 
tance .for a given weight of. air and direction of wind, a,s in the 
case of the tables of weather influences (Tageseinflusstafein) . 

It is suggested that flight-durations be recorded daily, to 
supply any possible lacks in the tables. 



General Staffs and Batteries will receive instructions later 
for use of Baltasekunden. 

To be distributed Chief Quartermaster, 

down to Batteries. 

BRAUN 

Colonel. 






r.u f n -.to __ 









REJfcID : A2458117 



Uniform. . 

Somewhat squally. 
Squally . 7 

Very squally.' 

By about B full degrees. 





6 


— 


II 


ii 


.3 n 


n 




7 


— : 


II 


' n 


ii ii 


it 




8 


- 


Changing wind velocit 




9 


- 


Air 


■ dii 


sturbances . 














t - »■ .i 


n 


? ■ 


17.' 














00 


— 


Shifting 






01 


— 


N. 


E. 






> 


03 


— 


E.' 




.... 


* 




03 


- 


S. 


E. 


> i. 


- r c - 




04 


- 


S. 






' .1 >r 




05 


- 


s. 


W. 




- ■» 




06 


— 


w. 










07 


— 


w. 


w. 








08 


- 


N. 




t « % 




£ 


11 




Prevailing NNE - 


ENE 




13 


— 




II 


ENE - 


ESE 




13 


— 




II 


ESE - 


SSE 




14 


— 




II 


SSW - 


wsw 




15 


— 




II 


SSW - 


wsw 




16 


— 




II 


. wsw - 


W1TW 




17 






II 


WNW - 


NNW 




18 


- 




II 


mm - 


NNE 








-• =. i g A 


--a 


* - » if *s * ^ ~ 




31 


— ' 


In 


EE 


Directions. 




23 


— 


ii 


NS 


- SE .. ” 


. hZ 1 




23 


— .* 


n 


E 


- S » 






34 




tr 


SE 


~ SW ’ ” 


• t - 




25 


-*T r ’ 


Froni S 


- W ff 






36 


— 


« 


■SW 


- NW " 






37 


— ' 


n 


' 17 


- IT * 






38 


- 


it 


NW 


“ N? . . 






31 


— 


N 


to 


s 






32 




NE 


. ii 


SE 


/ 




33 




E 


it 




- 1. ; 




34 


— 


SE 


ft 


SW ' 






35 


— 


S 


ii 


Wfa , 


* 




36 


— 


SW 


n ’ 


NW. ; 


i 


• 


37 


— 


S 


« 


it ' . - ~ 






38 


- 


m 


n 


ITS 






41 




NW 


by 


IT to 


SE 




43 


— 


N 


it 


E " 


S 




43 


— 


NE 


n 


E " 


SW 




44 




E 


f) 


S " 


w 




45 


— 


SE 


n 


S " 


NW 




46 


— 


s 


I! 


W " 


N 




47 


— 


sw 


TI 


W " 


NE 




48 


- 


w 


It 


IT " 


E 




51 




From NE directions, 1 




52 




i* 


1? 

jh 


it 






53 


— 


ti 


SE " 






54 


— 


i. 


S 


i! 






55 


— 


Ii 


sw •' 






56 


— 


II 


w 


tr 






57 


— 


II 


15 W " 






58 


— 


n 


15 







Tj£ , V ; 



■ight. 

ii 



n ti 

it ti 

it n 

it n 

u n 

it ii 
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61 - 


From NE 


directions. 


later 


shifting 


to 


the 


3 c. 


62 - 


n 


E 


tt 


i? 


ti 


f 


:t 


,i 


63 - 


ii 


. SE 


it 


tt 


tt 


tt 


it 




64 - 


f! 


S 


n 


tt 


tt 


n 


tt 


tt 


65 - 


It 


SW 


it 


tt 


tt 


n 


tt 


ft 


66 - 


tl 


w 


i» 


tt 


it 


it 


tt 


ii 


67 - 


n 


NW 


n 


tt . ~ 


n 


tt 


tt 


rt 


68 - 


ft 


N 


tt 


tt 


t! 


tt’ 


tt 


tt 



Separate Statements. 



80 - From varying directions. 

81 - In the W of the territory from NW, in the E from 

• ’ ' ' SW directions. 

83 - In the W of the territory from SW, in the E from 

3E directions. 

83 - In the W of the territory from EE, in the E from 

SE directions. 

84 - From the 17 shifting to S directions. 

85 - . « « W M to SW " 

86 - « « « ii f n 

87 - " » if * . " NW " 

88 - ” 11 N of the territory shifting to SW., 

89 - « « if H » n ii ii gsfjf, 

90 - In the' S of the territory from SW, in the H from 

SE directions, 

91- - In the S of the territory from W, in the N from 
S directions. 

93 - In the S of the territory from KW, in the N from 

NE directions. 

93 .... 

94 ‘ „ 

95 . , ... 

99 — Nothing to state . / . .• 

S. 0 Quiet. . , 

1 - Light. * 

3 - Light. ^ : •' 

3 - Average - weak . ■ 

4 - ” moderate. ... 

5 n fresh. 

6 ” strong. 

7 - ,f stiff. / 

8 • - ■ n - stormy^ - • • . 

9 - M full storm. „ • ■ 



s h > 

0 - Upward, only slowly increasing, or decreasing. 

1 - Up to 1000 meters slowly increasing,' at greater 

elevations increasing more rapidly. ' 

2 - Up to 500 meters moderate; above that level, slowly 

increasing or not at all. 

3 - Up to greater elevations, moderately increasing. 

4 - Jioderate maximum in about 500 meters, above that 

level decreasing. 

5 - Up to about 1000 meters moderately increasing; abcv-.» 

that level remaining the same or decreasing. 

6 - Up to about 500 meters strong, above that level 

s 1 or* 1 y inc r eas 3 ng . 

7 - Up to higher elevations, strongly increasing. 

8 - Up tc about 500 meters strongly increasing, above 

that level decreasing. 

9 - Unable to state. . 




0 - Upward, little change, or shifting to the ri 0 M 

1 - Above 500 meters, shifting toward N to NE 

3_nnr: »r «E 





jf' 
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ft> 



V. 



4 - Above 500 zaeters, shifting toward S 

5 — tt w n w tt aff 

6 - 11 " n n it yj 

7 - ” « « « « KW 

8_ - Above, shifting to the left. 

9 - Unable to" state. 



0 - Temporarily clearing up. 

- Prevailingly clear.' 

3 - Cloudy. 

3 - Overcast. 

4 - Dense, heavy cloud, covering. . 

5 - Decreasing cloudiness. 

6 1 - Increasing cloudiness. " 

7 - Cloudy during day, clearing up during night. 

8 - Changing cloudiness. 

9 - Unable to state. 



L. 



i i 



0 ~ Storm not to be expected. 

1 - Storm slightly probable. 

2 - Storm not improbable. 

3 - Storm probable. ’ ” H 

4 - Here and thS?e storm to be expected. 

5 - Storm to be expected in many places. 

6 ' - There will still be a storm today. 

7 - Storm, tomorrow. 

8 -- Strong storm activity to be expected. 

9 - Unable to state. • . • - 



T. 



M. 



0 

1 

3 

3 

4 

5 

6 

7 

8 
9 



0 

1 

3 

3 

4 

5 

6 

7 

8 
9 



Cold. 

cool. 

Warm. 

Warm during day, cool during night 
Increasing. 

' Decreasing. 

Normal. 

Slight change. 

Near freezing-point, 
changing. 



- Dry 



For a short while, ary; later, precipitation. 
Diminishing precipitation. 

Sporadic rain storms. 

Extensive "* n 
Rainfall. 

Snowfall. ' 

Only light precipitation. 

Precipitation in showers. 

Unable to state. 



I. 



G. 



0 - Increasing visibility. 

1 - Normal visibility. 

3 - Soiaewhat turbid. 

3 - Turbid. 

4 - Decreasing visibility. 

5 - Ground mist, 

6 - Invisibility, at some places misty. 

7 - Misty. 

8 - Unable to state. 

9 - Changing visibility. 



0 - Quiet. 6 

1 - Moderate. 7 

2 - Turbulent. 8 

3 - High. 9 

4 - Choppy sea. 

5 - Sea ooming from H to E. 



- Heavy sea coming from E to 



» ii n n 

u n » n 

Unable to state. 



S 

W 



- / 
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